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Abstract 

Safe and secure critical infrastructure is essential for the functioning of Canada's 

society. A robust system of infrastructure allows Canada to be a leader on the world stage 

but also presents potential security risks. Using open source data, this paper identifies 

why energy infrastructure is the ideal target for malicious attack and includes a focus on 

the proposed Enbridge Northern Gateway pipeline. Using the Harmonized Threat and Risk 

Assessment Methodology, to perform a risk based analysis; the likelihood of an attack on 

the Northern Gateway was assessed. A risk rating of low to medium was found, with a 

variety of vulnerabilities and possible threat actors identified.  
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1. Introduction 

Critical infrastructure (CI) is any service, system or material asset that is essential 

to the functioning of a society that, if compromised, would have a serious impact on the 

wellbeing of the country (Spellman and Bieber, 2010). Canada’s CI consists of ten core 

sectors: energy and utilities, finance, transportation, food, government, information and 

communication technology, health, water, safety and manufacturing (GoC, 2009). More 

specifically, examples of each sector include: 

1. Energy and utilities – electrical power, natural gas, oil production 

2. Finance – banking, investments  

3. Transportation – roads, air, rail, marine 

4. Food – food safety, sales, distribution 

5. Government – services, public facilities 

6. Information and communication technology – telecommunications, networks, 

broadcasting  

7. Health – hospitals, health care 

8. Water – drinking water, waste water contamination 

9. Safety – hazardous substances, explosives, emergency services 

10. Manufacturing – chemical and strategic manufactures  

(Graham, 2011) 
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The ten sectors all consist of assets or services that if were lost would most likely 

have a detrimental effect on the lives of Canadians. Anytime access to one sector is limited 

Canadian lives will be impacted. Level of impact is situation specific and will depend on 

the type of infrastructure that fails and the level of failure. A catastrophic failure in which a 

piece of infrastructure is completely destroyed is of much greater concern and will have 

more impact than a minor failing, such as the loss of power for a few hours. 

While CI is divided into separate sectors, in large part because breaking CI into 

sectors allows the government to assign authorities to it, it is important to note that sectors 

are interconnected and interdependent on each other (Public Safety, 2014). Sectors rarely 

operate as a stand-alone, instead for one sector to function at an optimum level other 

sectors have to be functioning properly. Even something as simple as buying groceries 

requires dependence on numerous sectors. The food sector is necessary to ensure that 

groceries are free from contaminants. The transportation sector is needed to get food from 

farm to store, the store relies on the utility and energy sector for power and consumers 

need the finance sector to be able to buy groceries. A failing in one sector can have a 

cascading effect on others. This cascading effect is not a guarantee but because the 

sectors are linked a cascading effect is always possible. The danger with cascading 

effects is that they cause indirect damage which can be hard to anticipate. If a power line 

goes down the direct effect is a loss of electricity, however if this loss of electricity causes 

a water pump to fail contaminated water is a potential indirect effect. Cascading effects 

are also problematic because they increase the overall level of damage. Due to 

interconnections in infrastructure, what would have been a minor failure in a stand-alone 

system can become much larger due to cascading effects. 

The great ice storm of 1998 which has been regarded as one of the most expensive 

natural disasters in Canada is a perfect example of interconnectivity within CI. For six days 

in 1998 Quebec, Ontario and New Brunswick suffered from ice pellets, freeing rain and 

snow that resulted in massive power outages due to down hydro wires and transmission 

towers (Harris, 1998). The storm had a direct effect on the energy and utility sector as well 

as the transportation sector as power was out and roads were closed as a result of the 

storm. Cascading effects were also felt in almost all the other sectors. For example, the 

food sector suffered because transportation routes were closed, information, health, water 

and manufacturing sectors were all handicapped due to a lack of utilities and the 
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government sector faced increased pressure and scrutiny as citizens waited to have 

utilities restored (a process that exceeded a month in some circumstances).  

1.1. Protecting Critical Infrastructure 

The federal government created the Office of Critical Infrastructure and Emergency 

Protection in 2001, which had the task of “developing and implementing a comprehensive 

approach to the protection of Canada’s CI” (Rossignol, 2001, p3). However, surprisingly 

threats to CI were not identified as a national security priority until the 2004 publication of 

the National Security Policy (Gendron & Rudner, 2012),  

The National Security Policy was a response to the events of 9/11 and was 

designed to ensure that Canada had a plan in place to respond to existing and future 

threats (GoC, 2004). September 11, 2001 marked an important turning point in the way 

that security was viewed in North America (Eckert, n.d.). Prior to the terrorist attacks, 

security was viewed as a role of the police and military. Police at all levels were 

responsible for local crime. The military provided protection from external threats and 

national security issues were the responsibility of those in the security and intelligence 

community, namely CSIS. In this traditional view, security was a government issue and 

the role of the private sector was largely limited to manufacturing goods (weapons) that 

would be used by government entities (Eckert).  

With 9/11 came the realization that a “new more comprehensive security paradigm 

was required” (Eckert, n.d., p2). The attacks of 9/11 were not aimed at a military base or 

an attempt to encroach on sovereign boundaries it was a direct attack on the private sector 

and American wealth. 9/11 proved that it was no longer adequate to rely on traditional 

security tactics, instead what was needed was a comprehensive security plan that 

encompassed the protection of citizens as well as areas of the economy that may be 

vulnerable to attack, namely critical infrastructure.  

Prior to the publication of the National Security Policy, CI while deemed important 

to maintain was not viewed as a potential vulnerability largely because CI had yet to be 

attacked. 9/11 served as a wakeup call, traditional locations such as military bases were 

no longer the only target, security professionals needed to expand their scope. 
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Following the publication of the National Security Policy (2004), the government 

released the National Strategy for Critical Infrastructure (2001) which outlined the desire 

to focus on critical infrastructure in an effort to “build a safer, more secure and more 

resilient Canada” (GoC, 2009, p2). The National Strategy brought the issue of critical 

infrastructure protection to the forefront and was the first publication to stress the need for 

concrete protection plans. Among other suggestions this publication identified 

collaboration between various actors as a main goal. The idea being that any strategy for 

the protection of CI needed to include input from all levels of government (federal, 

provincial and municipal) as well as the private sector. 

Protecting CI is a massive undertaking which represents a huge challenge for the 

government. To achieve success threats from both international and domestic actors have 

to be anticipated, vulnerabilities need to be identified and plans that include input from a 

variety of stakeholders with competing interests need to be established. The majority of 

CI is owned and operated by private companies not government entities which makes 

collaboration particularly difficult as the private and public sector have very different goals. 

While governments and regulatory bodies operate in an effort to increase CI security, 

private companies strive to maximize stakeholder value. If all CI was owned and operated 

by either government departments or crown corporations it would be easier to protect, as 

those enacting the regulations and/or policies would also be the owner and there would 

be no concern for collaboration or buy in from private companies. In fact, the Federal 

government currently requires each department to complete a comprehensive threat 

assessment.  

While both federal and provincial governments have released a number of 

publications on the subject of CI protection, for the private industry there exists no 

mandatory or standard protocol. What these publications have done is laid out what the 

government would like to see. Namely, as advanced in Public Safety Canada’s Action 

Plan for Critical Infrastructure (2009), a sector network has been envisioned. The idea 

being that private sector stakeholders would meet with a government department in an 

effort to create national sector specific standing forums. The forums would function mainly 

as a way to share information among all of those involved in an effort to increase 

infrastructure protection for that sector (Public Safety, 2009). As an example, in the energy 
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and utilities domain major players such as Enbridge and Suncor would be asked to 

participate with Natural Resource Canada representing the Federal government.  

In conjunction with a sector network, the government in its Emergency 

Management Framework for Canada (2011) has advanced the use of all hazard risk based 

assessments. All hazards approaches are methodologies that consider both natural and 

human induced hazards and take into consideration all areas of potential vulnerabilities 

and losses including physical infrastructure, any related cyber or technology based 

vulnerabilities or assets and non-tangible items such as personnel and reputation 

(Emergency Management, 2011). Risk based approaches emphasize the need to assess 

vulnerabilities in order to gain a full understanding of the risk environment. The idea being 

that by taking an all hazard approach, all risks can be successfully identified. Once risks 

are identified, they need to be analyzed so they are fully understood. Once a risk is fully 

understood a level of risk can be assigned (Public Safety Canada, 2014). Once a level of 

risk has been assigned it is possible then to identity areas that are most vulnerable, which 

will allow for the development of mitigation plans. By combining both an all hazard 

approach and a risk based approach the goal is to be able to make decision that are based 

on a full understanding of the value of the assets and potential vulnerabilities. 

While The National Strategy, the Action plan and the Management Framework 

were “developed to promote a common approach to CI risk management” (Public Safety 

Canada, 2014, p37), it is debatable whether these policies have much effect. Risk based 

methodology has been common place in the private sector for some time (G. Macphee, 

Suncor security professionals, personal conversation, 2013). With private companies 

using their own preferred methodologies normally based off industry standards or in house 

protocols. For private industry government policies on threat assessments represent 

suggestions not mandatory guidelines. As much as the federal government has tried to 

provide leadership and governance to protect CI, they lack the clout needed to impact real 

operational change (Graham, 2011) 
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1.2. Threats to Critical Infrastructure 

Canada’s CI is vulnerable to three types of attacks: natural, accidental and 

malicious. Natural attacks involve such instances as floods and severe storms. Accidental 

attacks involve mechanical failures and human and/or computer programming errors while 

malicious attacks are planned with intent to do harm (Public Safety, 2010). Even though 

all sectors of Canada’s CI are essential to the functioning of this country the objective of 

this paper is to look at potential malicious threats to the energy and utilities sector, with a 

specific focus on the oil and gas industry and the proposed building of the Northern 

Gateway Pipeline. 

The first chapter has offered a brief introduction of CI. Chapter two will take a closer 

look at energy infrastructure, including outlining government controls in the industry and 

identifying why energy infrastructure is an ideal target for malicious attacks. Chapter three 

looks at the theory behind security risk management. Chapter four is a case study of the 

risk and vulnerabilities associated with the Enbridge Northern Gateway pipeline. Chapter 

five includes a brief discussion on cyber threats, Canada’s connection with the United 

States, energy infrastructure data and oversight. Chapter six outlines the limitations of this 

paper while the final chapter includes concluding remarks. 
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2. Energy Infrastructure 

Energy is essential to our way of life; without energy Canadian society would fail 

to function. Due to the worldwide resilience on energy, energy security (the uninterrupted 

availability of energy sources at an affordable price) has become a central concern for 

governments around the world (IEA, 1). Fortunately, energy security is not a pressing 

concern in Canada because of the vast availability of natural resources and the existence 

of multiple energy sources. According to the International Index of Energy Security Risk 

produced by the United States Chamber of Commerce Canada ranked 8th best among 

the world’s top 25 energy users (U.S. Chamber of Commerce, 2012). 

The International Index, the first of its kind, was developed to determine if energy 

security was getting better or worse (U.S. Chamber of Commerce, 2012). Using a 

methodology that factored in 28 performance measures such as availability of energy 

sources, energy consumption, trade and potential for new sources of energy, Canada was 

ranked 8th, a score just below the average of all 78 countries (78) that were considered. 

 One reason for Canada’s high ranking is the vast availability of natural resources 

and the existence of multiple energy sources. Examples of energy sources in Canada 

include coal, crude oil, electricity, natural gas and nuclear as well as renewable energy 

sources such as hydroelectric, wind and solar. Energy sources are supported, produced 

and transported by a variety of infrastructure including but not limited to electrical 

generators, transmission and distribution facilities, internal and cross-border crude oil 

pipelines, gas processing plants and storage and refining facilities (Truscott, 2009).  

Vast availability of resources allows Canada to enjoy a wide diversity in energy. 

Diversity in energy is important as it limits dependency on a single energy source and 

allows the energy sector to be less susceptible to price and supply shock (Best et al., 

2010). Diversity also provides options in the case of an attack. When a community suffers 

a power outage the loss of electricity is an annoyance but it will not render the community 

helpless because they can turn to other sources of power. For example, gas generators 

can be used to sustain activities that require electricity, and heating and cooking can be 

done through the use of natural gas and propane as long as those systems are not reliant 

on electricity. Quantity of diversity is also important; Canada not only has many energy 
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options available, but those options come in large quantities. For example, the world’s 

largest producer of hydroelectric power is Canada (Green & Eule, 2013). 

Canada’s political presence as a world trading partner also influenced our energy 

security score. Globally, Canada is seen as a stable and reliable trading partner (U.S. 

Chamber of Commerce, 2012). This not only means that Canada has enough energy for 

its own needs, but can  provide energy to others which increases energy security 

worldwide. While Canada’s energy security is important, it is for the greater good to 

increase energy security worldwide.  

Energy security is also not a pressing concern in Canada due to the potential this 

country has to increase its energy security through the development of its oil sands (Green 

& Eule, 2013). While the necessary infrastructure would need to be built, if Canada got in 

an energy crisis, other sources/locations could be used or further developed. Canada is 

also in a much better position than countries that rely on importing energy. While it is true 

that we export large quantities of energy (94 billion worth in 2010), in the case of an energy 

crisis Canada could limit its exports.  

Canada’s current energy security position is also largely dependent on Canadian 

actions. Canada’s score on the index would have been higher if not for the fact that 

Canada’s per capita rate of energy use was the highest among the top 25 using countries 

(Green & Eule, 2013). Due to the cold, Canadians consume a great deal of energy heating 

their homes in the winter. Canada is also vast, which results in high consumption of energy 

resources for transportation. While the high consumption rate might place Canada at an 

increased risk, this increased risk is due to behaviours and is not the result of other 

countries. Since Canada’s consumption is not reliant on others, if it was necessary 

Canadians could lessen their dependence on energy. 

It should be noted that energy security as defined as the uninterrupted availability 

of energy sources at an affordable price is not a concern, because Canada is energy rich. 

However, being rich in energy does increase the likelihood of energy infrastructure EI 

attacks because energy represents great economic payoff. While ranking high on the 

index means Canada is unlikely to run out of energy, it does not mean that Canada’s 

energy is safe from an attack.  
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2.1. Government Oversight  

While most EI is operated by private industry, government entities do provide 

oversight. For the Federal government Natural Resources Canada (NRCan) is responsible 

for emergency planning in the energy sector (Hay, 2008). As a result of this responsibility, 

an energy infrastructure protection division has been developed. This division has taken 

the lead in the government's effort to build a better working relationship with the private 

sector (Rudner, 2008).  

 The National Energy Board (NEB) serves a regulatory function to ensure that the 

oil and gas and electric utilities industries act in the public interest. Any new developments 

such as the building of a new pipeline need to receive approval from the Board, if it 

involves building in more than one province (NEB, 2013).  

The Canadian Nuclear Safety Commission (CNSC) operates with the same 

function as the NEB, concerning nuclear energy. As such, it is responsible for nuclear 

regulations, licenses and audits for compliance (CNSC, 2013). Together these three 

agencies help to ensure the protection of EI and encourage development that will be in 

the public interest. 

While all three of these entities provide oversight, none of them have mandates 

that ensure companies complete risk assessments. While the NEB is responsible for 

regulating EI, this regulation is in terms of meeting industry standards for things like the 

width of pipelines and ensuring that the public remains safe around energy infrastructure 

by making fencing mandatory around EI (NEB, 2013). Another major concern for the NEB 

is the destruction of the environment. Before any new EI project is started, an environment 

assessment must first be done to predict the impact of such construction and potential 

impact if the infrastructure were to suffer a failure (for example, a pipeline leak) after 

construction (NEB, 2013). While this type of information would be included in a risk 

assessment, NEB does this assessment specifically for environmental concern and not 

from an all hazard security based perspective. The NEB is also responsible for public 

safety and for public interest, but here again the NEB is not concerned with a security 

assessment; instead it enacts regulations to protect employees who work on the 

infrastructure with very little concern for the security of the infrastructure itself.  
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 Following the events of 9/11, the CNSC did regulate new security measures that 

target hardened perimeters of nuclear facilities and enacted more stringent security 

screening for personnel (Hays, 2008), but beyond these measures the CNSC are not 

involved in the creation or push for development of risk assessments. While this is not 

unusual as the NEB is not involved either, what is interesting is that the CNSB has a robust 

emergency response plan of its own that goes over potential security concerns and 

outlines a plan of action in the case of emergency (CNSC, 2010) but it does not push this 

type of assessments to owners or operators. 

Of the three government entities, NRCan is the only one with an involvement in 

managing risk due to security concerns, but even this involvement is limited. As 

mentioned, in the government’s vision of sector networks to develop risk assessments, 

NRCan functions as the lead agency and is the link between the government and private 

industry. However, participation in forums is voluntary and NRCan has no way to force 

companies to join.  

2.2. Protecting Energy Infrastructure 

Protecting critical EI is really no different than protecting other forms of 

infrastructure. As outlined above, EI is governed by various government agencies and 

regulatory bodies that create standards and regulations. While these regulations and 

standards are mandatory they have very little to do with managing risk and the actual 

protection of the infrastructure itself.   

As previously discussed, while the government would prefer to see companies 

undertake all hazard risk based assessments, companies are under no obligation to do 

so. While an all hazard risk approach is the most comprehensive, few companies will be 

willing to take this approach as it requires developing protection plans for events that are 

very infrequent and highly unlikely. While companies can see the value in installing 

security cameras or hiring security guards to monitor access control, the value of 

developing a plan to protect against bombing by terrorists is harder to see.  It can be hard 

to justify spending the resources to protect against an event that is unlikely to happen. 

Prior to 9/11, private sector security costs exceeded $40 billion; today that cost is 
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estimated to have increased over 100% (Eckert, n.d). While necessary, corporate security 

will never result in profits. Having corporate security can prevent a company from losing 

money through such exercises as screening out candidates with security concerns or by 

investigating internal fraud, but a company will never increase its profits due to the actions 

of a security professional. To one security professional, corporate security has been 

likened to the “ugly sister”. The ugly sister is hidden away, and only brought about when 

it is absolutely necessary to deal with a situation. Once the situation is over she is again 

tucked into the shadows, only given enough to sustain herself, never more (R. Alexandre, 

Government of Canada security professional, personal communication, 2013). Most 

companies are willing to have corporate security to achieve minimum security standards, 

but few are willing to provide the resources necessary to have the type of comprehensive 

plan required to fully protect CI. This is because “shareholders have little financial 

incentives to invest in security beyond their stake in the corporation and thus stakeholders 

support security investments only to the extent that to do so would be profitable” (Eckert, 

n.d, p15). 

2.3. Energy Infrastructure as a Target 

Energy infrastructure is an attractive target for a variety of reasons. Firstly, it is 

everywhere, resulting in an almost endless supply of potential targets. EI is also an 

attractive target because damage to one element often has a ripple effect across the entire 

system. In the opening chapter, it was discussed that CI operates with a number of 

interconnections; these interconnections are what allows for the ripple effect. In this way 

attacking infrastructure has a force multiplier effect, meaning that a small attack has the 

ability to achieve a much greater impact. EI will be an attractive target if an adversary is 

looking to affect multiple functions with one attack. 

In a similar vein, EI is an attractive target because it is engrained into Canadian 

way of life. Almost all aspects of our lives involve a form of energy. As Canadians we 

expect energy to be available to us because it always is. Energy is taken for granted and 

if it was unavailable; it would not only hinder our day to day lives but would also be 

psychologically shocking.  
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Energy also means profit. The energy sector represents a leading sector in the 

economy of Canada; utility revenues and oil and gas production accounts for 8.9% of 

Canada’s gross domestic product as of January 2013 (Statistics Canada, 2013). The GDP 

for the energy sector has been on the rise in recent years and it is expected that the 

economic value and importance of the energy sector will continue to increase as instability 

in the Middle East causes global prices of oil and gas to skyrocket (Rudner, 2008). As the 

demand for energy increases, so does the concern that there will not be enough. As 

Canada is energy rich, an increase in demand is less of a concern to the nation than 

countries which rely on imports to meet their energy needs. Energy concerns can be 

beneficial for Canada, as it allows the industry to sell energy to other countries at elevated 

prices. However, other countries’ concerns for energy security can increase Canada’s 

vulnerability, as energy exports are linked to our economy. 

Finally, EI is an attractive target because attacks on EI worldwide have been 

successful. While Canada has been relatively immune to such attacks, EI has been 

targeted by various terrorist groups and insurgent fighters across the world, in countries 

like Colombia, UK, Iraq, Mexico, Saudi Arabia, Turkey, Yemen and the USA (Rudner, 

2008). In the last 80 years there have been more than 8500 attacks on energy 

infrastructure worldwide, with most of those attacks occurring in the last two decades. Of 

those attacks electricity and petroleum infrastructure has been the most targeted, 

accounting for 48.2% and 41.6% respectfully, while attacks on EI have increased in the 

last decade, averaging 384 attacks a year, compared to an average of 200 attacks per 

year in the 1980s and 1990s (Giroux, 2012). Most of these attacks occur within hot spot 

areas and it is rare for a location to suffer an isolated attack. While countries such as 

Columbia, Thailand, El Salvador and Peru have traditionally suffered from attacks on EI, 

in the last few years Pakistan and Afghanistan have become popular targets (Giroux, 

2012).  

2.4. Identifying Potential Targets 

Of primary consideration when selecting a target is the target’s attractiveness 

(Vamanu & Masera, 2008). A target’s attractiveness will depend on who the adversary’s 

preferred method of attack, skill, goals and available resources. For this reason, 
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determining when a target is more highly valued then another is a subjective process. One 

actor may choose to attack a relatively easy target which would result in less severe 

damage but guaranteed success. Others may choose a high risk-high reward approach 

and focus on a more difficult target that has an increased potential for failure in the hopes 

of getting a bigger result or pay-off in the end.  Energy infrastructure is everywhere, 

meaning that potential targets are also everywhere. 

2.4.1. Nuclear Facilities 

To date, nuclear facilities have yet to become a focal point of malicious attack. This 

is due in large part because of their location. Most nuclear facilities exist in locations or 

countries that are fairly stable and free from significant levels of malicious attacks 

(Fedorowicz, 2007). Of the 436 nuclear reactors worldwide, only 54 exist in undeveloped 

or developing countries (IAEA, 2013) and very few exist in locations that have a history of 

known security vulnerabilities. Besides location, the design of nuclear facilities makes 

them less vulnerable to attack. Nuclear reactors are inherently dangerous and as a result, 

concerns for safety are highly hardened by design (Fedorowicz, 2007). Facilities that are 

target hardened, while not impossible to attack, present more of a challenge as designers 

have built and developed the facility with security in mind. While the odds are against an 

attack that targets nuclear infrastructure, in the past facilities that have been linked to the 

development of nuclear weapons have been targeted. For example, the Israeli 

government launched an air strike on an alleged Syrian reactor site earlier this year (CBC, 

2013). 

2.4.2. Hydroelectric Facilities 

While not designed to be target hardened for security purposes, large dams are 

designed to withstand a lot including earthquakes and extensive flooding (DHS, 2004). 

According to Philip Anderson of the Centre for Strategic and International Studies in 

Washington, “It would be tremendously difficult for terrorists to carry enough explosives 

with them to destroy a large dam” (DHS, 2004, p7). While the physical structure of a dam 

is hard to penetrate, there is an issue of access control. Dams, especially large ones, tend 

to be used as tourist attractions or for water recreation. As such, dams are generally easily 

accessible by road and water and have a lot of visitors. Due to the multipurpose nature of 
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these facilities, most are unguarded and information about them can be easily found 

through open source research. Multipurpose facilities are also hard to secure because it 

is normal for a large number of people to come and go. If a malicious actor was to wander 

into a nuclear power plant, people would notice. However, this is not true of multipurpose 

dams.  

The effect of an attack on a hydroelectric facility depends largely on the given 

facility; however interference could lead to electrical disruption, loss of water and supply 

for domestic purposes and widespread flooding (DHS, 2004). These all occurred when 

the Teton Dam failed. In 1979, the Teton Dam in Idaho suffered a catastrophic failure 

when its reservoir broke resulting in mass flooding. Water encompassed over 70 miles of 

land, took 9 lives, destroyed over 4000 homes, washed out railways and destroyed 250 

miles of power lines (DHS). The reservoir for the Teton Dam held approx. 288,000 acre 

feet (volume of one acre of surface over a depth of one foot) of water. In comparison, 

larger facilities like the Hoover Dam hold over 100 times that amount of water. If the 

Hoover Dam was to break it would likely create a large tsunami of water that would flood 

sizeable populations close to the dam in both California and Nevada (Neer, 2008). Just 

as cascading effects were felt in Idaho, almost all sectors would be impacted. Energy and 

utilities, as well as the transportation sector would suffer a direct hit. Energy production 

would be stopped and EI besides the dam (hydro polls, towers, etc.) would be destroyed 

in the flooding. Roads would be washed out and railways destroyed. Food distribution 

would be affected because the transportation sector would be operating in a reduced state 

and food production might be hampered if the flood destroyed farm land. It is likely that 

communication towers would be destroyed resulting in losses in the information and 

communication sector. The health sector will take a hit with an increased need for hospital 

facilities, coupled with the possibility that these facilities could be destroyed. Furthermore, 

the safety sector would be in full use, likely beyond its resources to deal with the failure. 

A successful attack on the Hoover Dam would have immeasurable consequences, 

however given the difficulty in destroying the Hoover Dam and similar large scale facilities, 

it has been estimated that even a nuclear bomb couldn’t destroy it (Neer); it is unlikely that 

such an ambitious target would be attractive to an adversary. 

To date, past attacks on hydroelectric facilities have had little effect. Most recently, 

a hydroelectric plant in the Kabardino-Balkcrao region of Russia was attacked. While the 
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attack killed two individuals and burnt part of the plant, energy production was not affected 

and the attack had very little impact on the energy industry (Joselow, 2010).  

2.4.3. Petroleum Infrastructure 

The oil industry has long been a target of success for malicious actors (Likar, 

2011). For example, in the last few years, the Trans-Alaska pipeline has been shot at over 

50 times and bombed twice (Luft and Korin, 2003). Canada's pipeline infrastructure is vast, 

covering approximately 72,000 km (Angevine & Oviedo, 2012), thus providing an almost 

endless supply of targets. Like hydroelectric infrastructure, pipelines and associated 

infrastructure tend to lack physical protection and are vulnerable to both physical and 

cyber-attacks. 

Oil is also vulnerable because it is non-renewable. As populations increase, 

consumption will grow resulting in oil becoming more valuable as demand increases and 

supply decreases. As the value of oil increases, so does its attractiveness as a potential 

target (Chalecki, 2001). 

2.4.4. Wind and Solar Energy Infrastructure 

To date, wind and solar infrastructure have not been the target of widespread 

malicious activity. While gaining in popularity, such infrastructure is sparse compared to 

other forms of energy infrastructure resulting in less targets. Such infrastructure tends to 

be environmentally friendly, reducing the threat from environmental extremists, and such 

infrastructure has very little effect on Canada's economic position. It is possible that as 

alternative energy sources become more popular and prosperous that they will become 

more vulnerable to malicious attack, however at the moment wind and solar infrastructure 

present minimum concerns.  
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3. Theory 

3.1. Managing Risk and Playing Odds 

Traditionally, risk management theory and practice has been dominated by the 

insurance and liability industry (Borodzicz, 2005), but more recently other industries have 

become involved with the idea of managing risk. In fact, security and in turn security risk 

management have become essential features of corporate activity. As such “there is 

virtually no major organization, public or private, without a team dedicated to managing 

issues of security” (Borodzicz, p49). As a concept, security risk management has a very 

straightforward and simple goal: try to mitigate risk as much as possible through the 

development of policies and/or plans. 

A large part of security risk management depends on predicting the occurrence of 

an event. In predicting the odds of occurrence the insurance and liability industries have 

a marked advantage as they deal with risks that occur on a regular basis. For example, 

car accidents happen so frequently that the likelihood of an accident and the risk 

associated with insuring a type of vehicle and driver can be predicted through the use of 

standardized tools (Banks, 2005). Unfortunately, for security professionals it is much 

harder to predict instances of malicious intent then it is to predict failures as a result of 

human behaviour. Mathematically, risk can be determined using the following equation: 

R = f (Aval, T,V) 

Aval represents the value of an asset, T represents the threat level and V, the 

associated vulnerabilities (CSE, 2007). As T and V are maximized, consequences will 

increase until an asset is completely comprised. While risk can be quantified using the 

above equation, attempts to quantify risk have been problematic or seem unnecessary; if 

an attack does occur, the risk level is considered irrelevant (Borodzicz, 2005). Where this 

equation does come in handy however is ranking or comparing risk levels for a variety of 

potential attacks. While it is not good practice to use the above equation to state that a 

specific attack has a 40% chance of happening, it is common to categorize potential 

attacks using risk levels such as low, medium and high.  
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Malicious attacks, regardless of magnitude tend to be hard to predict because such 

attacks are infrequent. While any attack would be cause for concern, large scale attacks 

or catastrophes present the most risk. A catastrophe is a low probability event “that creates 

shocks to existing social, economic and/or environmental frameworks, and has the 

potential of producing very significant human and/or financial losses” (Banks, 2005, p5). 

With catastrophes, the likelihood of an event occurring matters much less than the impact 

of the event. Even if the likelihood of an attack is extremely low, measures need to be 

taken to protect it as the impact of an event could be devastating. A serious and 

widespread attack on Canadian energy infrastructure could have unimaginable costs; 

while the chances of such an attack are low, in the risk management world all possibilities 

need to be considered. In fact, when assessing risk the worst case scenario should be 

planned for. This way if an attack of less magnitude occurs, developed safeguards should 

mitigate the effects of an attack resulting in less damage (CSE, 2007).  

Due to the infrequency of major attacks on energy infrastructure in Canada it is 

extremely difficult to predict the chances of an attack occurring with confidence. As a result 

of the low frequency of attacks, it is common in the energy industry to share security 

concerns and to work together with rival companies to monitor those issues (G. Macphee, 

Suncor security professionals, personal conversation, 2013).  
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4. Security Threat and Risk Assessment 

A security threat and risk assessment (TRA) is a tool used to determine an asset’s 

level of risk by identifying possible vulnerabilities and potential sources of threat actors. 

4.1. Methodologies 

Despite the fact that almost every corporation has a team dedicated to security, no 

consensus exists about how threats and vulnerabilities should be dealt with in the 

corporate world. As a result, security remains one of the most unregulated and 

misunderstood areas of corporate life (Borodziciz, 2005). 

Currently TRAs are performed using a variety of methodologies without consensus 

on which is preferred. With the goal of collaboration between government and private 

industry in mind, the following risk assessment of the Enbridge Northern Gateway pipeline 

was done using the Harmonized Threat and Risk Assessment Methodology (HTRA), as it 

is the most comprehensive threat and risk assessment available. Two additional TRAs the 

American Petroleum Institute and National Refiners Association Security Vulnerability 

Assessment (SVA) and the Security Risk Assessment for Non-Government Organizations 

(SRA) were used as reference guides. 

4.1.1. Harmonized Threat and Risk Assessment Methodology 
(HTRA) 

Since 1986 the Treasury Board of Canada has set out standards for security and 

assessments of risk for government entities in their Policy on Government Security. These 

guidelines are in place to act as minimums with the expectation that departments should 

strive to achieve higher standards. Achieving at least the minimum standards is essential 

as the safety of government assets, information and services directly affects the safety, 

economic well-being, security and health of Canadians (TBS, 2009). Following the 

establishment of initial security standards, an array of publications, guidelines and policies 

from a variety of organizations were produced to help guide federal government security 

professions in safeguarding their respective departments. One such publication, the 
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Security Organization and Administration Standard outlined the process for completing a 

Threat and Risk Assessment (TRA).  

This standard takes a risk management approach and develops security 

procedures based on the following goals: reduce risk, avoid risk, remove or reduce 

unnecessary safeguards, contain risk and accept risk (TBS, 1995). Reducing risk can be 

achieved by improving security (TBS, 1995) and avoiding risk can be achieved by 

changing the way operations are run (TBS 2009). Improving security may be as simple as 

hiring a security guard to patrol facilities after traditional working hours, or as extensive 

and costly as overhauling an entire computer network in an effort to make it impervious to 

hackers. Avoiding risk is really about running operations in a smarter way that allows a 

department to minimize risk. For example, highly sensitive documents present inherent 

security concerns in the sense that if such information was leaked it can be expected that 

the damage would be grave. Instead of having such documents assessable to all, potential 

security breaches can largely be avoided by housing highly sensitive documents in a 

secure room where access has been limited to only those individuals who require access.  

Risk can also be managed by removing or reducing unnecessary safeguards. 

Security is an expensive business and in a time of fiscal restraints it is irresponsible to 

spend money on security measures that are unnecessary. Excessive security measures 

can make collaboration more difficult and can make the hiring of personnel challenging. 

For example, requiring that all employees have top secret clearances not only slows the 

hiring process as clearances at that level typically take 8-12 months to obtain, but would 

be unnecessary if most of the employees were only required to deal with information 

classified as secret or less. Containing risk can be achieved through the development of 

business resumption plans (TBS, 1995). Once a malicious attack has occurred the focus 

is no longer on avoiding attacks, but rather on containing and minimizing damage. 

Business resumption plans allow organizations to develop procedures in the event that 

something happens, so that when an event does occur they have a plan in place and are 

not left scrambling. Unfortunately, most private organizations fail to plan for such events 

and it is estimated that “between 70-90% of all businesses fail to reopen their door to the 

public after being struck by disaster” (Manitoba, 1996, p3). While it is unlikely that any one 

event would cause the energy industry to fail, a lack of preparation means entities have to 

attempt to resume normal operations with little guidance, likely resulting in costly delays 
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and errors that could place the future of the Canadian economy and security of Canadians 

at risk. Finally, a security professional can choose to accept risk. Risk is often accepted 

when it has been established that the chance of the event in question is extremely low or 

the damage caused by such an attack is minimal. Accepting risk often occurs after risk 

has been minimized or reduced. In a sense, all forms of risk are managed by accepting 

risk, as the chance of an event happening is never an absolute zero.  

Despite the emphasis placed on the importance and development of instructions 

for completing TRAs, in 2005 only 45 percent of government departments and agencies 

had performed TRAs on their services, programs or systems, with that number being even 

lower for private companies (Public Safety, 2005). Considerable difficulties with following 

the guidelines and the existence of multiple and separate methodologies for physical and 

cyber security were blamed for the non-compliance of government departments (CSE, 

2007). As a result, of these deficiencies, in 2004 the Royal Canadian Military Police 

(RCMP) and the Communication Security Establishment Canada (CSE) developed a 

single Harmonized Threat and Risk Assessment Methodology (HTRA) for use by the 

Government of Canada. The goal of the HTRA was to eliminate ambiguity in the 

assessment process while at the same time allowing for flexibility and consistency within 

the process (CSE, 2007).  

The HTRA is an extensive document over 250 pages in length that outlines from 

A-Z how to perform a threat and risk assessment, taking into consideration all forms of 

security, including physical, personal and cyber. It includes various assessments where 

scores are given to indicate risk, with these scores being based on the threat environment, 

past events, the consideration of safeguards and the underlying driving principle of risk 

management theory. Using the HTRA, vulnerabilities, potential threat actors and 

consequences are identified and levels of threat and risk can be determined. 

4.1.2. American Petroleum Institute and National Refiners 
Association Security Vulnerability Assessment (SVA) 

Like the HTRA, the SVA evaluates the likelihood that a threat will occur and can 

be used to identify the potential severity of an attack (API, 2003). However, unlike the 

HTRA, the SVA was created specifically for the use of risk assessments for the oil industry.  
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4.1.3. Security Risk Assessment for Non-Government 
Organizations (SRA) 

Like both the HTRA and SVA, the SRA was developed to identify risk. While this 

methodology varies from the HTRA in that it was developed for use in non-government 

organizations, the same topics and steps are covered (InterAction, 1991).  

Using principles from the above mentioned methodologies the following TRA was 

developed. 

4.2. Case Study: Threat and Risk Assessment – Enbridge 
Northern Gateway 

4.2.1. Scope  

This threat and risk assessment addresses the potential security concerns of the 

proposed Enbridge Northern Gateway pipeline. The Northern Gateway is a proposed 5.5 

billion dollar project that will construct 1150km of pipeline that will run from Edmonton, 

Alberta to Kitimat, British Columbia (Lee, 2012).The purpose of the pipeline lies in 

economic development, as the Northern Gateway pipeline would allow Canada to sell oil 

to large and growing markets on the west coast of the United States as well as Asia 

(Enbridge, 2013).  

4.2.2. Aim 

The aim of this TRA is to identify the threats and vulnerabilities of the Northern 

Gateway pipeline. 

4.2.3. Vulnerabilities 

Physical 

Oil infrastructure is an attractive target because it can be found everywhere, 

meaning there exists an almost endless supply of potential targets. In addition, much of 

the equipment and technology is one of a kind, making it expensive and hard to replace 
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(Spellman & Bieber, 2010). Similar to what the United States Transportation Security 

Administration found in 2008 during their assessment of pipeline safety, Canadian 

pipelines are vulnerable because of the vast amount of space they occupy. Some sections 

exist in terrain which makes repairs in the winter nearly impossible. While most pipelines 

are buried underground, there still exist vast portions which are above ground, unattended 

and difficult to protect (TSA, 2008). Oil pipelines and refineries are soft targets in that they 

often lack extensive physical security and are nearly impossible to defend. The lack of 

target hardening and inability to protect all sections of a pipeline system make them 

relatively easy to hit, with a possibility of punctures through the use of simple explosives 

or gunfire (Spellman & Bieber, 2010). 

Exporting by using Tankers 

In the coming decade China will exceed the USA as the world’s largest energy 

consumer and will account for the largest increase in oil demand (Lee, 2012). The 

development of the Enbridge pipeline will allow Canadian oil to be shipped from British 

Columbia to Asian markets through the use of tankers. While economically beneficial, 

transporting oil via tankers causes increased security concerns.  

Tanker ships represent soft targets for pirates because they are not well protected. 

Most ships are designed to maximize cargo space, not to act as a war ship, and most of 

the crew aboard are trained as sailors, not soldiers. Unlike pirates who tend to have 

rockets, grenades and high powered rifles at their disposal, most sailors are unarmed (UN, 

2010). These vulnerabilities make cargo ships easy targets for both kidnapping and 

ransom of captured crew or the theft of oil, in which pirates will hijack the ship, resell the 

oil on the black market and leave the crew stranded (Nelson, 2012). 

The rules governing merchant ships on international voyages present an additional 

vulnerability. All merchant ships are required to transmit their location to authorities while 

on route. Pirates can easily pick up these transmission signals using commercially bought 

equipment (Kraska & Wilson, 2011). Stolen signals allow pirates to easily pin point a ship’s 

route and location. Using this technique, pirates were able to hijack the Sirius star, a ship 

destined for the USA, carrying more than 100 million dollars in oil to the USA. The ship 

and crew were eventually released after a three million dollar ransom payment (Pflanz, 

2009). 
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Pipeline supervisory control and data acquisition systems (SCADA) 

SCADA systems are commonly used within the pipeline industry to control and 

monitor processes (Walk, 2011). Enbridge is an industry leader in the use of SCADA, and 

uses the control system every day to move more than two million barrels of crude oil from 

its control centre in Edmonton (Enbridge, 2012). While the use of SCADA allows oil 

companies to monitor remote locations and to decrease operating costs by monitoring in 

a centralized location, the use of SCADA has opened up the energy sector to cyber-

attacks.  

Prior to the development and widespread use of SCADA, oil companies used 

proprietary systems and equipment. From a security perspective, proprietary technologies 

are better because they are not well known, making them harder to penetrate. While 

standardized technologies lower the cost and improve performance they are also easier 

to penetrate because more people are trained in their use and operating instructions can 

be found in open source environments (Spellman & Bieber, 2010). 

Personnel 

Security is often lacking at oil facilities as safety and security is normally the 

responsibility of a low level security guard instead of a trained security professional. Unlike 

facilities that are designed to be target hardened from both a physical and a personnel 

perspective, oil facilities do not traditionally spend a lot of money on security professionals 

(e.g. armed guards).  

This vulnerability is further increased with the trend towards outsourcing security 

to private firms (Schneier, 2002). While economically beneficial, it results in security 

guards with a low level of training, who are normally unarmed and receiving low pay. Low 

pay can lead employees to have very little loyalty to the company they work for or the 

facility they have been hired to guard. Low levels of loyalty can leave a company 

vulnerable to an attack from the inside. 
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4.2.4. Threats  

Terrorism 

The Northern Gateway is vulnerable to attack by terrorist groups, as terrorists have 

identified the energy sector as a target (Rudner, 2008). There are multiple definitions of 

terrorism; what constitutes an act of terrorism is a hotly debated concept. In most cases, 

defining terrorism depends on the perceptions of the viewer, but according to Canada’s 

counter-terrorism strategy an act of terrorism includes: 

“An act or omission undertaken, inside or outside Canada, for a political, religious 
or ideological purpose that is intended to intimidate the public with respect to its 
security, including its economic security, or to compel a person, government or 
organization from doing or refraining from doing any act, and that intentionally 
causes one of a number of specified forms of serious harm” (Public Safety, 2013, 
p 6). 

Sunni Islamic Extremism 

Violence driven by Sunni Islamic extremists is currently the leading threat to 

national security in Canada, with Al-Qaida serving as an example for potential terrorists 

worldwide (CSIS, 2012). 

While most public statements made by Al-Qaida have been against the United 

States, Al Qaeda has mentioned the Western oil and gas industry as a potential target 

(Luft & Korin, 2003) and have referred to the oil industry as the umbilical cord of the 

crusader community (Fedorowicz, 2007). 

In the past, Al-Qaeda has shown considerable flexibility and diversity in selecting 

targets. In general, attacks by Al-Qaeda are designed to cause mass casualties and create 

shock, in combination with the destruction of assets, and the widespread creation of 

capital losses (Rudner, 2008). Anything that will cause financial loss will be beneficial to 

the Al-Qaeda mission. Oil facilities and supporting infrastructure are attractive and logical 

targets for terrorists because they are connected to a myriad of business activities and are 

a major player in the economy (Likar, 2011). In 2004, a manifesto issued by the Al-Qaeda 

set out a guide for targeting petroleum related interests. In the manifesto, the targeting of 

oil facilities such as oil wells, pipelines, refineries and plants as well as individuals leaders 

from major oil companies was encouraged (Rudner, 2008). 
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The Al Qaeda also has a history of targeting oil in other countries, especially on 

the water. For example, in 2008 they claimed responsibility for bombing a complex that 

housed American and Western oil executives in Yemen (TSA, 2008). Given the 

propaganda to target North American oil and the examples of Al Qaeda targeting oil, they 

are warranted as a possible threat actor.  

Domestic Extremism  

Although domestic issue-based extremism is not as serious or as frequent in 

Canada as it is in other countries, such violence remains a reality. Domestic extremism 

normally revolves around issues of grievances and often involves such cases as white 

supremacy, environmentalism, anti-capitalism and animal rights (CSIS, 2012). 

In regards to the Northern Gateway, environmentalism is the greatest domestic 

concern. Environmental issues tend to be the main point of contention for those against 

the proposed pipeline; many fear the disastrous environmental consequences of an oil 

spill. While the oil industry has to adhere to strict environmental and safety rules, due to 

the terrain and varying weather conditions to which the pipeline is exposed, leaks and 

spills are to be expected (Lee, 2012). Even with a high safety record, Enbridge has 

reported over 170 leaks and/or spills in the last ten years (McGregor, 2012). Leaks and 

spills can have devastating effects on the environment and can eliminate economic 

opportunities if the pipeline runs through farm land. In addition, if a spill did occur it is 

estimated that 18,000 jobs would be affected in employment areas such as tourism and 

fishing (Lee, 2012). Even without a spill, it is likely that these industries will still be affected. 

Increased tanker traffic will reduce fishing yields and pipelines make for unappealing 

tourist destinations. Furthermore, to reach Asian markets, oil tanker traffic would go 

through the Great Bear Rainforest (the largest intact coastal rainforest on the planet), a 

reality that most residents of British Columbia oppose (Flegg, 2012).  

To date, environmental activists have used peaceful methods such as rallies, 

protests, petitions and legal actions to fight against the development of the pipeline and 

most activists do not move beyond peaceful methods. However, some activists will move 

from moderate belief to extremist beliefs, a process known as radicalization (RCMP, 

2009). Since there “is no single, linear process that leads to extremism” (CSIS, 2012, p13) 

it is nearly impossible to pick out risk indicators for when an individual will move from 
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moderate to extreme beliefs. The adoption of radical beliefs is an issue because it is at 

this point that attacks are more likely to occur. 

In recent years, the term eco terrorism has emerged to describe those who have 

adopted more radical environmental views. Defined as the violent destruction of property 

in the name of the environment by the radical fringes of environmental groups (Chalecki, 

2001), eco terrorists believe they are fighting in an effort to save the environment from 

further destruction. With the primary goals of slowing the exploitation of the environment 

and bringing public attention to the destruction of the environment (Chalecki, 2001), 

environmental extremists/eco-terrorists have been involved in recent acts of violence 

involving the oil industry. 

For example, in 2010, an anarchist group that goes by the acronym FFFC 

firebombed a Royal Bank in Ottawa partly because the bank is involved in the financing 

of the Alberta tar Sands, a project FFFC “describes as one of the largest industrial projects 

in human history and perhaps the most destructive” (Kraus, 2010, p1). While domestic 

extremism is not a national security concern, it does exist in Canada and environmental 

extremists should be considered a potential threat actor. 

First Nations 

Like environmentalists, First Nations have similar concerns. In order to build the 

pipeline as proposed, the destruction of First Nation land is necessary. Beyond the initial 

building of the pipeline, First Nation way of life would be impacted as fishing would be 

impeded by tanker traffic and the rate of tourism would be reduced (Lee, 2012). As 

proposed, the pipeline and associated tanker traffic would pass through approximately 50 

First Nation bands and gravely affect at least one of them in particular. Currently, the 

Gitga’at’ (native tribe) territory includes the tanker route out of Kitimat, BC. If approved, 

the tanker traffic would impact the Gitga’at’s commercial fishing industry, reduce the 

demand for tourism and place conservation project at risk. Further, the tanker traffic will 

negatively affect traditional fishing and trapping practices which account for 2/5th of their 

food supply (Lee, 2012). Given the impact that the pipeline would have on First Nations, 

they are warranted as a possible threat actor. 
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Maritime Piracy 

By definition, maritime piracy is a “violent acquisitive crime that is transnational in 

nature” (UN, 2010, p1). Piracy costs the shipping industry billions of dollars each year and 

threatens the supply of cargo and the lives of sailors (Nanji, 2012). In recent years the 

spotlight has been on Somalia, however it is not limited to this area. According to Hugh 

Williamson, lead investigator for Dalhousie University’s Marine Piracy Project, piracy has 

spread to Thailand, the west coast of Africa and even Canada. 

“We’ve had ships coming into Halifax with damage done by gunfire and attacks 
from pirates. They come in and you can see bullet holes on the side of the hull. Its 
definitely not something we are totally removed from because its being brought 
into our waters. The pirates aren’t here, but certainly the effect they’re having on 
the shipping industry is being felt here” (Ocean Protection Services, 2012, p 1). 

The transnational nature of piracy increases its risk. Pirates are not bound by 

geographical locations and they operate in an environment that is vast and hard to defend 

and/or protect. The issue of governance is a problem when dealing with piracy, and it can 

be hard to establish who is in charge or responsible. To deal with piracy effectively, 

national and international bodies need to coordinate with each other and these often 

present barriers in combating piracy (Nanji, 2012). Given the increase in piracy in recent 

years and the environment in which pirates operate, they are warranted as a potential 

threat actor. 

Insider Threat 

 The insider threat involves any employee or former employee that uses legitimate 

access and/or knowledge gained through employment to undertake a malicious attack.  

The use of SCADA presents an excellent opportunity for a disgruntled employee to seek 

revenge. While not part of the oil industry, in 2004, SCADA was used by a disgruntled 

employee of a waste management company to release over 260,000 raw tons of sewage 

into a water system in Australia (Walk, 2011). A similar attack could occur with the 

pipelines. 

Terrorist groups have also expressed interest in inserting operatives into 

organizations and have been known to recruit from a target company’s existing employee 

base (TSA, 2008). Given the potential damage an employee can enact, the insider threat 

should always be considered. 
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4.2.5. Potential Consequences 

Consequences of an attack on the Northern Gateway will depend on the type of 

attack, who attacks and where the attack takes place. For example, remote locations such 

as secluded sections of the pipeline are relatively easy to attack, but damage to 

infrastructure would be minimal. An attack on Enbridge's system control centre in 

Edmonton would be harder to execute, but would cause much more damage. Potential 

consequences include: 

Loss of Assets 

In general, the loss of assets can be broken down into two categories: tangible and 

intangible assets (CSE, 2007). Tangible assets include such elements as the pipeline 

itself, refineries, IT networks and tankers. In general, tangible elements are those which 

can be measured in price. Intangible items such as personnel or public confidence are 

much harder to replace and it is nearly impossible to place a value on those types of 

losses. If the Northern Gateway project was attacked, tangible items could be replaced, 

although this might be costly. However, if an attack occurred, especially one that resulted 

in the death of personnel, the consequences to intangible assets could be immeasurable.  

Economic Consequences 

Like other forms of consequences, the true cost of an attack would depend largely 

on the attack itself and potential costs are purely speculative. According to Martin Rudner, 

an expert in energy infrastructure protection, due to the high demand for oil, an attack 

would bring about a supply shortage that would cause an increase in prices. Based on 

historic examples, Rudner’s predictions seem accurate. In 1973, during the Arab oil 

embargo, despite the fact that less than 1/3 of US oil was imported, oil prices quadrupled, 

unemployment doubled as a result of the loss of jobs relying on oil and the national product 

dropped 6% (Luft & Korin, 2003). An attack on the pipeline is not the same as an oil 

embargo, but an attack could produce the same perceived oil shortage as the embargo 

did. Given that a large portion of Canada's GDP is tied up in the oil and gas industry, an 

attack could have a profound effect on the Canadian economy. This potential effect led 

one Canadian to plan an attack on the Trans-Alaska pipeline in hopes of profiting from a 

rise in oil and gas prices (Rudner, 2008). Fortunately, the man was arrested before the 
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attack; however his plan indicates that economic gains as a result of a market downturn 

can be a motivating factor for attacking a pipeline.  

Moreover, it would be costly to repair the infrastructure. Given that most of the 

infrastructure is one of a kind, the cost to replace destroyed sections could be in the 

millions. 

Environmental Consequences 

The environmental consequences of an attack would be vast. In 2001, 300,000 

gallons of oil leaked from the Trans-Alaska pipeline as the result of a single bullet hole 

(Young, 2001). This leak caused the destruction of habitat, and highlights how vulnerable 

pipeline are. A leak of 300,000 gallons was the result of one bullet; the environmental 

consequences of a bombing would be much worse. 

When an oil spill occurs, birds and mammals often suffer from smothering (when 

oil coats fur and feathers), and a reduced food supply. Further, the potential exists for long 

term effects, such as the result of ingesting toxins (CSIRO, 2013). Concerning tanker 

spills, David Suzuki estimates that “at best only 15% of oil spills can be cleaned,” with 

shorelines remaining polluted for decades (Suzuki, n.d., p1). For example, over two 

decades ago, 10.9 million gallons of oil was spilled as the result of the Exxon Valdez tanker 

spill. Over 20 years later, pollution from this spill can still be seen on the Alaskan coastline 

(Sierra, n.d.).  

To date, the BC Liberal government has rejected the proposed pipeline based on 

environmental concerns and a worry that Enbridge could not adequately protect 

ecosystems in the event of a spill (Fowlie, Simpson and Lee, 2013). 

Political Consequences 

The impact of an attack on EI could weaken Canadian foreign relations. The 

willingness of neighbouring countries to entrust Canada with their energy supply may 

decrease if an attack occurs (Rudner, 2008). In a time where energy security is of top 

concern, countries who buy oil from Canada, for instance the United States, may begin to 

look elsewhere if the supply of Canadian oil is deemed too vulnerable. On a domestic 
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front, public confidence in the government’s ability to protect Canada’s energy would also 

greatly suffer.  

4.2.6. Likelihood of an Attack 

Sunni Islamic Extremism 

Attacks like 9/11 have resulted in the heightening of security in traditionally 

vulnerable areas, such as border crossings and airports. As a result of the increase in 

security, malicious actors are being forced to look elsewhere when selecting targets. 

Given that Al Qaeda has mentioned Canada’s oil and gas industry as a potential target, it 

is conceivable that terrorists might look to the new pipeline as security measures tighten 

elsewhere. An attack on the Northern Gateway might seem far-fetched, but the importance 

of a target lies in what the target represents and not necessarily the target itself (Likar, 

2011). The Northern Gateway is not just oil, but rather it represents economic prosperity 

and international growth, both of which are ideal targets for Al Qaeda. However, the Al 

Qaeda and affiliate groups like the AQAP (Arabian Peninsula based Al Qaeda) operate in 

other places in the world where launching an attack on the oil industry would be much 

easier. If the goal is to target Western prosperity, then it would make more sense for them 

to target Western oil investments in other countries such as Yemen. For example, the 

AQAP are in an excellent position to exploit parts of the Arab world (CSIS, 2012). If the 

target is the West and Western economic interests, there are easier ways to achieve this 

effect than attacking on Western soil. However, if the goal is a psychological or political 

attack, then the Gateway becomes more of a possibility. Given the existence of softer 

targets, the fact that oil facilities in less secure countries could be targeted and the 

questionable ability (based on available resources) for the Al Qaeda to mount an attack 

against the Northern Gateway, the risk of attack by Sunni Islamic Extremists has been 

assessed as very low to low. 

Environmental Extremists 

As discussed, most environmental activists never adopt extremist views.  The 

average activist will (and likely is) participating in petitions and rallies, but very few will 

adopt malicious tactics. The average activist is not a security concern, however those with 
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extremist views are. Of all of the radical environmental groups, Greenpeace has been the 

most vocal in protesting against the Northern Gateway.  

To date, Greenpeace activities against the pipeline have been limited to protests 

and demonstrations. While a handful of individuals have been arrested for activities related 

to the Northern Gateway, these incidents were regarding minor indiscretions such as noise 

complaints and trespassing. While most of Greenpeace’s actions are legal ones that result 

in minor charges, some members do participate in questionable activities against energy 

companies that move beyond the limit of legal demonstration. For example, Greenpeace 

members were responsible for breaking into a power station in Kingsworth, England, an 

incident that caused over 30,000 Euros in damage. Most recently, Greenpeace members 

were arrested for piracy in Russia for a protest at an off shore oil protest (Associated 

Press, 2013). 

Based on the past targeting of the oil industry by groups like Greenpeace or the 

FFFC, the motivating fact that the Northern Gateway could have devastating effects on 

the environment and the knowledge that such groups have both the capabilities and 

resources to attack environmental extremists presents a real threat. When coupled with 

the mitigating factor that the oil industry has been a target of protest for years, but has 

suffered few attacks, the risk presented by environmental extremists or eco-terrorists has 

been assessed as low to medium.  

First Nations 

Even though First Nations have the most to lose if the pipeline was approved, it is 

more likely that First Nations will fight Enbridge through legitimate forums rather than 

malicious attacks. Unlike other parts of Canada, First Nations bands in British Columbia 

occupy an extremely large area of land and have a large number of resources at their 

disposal. As a result, they have the means to take Enbridge to court over the pipeline 

(Jones, 2012). Also, unlike eco-terrorists who will destroy the environment in the name of 

saving it from future destruction, First Nations have a great respect for their land and would 

not mount an attack that would threaten it. As a result, the risk of a malicious attack by 

First Nations is very low to low.  
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Pirates 

Currently, there are no known acts of piracy for the proposed tanker route. Given 

the opportunistic nature of piracy, it is possible that once the trade routes are established 

piracy will become a problem, however this is unlikely. If approved, tankers would travel 

from a marine terminal in Kitimat BC, though channels in the Great Bear Rainforest before 

connecting to the Great Circle Shipping route which leads directly to Asian markets, likely 

porting in Shanghai. The Great Circle is an established trade route that can be difficult to 

navigate due to frequent poor weather and rough terrain (Economist, 2007); however 

piracy is not an issue. Furthermore, it is common for under governed states to provide 

safe havens or land bases in which pirates can operate (Nelson, 2012). The proposed 

trade route does not expose the tanker to these type of locations. While piracy is a problem 

in locations like the Horn of Africa, it should not be an issue for the proposed tanker route. 

Therefore, the risk has been evaluated as very low.  

4.2.7. Concluding Remarks 

Based on the findings of this TRA, an attack on the Enbridge Northern Gateway is 

unlikely. Analysis shows an overall risk rating of low to medium (see Appendix A), with the 

biggest threat coming from radical environmentalists. As such, it is recommended that the 

build continue as proposed. Efforts should be made to increase physical security during 

construction, and security professionals should expect an increase in the number of 

protests once/if construction starts. These protests will likely include activists trespassing 

on the build site and activities such as protestors chaining themselves to equipment. 

However, it is unlikely that activists will move beyond minor indiscretions to more serious 

offences such as the destruction of the pipeline.  

Nevertheless, it would be a mistake to assume that Enbridge is immune from more 

serious malicious attacks, as oil pipelines in Canada have been attacked in the past. For 

example, in the 1990’s Weibo Ludwig and Richard Boonstra vandalized hundreds of 

Suncor’s oil and gas sites across Alberta before being arrested (CBC, 2010). Ludwig 

rationalized the attacks by blaming his family's health problems on pollution created by 

local oil infrastructure. 
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The risk of the Northern Gateway pipeline and associated facilities being attacked 

are low-medium, but the possibility always exists, as evidenced in the incident with Suncor 

involving Ludwig and Boonstra. It should also be noted that the threat level is not static, 

but rather will change based on outside environmental factors. For example, if the 

government approves the pipeline, the likelihood of action against the pipeline is expected 

to increase.  
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5. Discussion 

5.1. Cyber Attack  

Digital networks and internet-based communications are beneficial, and arguably 

essential, in the energy industry; however, they create vulnerabilities that leave the 

industry susceptible to cyber-espionage, hacking and other sabotage activities. Given that 

SCADA operates in the cyber environment, there is a very real possibility that it could be 

hacked if safeguards such a firewalls and encryption are not used or maintained. If a threat 

actor was able to gain access to SCADA or some other form of control system, there exists 

the possibility that information could be stolen and the system could be programmed to 

damage itself and/or associated infrastructure (Gendron & Rudner, 2012).    

Predicting and preventing a cyber-attack is difficult because of the open nature of 

digital networks. Unlike physical attacks, cyber-attacks are not necessarily in the same 

location as the target. This means that cyber-attacks are rather low risk for threat actors 

because it can be difficult to identify the individual responsible for the attack. This gives 

potential threat actors a huge advantage over security professionals. Furthermore, the 

techniques used in such attacks present another challenge. Cyber tools and techniques 

are constantly changing and evolving, as threat actors often embrace new approaches 

before security professionals can develop counter measures (Toffler, 2008). In addition, 

the development of digital weapons often requires little more than a computer, internet 

connection and internet security know-how, making the number of potential threat actors 

almost limitless.  

In terms of the Northern Gateway, at this time it is unknown if any of the identified 

threat actors have the ability to initiate a cyber-attack on Enbridge. However, there is 

growing concern that Islamist extremists will launch cyber-attacks Al Qaeda have 

identified cyber jihad as a recommended course of action (Gendron & Rudner, 2012). Al 

Qaeda have increasingly been recruiting university students with backgrounds in 

computer science and information technology (Gendron & Rudner, 2012). If they do not 

currently have the capabilities to launch a cyber-attack, they likely will in the near future.  
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Beyond the identified threat actors in the TRA, the energy industry often suffers 

from cyber-attacks from other countries. State sponsored hacking is common from 

countries such as China and Russia (Shakarian et al., 2013) as it is often cheaper and 

faster for companies to steal research then it is to do their own. Hacking can also provide 

an economic edge against companies when placing bids, and the oil and gas industry 

have been the target of such economic espionage for decades (Rudner, 2008).  

Recently, the hacker group Anonymous identified the oil and gas industry as its 

next target in an operation called OpPetrol (Stevenson, 2013). While nothing came of their 

attack, given their recent success in hacking both the Australian and Egyptian 

governments and major companies such as MasterCard, Sony and the Bank of America, 

Anonymous and hackers like Anonymous present a high level of risk. 

The cyber threat is a huge concern, and both Canadian and international oil 

companies are warning that cyber-attacks on their systems by hackers could wreak havoc 

through oil supply disruption (Gendron & Rudner, 2012). Computer controlled operating 

systems create a major vulnerability for the energy industry. It is a vulnerability that 

malicious actors are already trying to exploit and one that if successful could cause 

enormous collateral and economic damage. The cyber threat will likely be the greatest 

future risk, as it can be done remotely and at little cost. To fully understand the risk 

associated with the Northern Gateway and EI in general, a TRA should be done on 

SCADA and the cyber environment in general.   

5.2. Connection with the United States 

Canada’s geographic location and relationship with the United States increases its 

risk of attack. In general, Al Qaeda will attack energy infrastructure in countries they 

perceive to be enemies of Islam. Attacks are intended to weaken economies, which will 

make it more difficult to prevent and recover from future attacks (Gendron & Rudner, 

2012). The Al Qaeda sees the United States as one of the largest threats against Islam, 

which places Canada in a vulnerable position due to the trade agreements that exist with 

the United States. Canada is the single largest supplier of oil to the USA (EIA, 2011), 

which means we are a target because we provide resources and support the USA. To 
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protect Canada’s energy infrastructure it is not only necessary to have collaboration 

between all levels of domestic government as well as private industry within Canada, but 

there needs to be collaboration between counterparts in other countries.  

5.3. Data on Energy Infrastructure 

A database for attacks on energy infrastructure is currently being developed as the 

result of a partnership between the Swiss Federal Institute of Technology in Zurich and 

the Paul Scherer Institute in Switzerland (Giroux, 2012). Once completed, the database, 

which provides a comprehensive listing of all reported EI attacks by non-state actors 

worldwide since 1980, will be freely available. This database will be extremely beneficial 

for furthering research on EI protection, as it will serve as a source of reliable and complete 

data. The database will allow researchers to map trends and has the potential to serve 

not only the academic community but security professionals in the industry as well.  

5.4. Future of Government Oversight 

While the Federal government first attempted to develop and implement a 

comprehensive approach to the protection of Canada’s CI through the establishment of 

the Office of CI Protection and Emergency Preparedness in early 2001, little progress has 

been established.  As noted by the Auditor General in 2012, “[Eleven] years after the 

government said it would establish partnerships with other levels of governments and with 

CI owners and operators to help protect Canada’s CI, not all of the sector networks that 

facilitate these partnerships are fully established and coverage is incomplete” (p2).  

While the government may realize the need for a risk based approach, private 

companies hold all of the power. Realistically, the only avenue a government entity has is 

to ban a company from operating if they do not participate in a sector network or follow 

the guidelines laid out in one of the many publications. However, the services provided by 

these companies are critical to Canadian society, so even if the government could ban a 

company it will not likely take this action. 
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While this paper and the report by the Auditor General paints a rather negative 

view of the government’s efforts for collaboration and infrastructure protection, it was also 

found that some sector networks do work. For instance, the energy and utility sector meets 

frequently and has active participation from all stakeholders (Auditor General, 2012). 

While the collaboration between the public and private sector has been slow, it does seem 

the government is gaining some traction. 
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6. Limitations 

This paper suffers from a number of intelligence gaps. All the information used 

during the risk assessment stage came from open sources. While open source research 

allowed for the gathering of a vast amount of information, to properly complete a risk 

assessment it would be necessary to be part of Enbridge to gain information not publically 

available. For example, to gain a true understanding of the consequences of a physical 

attack on the pipeline, it is necessary to understand the true cost of repairing the pipeline; 

open source information provides an estimate, at best. The same is true for assessing the 

level of risk a threat actor presents. Again, level of risk was determined by comparing 

assessments by other academics, government and media reports and prior malicious acts. 

A proper risk assessment would examine the sources used for this paper as well as 

classified information that would be gathered by their own internal security, security 

professionals in the oil and gas industry as well as government agencies in the security 

and intelligence community such as CSIS and the RCMP. One area where this report 

would have benefited from classified data is for suspicious incidents and activities. 

Suspicious incidents can be a pre-cursor to an actual attack and can give a lot of insight 

into possible risk. 

Relying on open source material can be problematic due to the questionable 

validity of these sources, especially when predicting threat level. For example, eco- 

terrorism has been identified as a concern for national security (Public Safety, 2013), 

however it is difficult to determine if this is due to fact that it actually presents a security 

concern or if it is just part of the political agenda. 

An additional limitation of this paper is that it was written without consultation from 

Enbridge, as speaking directly with a security professional from Enbridge was outside the 

guidelines of this project. However, it is unlikely that anyone from Enbridge would provide 

information not available in open sources. To disclose such information would be a 

security breach. 
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7. Conclusion 

In the last decade, the most memorable attacks have been against civilians [9/11, 

Madrid bombings, Boston marathon, Norway shooting] (Fedorowicz, 2007), as malicious 

actors have focused on mass targets in an effort to create a state of shock. Depending on 

the target, an attack of CI could result in mass casualties and negative widespread 

consequences, including inducing a state of shock. 

With that said, attacks on CI in Canada are rare. Unlike other parts of the world, 

where attacks on infrastructure like pipelines are so common they are treated as a 

business cost, attacks are not a constant concern in Canada. Most occurrences of 

infrastructure attacks are during a time of civil unrest, and attacking CI is a way of 

undermining the internal stability and economically weakening those with powers (Luft & 

Korin, 2003). The fact that Canada is not in a civil war, nor has regions that are commonly 

in a state of war or in military action against a bordering country, greatly reduces the 

chance of an attack on CI. 

While the chances of Canada’s critical infrastructure being attacked is low 

compared to other countries, risk is never zero. Thus, if an attack can be imagined, it can 

occur. For this reason, it is necessary that the owners of CI and the state work together to 

develop TRAs and other comprehensive plans to protect Canadian infrastructure. While it 

may be the private industry’s responsibility to protect their assets, national security is the 

responsibility of the state. If a widespread attack did occur, it would have the potential to 

affect every single Canadian. It is impossible to eliminate all vulnerabilities within CI, but 

hopefully with legislation like the National Strategy for Critical Infrastructure and the 

continued development of sector networks, a safer, more secure and resilient Canada can 

be built. 
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Appendices 

Appendix  
 

Completing a TRA 

Impact  

To identify the potential impact a malicious attack could have on the Northern 

Gateway a list of assets and potential loss was complied. 

 

Table 1    

    

Northern Gateway 
Assets     

Asset 
Category 

Type of Asset Potential Loss/Cost** 

Tangible       

 Physical Structures  

  Pipeline damage/destruction 

  Refineries damage/destruction 

  HQ in Edmonton damage/destruction 

  Tankers damage/destruction 

   hi-jacked 

 Computer Systems  

  All company hardware/software loss of asset/compromise 

  Main operating system - SCADA 
hack into system - remote 
control 

 Resources  

  Potential for cascading effects effect other CI 

  Loss of access to energy by users 
effect other CI/life in 
general 

 Environmental  

  
Destruction of natural habitat near 
target site 

potential long term 
consequences 

Intangible    

 Personnel  

  Potential loss of life or injury N/A 

  Public confidence N/A 
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Using the complied list of assets with a focus on the potential loss/cost a rating of 

severe was selected based on the following chart (Table 2). It should be noted that the 

true cost/loss of an attack on the pipeline is unknown and that loss will largely depend on 

what asset was attacked and how. A rating of severe was determined based on the 

perceived potential loss of an attack and the belief that if an attack occurred it had the 

potential to cause severe harm but would unlikely cause death or a total loss of the 

pipeline. 

Table 2    

    

Impact of an Attack     

  Impact to:  

Impact Operations Personnel Assets 

Negligible minor disruption no injuries no damage 

Minor limited delays some minor injuries 
possible 
loss/damage 

Moderate Delays non-life threatening injuries some loss 

Severe severe disruption severe injuries significant loss 

Critical activities stopped death/some injuries major/total loss 

Adapted from InterAction, 1991   
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Vulnerabilities 

The following vulnerabilities were then identified: 

 

 

 

 

Table 3   

   

Northern Gateway Vulnerabilities   

Vulnerability 
Class 

Vulnerability Group Specific Vulnerability 

Physical   

 
Pipeline and 
equipment 

 

  Not target hardened 

  One of a kind equipment - time and money 

 Location  

  Extreme weather 

  Remote locations - hard to get to 

SCADA   

 
Computer hacking of 
central OS 

 

  Hacking 

  Control everything from one system 

  Personnel misuse 

  State sponsored attacks 

Personnel   

 Access control  

  Can let anyone into  - insider attack 

  
No security - if security, low level employee, 
low pay, low loyalty 

Tankers   

 Soft target  

  
Unarmed, designed to carry cargo not 
withstand attack 

 Location  

  Middle of ocean - who has jurisdiction? 

 Maritime rules  

    
Required to transmit location - can easily be 
picked up 
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Threat Identification 

Once vulnerabilities were assessed potential threat actors or those who have the 

desire to exploit the pipeline’s vulnerabilities were identified. 

Table 4   

   

Northern Gateway Threat 
Actors     

Threat Class 
Threat 
Activity 

Threat Agent 

Deliberate Threat   

 Sabotage  

  Hackers 

 
Criminal 
Activity 

 

 
 

Environmental 
Groups 

 
 

First Nations 
Groups 

  Pirates 

 Terrorism  

    Sunni Islamic 

Likelihood of Attack 

The likelihood of attack was considered for each threat actor. For this appendix, 

only environmental extremists will be shown. Likelihood of an attack is difficult to assess 

often due to a lack of timely intelligence. For this reason, the occurrence of past attacks 

that are the same or similar factor greatly into likelihood scores as it is assumed that past 

events are the best predictor of future behaviour. 

Examples of past attacks on the energy industry: 

- Gateway to date: peaceful methods (rallies, protests, petitions) 

- 2010 firebombing of Royal bank for financing oil sands 

- 2013 Russian off shore demonstrations 

- Attack on power station in Kingsworth 

Based on past frequency the likelihood of environmental extremists attacking the 

pipeline has been assessed as moderately likely-unlikely (Table 5). This was based on a 

past frequency score of a combination of 10-100 days and100-1000 Days under the 
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category of remote location but similar asset as the pipeline has not been attacked but 

similar assets in the energy sector have. 

Table 5    

    

Likelihood of an Attack     

Past 
frequency 

Same location, 
similar asset 

Remote location but similar 
asset or same location but 
different asset 

Remote 
location other 
asset 

Daily Likely Likely Likely 

1-10 Days Likely Likely 
Moderately 
Likely 

10-100 Days Likely Moderately Likely Unlikely 

100-1000 
Days 

Moderately 
Likely 

Unlikely Very Unlikely 

1000-10,000 
Days 

Unlikely Very Unlikely Very Unlikely 

Over 10,000 
Days 

Very Unlikely Very Unlikely Very Unlikely 

Adapted from CSE, 2001   
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Determining Risk 

The likelihood and impact of each specific threat actor was then processed through 

the following table to determine a risk value. 

Table 6       

       

Risk Analysis      

      IMPACT     

            

  

Negligibl
e 

Minor 
Moderat

e 
Severe Critical 

  Very Likely Low 
Mediu

m 
High 

Very 
High 

Very 
High 

  Likely Low 
Mediu

m 
High High 

Very 
High 

LIKELIHOO
D 

Moderately 
Likely 

Very Low Low Medium High High 

  Unlikely Very Low Low Low 
Mediu

m 
Mediu

m 

  Very Unlikely Very Low 
Very 
Low 

Very Low Low Low 

Adapted from InterAction, 1991     

Based on the risk chart the following risk scores were assigned: 

Table 7  

  

Final Risk Scores   

Threat Actor Risk Score 

Sunni Islamic Extremists Very low – low 

Environmental Extremists Low – medium 

First Nations Very low – low 

Pirates Very low – low 

 

The overall likelihood of an attack by any malicious actor was assessed as very 

unlikely to unlikely. While the pipeline has known vulnerabilities, attacks on Canadian 

soil are rare. Furthermore, the oil industry has been a target of protestors for decades 

with very few incidents of malicious acts to date. However, likelihood of an attack is 

increased given the importance of the oil industry to the Canadian economy and our 

links with the United States.  
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Based on the likelihood rating of very unlikely to unlikely and an impact rating of 

severe, the overall risk for an attack on the Northern Gateway was assessed as low to 

medium. 

 


