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Abstract

Text based web content categorization is an important area in web data mining. It may
be time and bandwidth consuming to categorize a web site based on its text contents. On
the other hand, 30% ~ 40% of the daily new registered domain web sites are hosted for
advertisement purpose, known as domain parking web sites. It is more resource efficient
to exclude the domain parking web sites before a web content categorization algorithm is
applied. However, our study shows that the existing web content categorization methods do
not work well for recognizing the domain parking web sites. In this thesis, we propose a new
domain parking recognizer (DPR) to find the domain parking web sites. Our DPR evolves
from the text based web content categorization algorithms and has two key components:
key features of domain parking web sites and a tailor-made algorithm. The experimental
results show that our DPR has a much better performance than the well known web site
categorization methods Naive Bayes and Support Vector Machine for recognizing domain

parking web sites. Our DPR is also time efficient.

Keywords. Domain parking recognizer, Machine learning, Web content categorization,

Authority name server, MapReduce, MongoDB, Feature confidence index.
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Chapter 1

Introduction

The World Wide Web (WWW) on the Internet provides an easy way for people to retrieve
information from the web pages. There are hundreds of millions web sites that provide the
web pages and millions of new web sites are added annually. Figure 1.1 shows that, there are

more than 633 million hostnames hosting web sites on the Internet as of December 2012[19].

Dec 2012
B Hostnames: 633,706,564

Total number of websites (logarithmi ® Active sites: 185,922,303
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Figure 1.1: Total number of web sites on the Internet

Due to the huge number of web sites, it is a challenge to find the web sites that contain the
useful information efficiently. An important research area in web information retrieval is web
content categorization that assists people to find useful information from web sites efficiently.

Several approaches have been developed for the web categorization. These approaches
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categorize a web site based on the contents in the web pages at the web site. It is non-trivial
and may be resource consuming to categorize a large number of web sites by examining the
web contents. On the other hand, a huge number of web sites are created to seize the
domain names for sale or advertisement without any meaningful information. Such a web
site is known as a domain parking web site. It is more resource efficient to exclude the
domain parking web sites when web contents based algorithms are applied to web content
categorization. In this thesis, we propose efficient algorithms to identify the domain parking
web sites.

In this chapter, we introduce the motivation of studying the domain parking web sites
problem. We point out the limitation of the widely studied text categorization algorithms for
the domain parking web sites problem. Then we summarize our contribution on developing
new algorithms for the domain parking web sites problem. Finally, we give the structure of

the thesis.

1.1 Motivation

1.1.1 Web Content Categorization

As one area of web data mining, web content categorization is widely studied in many ar-
eas, including academic research and commercial applications. The Internet is a globalized
library in which people in the whole world are able to access and retrieve the information
anywhere. However, unlike books in a library, web sites (web documents) are not archived
by their categories when they are launched. We have to deliberately categorize web sites
thereafter. For example, search engine vendors, such as Google, mainly focus on advertise-
ment business. They provide more than 4000 categories for their billions of indexed web
sites[12]. Another example is in web security area. In order to protect end users from going
to malicious web sites containing malware and phishing purpose, or, to restrict end users to
access illegal adult web sites, the web security providers may provide around 100 categories,
which will be applied to ingress and egress network traffic policy[10].

In general, most of web contents refer to text content and image content. We ignore
multimedia content in this thesis study because most of multimedia web sites are along with
text content and image content. The techniques for web content categorization are mainly

based on text-based categorization and image-based categorization.
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Text-based Categorization

Text-based classification or categorization is to classify the web sites into pre-defined classes
based on the text contents of the web sites. Text based classification dates back to early
1960s[24] and becomes a major tool for web document categorization and indexing with the
popularity of the Internet in the middle of 1990s[24]. Several supervised machine learning
models using training samples have been investigated for the text based classification[3].
There are two phases in these supervised machine learning models: learning and catego-
rization. In the learning phase, a classification algorithm F' is created by a set of training
samples. Each training sample is a web site and the class of the web site decided by the

features of the web site. The features of a web site include a set of pre-defined keywords or

phrases. In the categorization phase, given an un-classified web site W = {wy, wa, ..., w,},
where each w; is a feature, F' classifies the web site W based on the features {wq, wa, ..., wy}
of the web site into a class in a pre-defined set C' = {cy, ca, ..., cx} of classes.

There are a wide variety of application domains in text categorization, including (i)
automatic keyword extraction from individual documents[3], (ii) document organization
and retrieval, (iii) Email classification and spam filtering[2], and (iv) web data mining[15].

Along with pattern recognition and machine learning techniques widely studied, many
machine learning algorithms and models can be used for text categorization. Some recent
works on text categorization show that, several key classifiers are commonly adopted. They

include:

(1) Naive Bayes Classifier (NBC), a probabilistic classifier based on modeling the under-
lying text features in different known categories. It has an assumption that every text

feature is independently presented on the web page[23].

(2) Support Vector Machine (SVM) Classifier, a quadratic approximation problem to solve
optimal boundaries between the different categories. It has been considered the most

promising algorithm in text categorization|[3].

(3) Rule Based Classifier (RBC), a set of rules, in which the left-hand side corresponds
to a word pattern, and the right-hand side corresponds to a category. The key part
in RBC is to determine the word patterns which are most likely to be related to the

different categories|2].

(4) Hidden Markov Model (HMM), a simple case of dynamic Bayesian network, where the



CHAPTER 1. INTRODUCTION 4

hidden states are forming a chain, and only some possible values for each state can be
observed. In text categorization, HMM is to infer the hidden states according to the

observed text and their dependency relationships[25].

Image Based Categorization

Instead of taking a set of keywords or phrases as features for web site categorization, images
shown on the web site have their own feature set, such as color, texture and scale-invariant
feature transform descriptor[16]. In the academic research, we can apply image/picture
recognition techniques to classify web sites for certain purpose. However, in reality, com-
pared with text categorization, it takes more resources to retrieve the information and
process the classification. For example, probably the most useful case is to recognize pornog-
raphy web sites by analyzing certain number of pictures downloaded from the web sites. We
conducted a very simple experiment to recognize only one pornography web site by using
text classification and image classification. Both approaches show the positive result. How-
ever, the execution time for image classification takes three times' longer than that of text
classification. The execution includes retrieving pictures and skin-detecting for pictures[29].

Since many researchers and organizations are working on image recognition and image
indexing, we believe the efficient machine learning algorithms are emerging to enhance web
content categorization. In fact, some web search engine vendors start to provide image

search service[11].

Web Content Categorization Summary

Since this thesis study is mainly for recognizing domain parking web sites, which have less
images in the web page than that of other web sites, we will not consider image based

categorization techniques.

1.1.2 Domain Parking Web Sites

There are two prerequisites to launch a web site service on the Internet: (i) register a domain
name, and (ii) a web hosting account for name servers mapping to the domain name. One

class of web sites are known as domain parking web sites defined below:

!The ratio will be different in terms of the size of pictures.
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Definition 1. Domain Parking Web Sites: A domain parking web site is a web site
created for the purpose to own a domain but not yet to provide web service. The domain

name will usually resolve to a single web page containing advertising listings and links[28].

Majority of domain parking web sites are monetized, meaning that advertisements are
shown to visitors, while the registrant gains revenue by clicking on those links. Domain
parking web sites are easily recognized by human being. Figure 1.2 shows some examples
of domain parking web sites.

As we can see, they are always single-page web sites with no more than 10 advertisement
links. Because of monetization, domain parking service providers (DPSPs) run the business
to allow people “park” their domains, generate profits from advertisement, or even trade
attractive domain names. Based on the Google returned result ranking on searching “domain
parking web sites service provider” on March 2013, some famous DPSPs include Sedo, Bodis
and Godaddy. All web sites that belong to one DPSPs may have same web page layout and
styles. Only a few of domain parking web sites are non-monetized. An “Under Construction”
or a “Coming Soon” message may be put in the domain web site by the registrar. Recently,
the existence of domain parking web sites on the Internet is more easily observed. The
domain parking web sites may have negative effects on the Internet, for instance: (i) it is
not joyful experience for the Internet users to come across domain parking web sites either
accidentally or on purpose; and (ii) it is treated as a spam web site when a search engine

performs the web site indexing.

Web Categorization for Domain Parking Web Sites

Can we categorize domain parking web sites by text based web categorization techniques? In
order to have an answer, we first define a generic web content categorization engine. Generic
Web Content Categorization Engine (GWCCE) is an engine to actively learn features (text)
from labeled web sites and eventually evaluate and classify an unlabeled web site, then decide
the category for this web site. If we claim the answer is yes, then we could apply GWCCE to
categorize all monthly-new-added domain web sites. However, one of properties of domain
parking web sites is monetization. It provides advertisement link with anchor text. The
anchor text is only for attracting end users to click on it, which may not represent the
category of the web site.

In order to see if GWCCE can be applied to domain parking web sites, we will use the
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This domain is listed at DomainBrokers.com BUY or RENT

Welcome to portro.com

Related Searches Dance Fitness Vid

Monte Carlo Hotel Las Vegas
) Dance Fitness Videos
) Monte Carlo Hotel Las Vegas
) Very Funny Videos

) Porto Real Playa Del Carmen
) Windsor Pilates Video

) DVD Training Videos

) Exercise Videos

) Aerobic Videos

) Hotels Porto

) Monte Carlo Hotel

@) Civitavecchia

Related Searches

* Workout Videos * Yoga Video k Videos Animales

* Porto Travel * Tae Bo Video * HD Videos

F Sintra Portugal » Monte Carlo Las Vegas ¥ Shakira Videos

k Alquiler Para Vacaciones Portugal » Watch Videos F Downloadable Videos

| | [ search
related searches
Porto Airport | FC Porto Website | Bahia Principe | Power Yoga Exercises | French Words
Privacy
(a) Example 1
Buy this domain.
blurayturk.com ) [

Blu Ray 3D Film

Bluray Film

Blu Ray Movies
Best Blu Ray DVD Player
Best Blue Ray DVD Player

Bluray Player Software

Multi Region Bluray Players

Top 3D Blu Ray Players

Blu Ray Recorder Reviews

The Best Bluray Player

(b) Example 2

Figure 1.2: Domain parking web sites examples



CHAPTER 1. INTRODUCTION 7

model of communication along a noisy channel. We view the channel to be the GWCCE.
The transmitted signal is web page text content. The received signal is statistical result
of the web page category by giving the text content. The channel, which is the GWCCE

engine, can maximum the mutual information between the transmitter and receiver.

Transmitted Signal Received Signal

Channel:

Web Text Categorizing Engine
Web Page Content Web Page Category

\’/

Maximum Mutual Information

Figure 1.3: Communication along a noisy channel

We assume this model can achieve maximum mutual information for domain parking web
sites as well. If a domain parking web site has advertisement links about shopping, then the
web page category is defined as shopping. If a domain parking web site has advertisement
links about education, then the web page category is defined as education. However, the in-
formation on transmitter side is domain parking. The channel doesn’t maximize the mutual
information, which contradict with our assumption. We use false negative rate to evaluate
missing information in the channel. False negative rate is the fraction of missing informa-
tion divided by original information from sender. Therefore, we can safely draw a conclusion
that, GWCCE will generate higher false negative rate for identifying domain parking web
site, consequently, GWCCE conveyed less mutual information for domain parking web sites

than that of other web sites.

1.2 Domain Parking Recognizer Problem Statement

In order to find valuable information from new domain web sites, it is bandwidth and hard-
ware resource consuming to do web site data mining, especially web content categorization.
However, we observed that, certain percentage of new registered domain web sites are just
placeholders, either under construction or providing advertisement links by domain parking
service providers. Based on the analysis we illustrated in previous section, when we try to
categorize all domain web sites by GWCCE, we may need to recognize those domain park-
ing web sites and eliminate them at the first hand. Therefore, we propose Domain Parking

Recognizer (DPR) as a machine learning engine to recognize those web sites.
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Identifying domain parking web sites is a two-class prediction problem. In this problem,
given a set of web sites represented by a collection of feature sets DP = {Wq, Wa, ..., Wy},
where W; is the feature set of the i*" web site, our task is to find an algorithm which, given
a feature set W4, identifies whether the web site represented by W; is a domain parking web
site or not.

The feature set W selection is a critical part for DPR. We will introduce a case study
in Chapter 2 using text features to directly identify web site categories. However, web text
features may not work well for DPR. The reason is that, they may not reflect the nature
of domain parking web sites. If we only use text features from the web site, DPR may fail
to recognize domain parking web sites. The machine learning classifier selection is another
critical part for DPR. We will introduce the evolution of DPR in Chapter 3 that, directly
text-based classifiers may not be an appropriate choice. The reasons include: (i) the features
selected may be correlated, and (ii) some features among the feature set may have more
“weight” than the others. This thesis concentrates on these two critical parts for developing
efficient DPR.

1.3 Contribution

The goal of our research is to develop a machine learning algorithm that accurately distin-
guishes domain parking web sites from other web sites. In this thesis, we propose a DPR,
a new engine to recognize domain parking web sites. To our best knowledge, this is a first
work concentrating on domain parking web sites problem.

For feature set selection, we introduce some features based on our observations. For
example, we observed that, authority name server records resolved by Domain Name System
query always appear in several certain groups, which belong to name servers of DPSPs. We
also noticed that, for domain parking web sites, JavaScript source attribute in retrieved
HTML file always link to hosts of DPSPs, or hosts of advertisement providers. Additionally,
some phrase “domain for sale” is displayed on domain parking web sites. Therefore, in order
to construct a feature set for domain parking web site, we claim features as follows: (i) Name
Server Match, (ii) Text Content Match, (iii) Tracking Cookies, (iv) Internal Links, and (v)
JavaScript Source. Due to relations among those features, we re-defined a feature set by
adding five association rules as new features. Eventually, we adopt only three features: (i)

Name Server Match, (ii) Text Content Match, and (iii) Association Rules Match, which are
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more suitable for the classifier we proposed.

For learning model selection, we first selected Naive Bayes Classifier because of its pop-
ularity. Due to a limited training data set, the accuracy of experiment results were not as
good as we expected. The detailed analysis is shown in Chapter 3. We then tried to find the
relations among those features. We generated association rules by MapReduce based Apriori
algorithm. We found some association rules have higher confidence values. The Rules and
their confidence values will be illustrated in Chapter 3. We replaced some features by using
five new generated rules, plus Name Server Match and Text Content Match two features.
There are total seven features: (i) Name Server Match, (ii) Text Content Match, (iii) Rule
1, (iv) Rule 2, (v) Rule 3, (vi) Rule 4, and (vii) Rule 5. Based on new defined features, we
propose a DPR called Feature Confidence Index (FCI) classifier.

Based on the new defined feature set, we compared Support Vector Machine (SVM)
classifier with the FCI classifier. The experimental results shows that, even though SVM
classifier has a good performance for text features, the average F; score (It is a commonly
used criterion for evaluating classifiers with a higher percentage for a better result. A formal
definition is shown on Chapter 2) for domain parking web sites was around 77%, which still
has a space to improve. The proposed FCI classifier has a better performance. Its average
F score can achieve to 91%. DPR is more resource efficient than content categorization.

The results show that the proposed FCI classifier is an efficient DPR for recognizing

domain parking web sites.

1.4 Thesis Structure

The rest of this thesis is structured as follows. In Chapter 2, we introduce a web content
categorization case study, which contains background knowledge and previous research on
text-based web site categorization. This case study provides a base for studying the domain
parking web sites problem. We formulate our problem and propose our approach for solving
it in Chapter 3. Experimental results of our approach are provided and analyzed in Chapter

4. Finally, Chapter 5 contains the conclusion of this thesis.



Chapter 2

Preliminaries

The Domain Parking Recognizer (DPR) proposed in this thesis builds on Generic Web
Content Categorization (GWCC). In both DPR and GWCC, one of key issues is the data
source selection. In this chapter, we first introduce the data source for DPR. We choose the
zone files as the data source for DPR. Then we briefly review the major techniques used in
GWCC and give a case study as an example to explain GWCC so that we have a base for
explaining DPR later.

2.1 Data Source

Data source selection is a key factor for web content categorization. For example, if we want
to distinguish web sites between sports news and other news, we need to retrieve data from
the news web sites such as CNN or BBC. Like wise, because majority of domain parking
web sites can be easily retrieved from zone files, if we want to identify domain parking web
sites, we need to narrow down data scope to focus on zone files. For better understanding

of zone files, we first briefly introduce Domain Name System.

2.1.1 Domain Name System

The structure of Domain Name System (DNS) is a distributed database, which is indexed by
domain names. For example, Simon Fraser University (SFU) computer science host name,
www.cs.sfu.ca, has a country code top-level domain (ccTLD) “ca”, the first-level domain

named “sfu” and the second-level domain name “cs”. In terms of DNS documentation, “cs”

10
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is also a sub-domain of domain “sfu”. The terms “domain” and “sub-domain” are often
used interchangeably.

In order to decentralize administration for Domain Name System, an organization that
administrates domains can divide them into smaller, more manageable units by delegation
to other organizations. These units are called zones. A zone contains all Resource Records
(RR) for the domain with the same domain name contains, except for domain names in
delegated sub-domains. For instance, the top-level domain “ca” has sub-domains “sfu” and
“uvic”. Authority for the sfu.ca and uvic.ca may be delegated to name servers in each
University. The zone sfu.ca and uvic.ca are separated zones from “ca” zone. Figure 2.1

shows the relationship of Domains and Zones.

root

.........

s
"""""

AN

7. zone sfuca 2

Figure 2.1: Domains and zones example

2.1.2 Zone and Zone Files

The term zone is coexisted with domain in Domain Name System. The difference between
zone and domain is subtle. However, they have different perspectives. Domain namespace
is the way to define unique host name on the Internet, while zone is the way to manage
domain data in name servers.

Zone data file, as known as zone file, is a text file that describes a DNS zone. The
programs that store information about the domain namespace are called name servers.
There are two types of name servers: primary masters and secondary masters. The primary
master name servers load their zone data files. The secondary master name servers for a
zone get the zone data from another name servers authoritative for the zone. Zone data file

contains a sequence entry of resource records. Every entry is a text description delimited
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by spaces or tabulations[18].

In this thesis study, the data source is coming from six major top-level zone files: (i)
.com zone file, (ii) .org zone file, (iii) .in fo zone file, (iv) .biz zone file, (v) .net zone file, and
(vi) .us zone file. Every month, there are more than three millions new registered domains
among six major top-level domains. According to one sampling statistics on December 2012,
there are around 30%~40% new registered domain web sites belong to domain parking web

sites. Figure 2.2 shows the statistics of new incremental domains in these zone files.

4,000,000
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3,000,000

2,500,000

2,000,000

1,500,000

1,000,000

500,000

0 T T T T
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Figure 2.2: Total number of monthly new registered domains

2.2 Generic Web Content Categorization Case Study

GWCC is a base of this thesis study. Before we propose our DPR, we will demonstrate a
case study of GWCC that cover all aspects, from fetching web text content, learning labeled
web sites, all the way up to finally predicting the web site category. On the first part, we
show two models of web content data information retrieval. On the second part, we briefly
introduce two popular classifiers for text categorization. We also introduce MapReduce, first
parallel computing model adopted in large scale computer clusters, and NoSQL database,
alternative data storage compared with relational database. On the last part, we show the

experimental results for this case study.
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2.2.1 Case Study Problem Statement

The case study of GWCC is to classify web sites based on their contents to two categories
(two-class prediction) by a machine learning model. Given web site categories C' = {cs, ¢ns},
where cg stands for sports news and ¢, stands for non-sports news, design a generic web
content categorization engine, based on a certain number of sports news and non-sports

news web sites, the engine is able to recognize sports news web sites by given any web sites.

 The Internet :

Listening i i
Feature Set W Classification
Information
T e
Retrieval GWTCE Category
Learning
Training
..Qata Sep

Figure 2.3: A generic web content categorization engine workflow

We denote by W a feature set of training data and by W; a feature set of a web site
to be classified. The Figure 2.3 shows a very high-level workflow for how the engine works.
The input is one valid URL (Uniform Resource Locator), which can be used to visit the
web site on the Internet. The workflow goes to listening phase first. This phase is to
fetch information from web sites, retrieve useful data by using defined retrieval models, and
generate a feature set W. The workflow then goes to learning phase. A learning algorithm
Fiearn, taking a training data set W as input, generate a classifier model M, as illustrated
in function (2.1). For a given web site, the engine will start from listening phase, retrieving
web information and constructing the feature set W;. A prediction algorithm F,.cq;ct, taking
a feature set W; and classifier model M as input, predicts the category of the web site, as
illustrated in function (2.2).

Fregrn - W =M (2.1)

Fyredict - (M, W) = ¢, while c € C (2.2)
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2.2.2 Listening: Web Content Information Retrieval

Web data contain rich information, including web content data, web link data and web traffic
data. Here, we only consider to category web sites by using web content data. Web content
data are majority of text shown on the web page. They also contain other information such
as meta keywords, hyperlinks and JavaScript in HTML. In this case study, we are going to

use each word of text as one feature.

Text Preprocessing

Before we pass all text data to information retrieval models, we need to preprocess text.
For web text documents, the tasks are: (i) stop word removal, (ii) stemming, (iii) handling
of digits, hyphens, punctuation, or cases of letters, and (iv) HTML tags removal.

First, we need to remove all stop words. Stop words are defined as insignificant words
in a language, such as a, the and of. Those stop words convey less information than other
words do. Secondly, we need to stemming all words. For example, computer, computing
and compute can be reduced to comput. Thirdly, we need to handle punctuation and make
all letters as lower case. For example, the text on the web page shows “Yankees beat
Diamondbacks 4-2”, we need to remove “4-2” because it contains digits and hyphen. Also,
we convert “Yankees” to “yankees” and “Diamondbacks” to “diamondbacks”. Lastly, by
using HTML parser or other tools, all HTML tags shouldn’t be counted as web text content.

For text processing, we import a NLTK (Natural Language Tool Kits) package. We use

the following three modules:

(1) Word tokenize module. The module will divide a set of keywords or phrases into words

by treating any sequence of white space characters as a separator.

(2) Frequent distribution module. The module will record the number of times each word

occurred in a web site.

(3) Porter stemmer module. The module follows the Porter stemming algorithm|[21].

Text Content Indexing

Information retrieval is different with data retrieval from relational database by SQL query.
All data in database are structured and stored in relational tables. Text contents in web

sites are sparse, unstructured and even independent data. In order to find the information
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from web content, we need to have a method to organize and store retrieved web content

data. The one of methods is to index text content.
(I"II"I.(OITIl

. [
NBA Power Rankings: cnn.com | | cbc.com “ tsn.com |
Every Team Stands on Final Day of Seasons
chc .coml Indexing E—)l cnn.com | | cbc.com |
Utah loss on the NBA's final regular seaon I:>
m cnn.com I | cbc.com |
tsn. cornl

Hardaway Jr. leaving Michigan early for the
MBA Draft EB"—)l chc.com |

Figure 2.4: A simple example illustrates web content indexing

Figure 2.4 illustrates a basic idea how to index web text content. We take a snippet
of text shown on each web site, including cnn.com, cbc.com and tsn.com. After indexing,
each word becomes the index of those web sites. As we can see, the word “NBA” associates

with three web sites while the word “loss” only associates with one web site.

Vector Space Model and Statistical Model

Information retrieval model is the representation of relevant data retrieved from web sites.
The representation is normally adopted by corresponding machine learning models. There
are varieties of information retrieval models, but we only adopt two of them in this study:
(i) vector space model, and (ii) statistical language model[15].

For vector space model, one web page is represented as a weighted vector. We take each
word on the web page as one term. Each dimension corresponds to a separated term. There
is a weight assigned to each term, which is computed based on TF-IDF scheme. Term
Frequency (TF) and Inverse Document Frequency (IDF) are numerical statistics which
reflect how important a term is to a web page in a collection of web sites. The web page

vector space is defined as:
Wj = {wlj,ng, e ,’wn]’}

In vector W;, each dimension corresponds to a separated word shown on the web page. If

a word occurs in the web page, its value w in the vector is non-zero. We are going to use
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TF-IDF weighting scheme to compute this value.

First, we calculate TF for each term. Let n be the size of the vector. Let f;; be the raw
frequency count of term w;; in document W;. Then, the normalized term frequency tf;; of
wi; in W is given by

Jij
maz(fij, fajs- - fnj)

Then, we calculate IDF for each term. Let N be the total number of web sites in the data

tfij =

set and df; be the number of web sites in which term w; appears at least once. The inverse
document frequency idf; of term w; is given by:
idf; = log—

Finally, we calculate term weight TF-IDF for term w;; in web site W;.
wij = tfi; X idfs;

For statistical language model, it is based on probability and statistical theory - Bayesian
Theorem. The goal of this model is, based on words and categories of labeled web sites
(training data), to predict conditional probability Pr(c;|WW;) of category c; by given a web
site W;. By using labeled web sites {W1, W, ..., W,}, we have prior probability Pr(c;) of
c;. We can calculate the likelihood Pr(Wi|c;) of web site W; by given its category c;. We
also have probability Pr(W}) of web site W;. According to Bayes rule, we have:

Pr(Wy|e;) x Pr(c;)
Pr(W;)

Pr(cj|W) =

Vector space model is applied to Support Vector Machine classifier and statistical lan-
guage model is applied to Naive Bayes classifier. We have an introduction for these two

classifiers in the following section.

2.2.3 Learning: Web Content Learning Models

Based on two information retrieval models, we are going to select machine learning models.
Since our case study is a classification problem, there are many machine learning models
that can be adopted, such as: (i) Tree Induction, (ii) K-Nearest Neighbor (K-NN), (iii)
Naive Bayes, (iv) Rule Induction, (v) Logistic Regression, (vi) Support Vector Machine,

and (vii) Linear Discriminant[4].
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In this case study and thesis study, we have a relatively small size of training data set.
They have a property of high bias and low variance. K-NN classifier has an advantage
to process low bias and high variance data, otherwise, overfitting problem occurs. Tree
induction, such as decision trees classifier, does not support online learning. It has to
rebuild tree structure if new training data are added. It is also prone to be overfitting for a
small training data set. Logistic regression classifier is a discriminative model, which needs
more training data compared with Naive Bayes|[4].

Naive Bayes classifier is a simple model but delivers relatively good results in practice.
Support Vector Machine has been shown to be efficient and effective for text-based clas-
sification. In this case study and thesis study, we select Naive Bayes and Support Vector

Machine two classifiers.

Naive Bayes Classifier

Naive Bayes Classifier (NBC) is a learning and classification method based on probability
theory. Given a web site W; = {wy,wa, ..., w,}, NBC uses three probabilities to compute

posterior probability Pr(c|W;):

(1) the prior probability Pr(c) that is the fraction of the web sites in training data set

belonging to a category c.

(2) the conditional probability Pr(W;|c) (likelihood) that is the product of probabilities

of each feature w; shown in the web site W; by given the category c.

(3) the probability Pr(W;) (evidence) that is the product of probabilities of each feature

w; shown in the web site W;.

By Bayes’ theorem and the assumption that each feature w; is conditionally independent
of every other feature w; for i # j,
Pr(c) x Pr(Wi|c)
P’I‘(Wt)
Pr(c) x [Ti—, Pr(wilc)
Lz Pr(w:)

where Pr(w;|c) is the conditional probability (likelihood) that given category ¢, a web site

Pr(c|Wy) =

with feature w; belongs to ¢ and Pr(w;) is the probability (evidence) that feature w; appears

in the training data set.
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For this case study, there are two categories cs and ¢,s. Given a web site with a feature

set Wy = {wq,wa,...,w,}, the probability that the web site belongs to ¢ is calculated by:
[T, Pr(wiles) x Pr(cs)
Hz:1 Pr(wl)

and the probability that the web site belongs to ¢,s is calculated by:

Hz 1PT(w’L|CnS) X Pr(cns)
[[2 Pr(ws)

The web site is classified to the category c given by:

Pr(cs|Wy) =

(CnS‘Wt)

c=arg max Pr(c|[W)

CE{CS 7Cns}

Due to labor intensive to collect training web data, we only take small portions of sport
news from hundreds of web sites. We observed that, the more training data involved, the
more accurate result achieved. However, the unbiased learning of NBC is impractical. For
example, if W; is a web site containing 30 words, each word as one feature, then we will

need to estimate more than 3 billion web sites to be a training set[17].

Support Vector Machine

Support Vector Machine (SVM) is a non-probabilistic machine learning binary classifier.
Given a set of training data (W;,y;), i = 1,...,m, where W; = {wj,we,...,w,} is a set
of features and y; € {—1,1} indicating the category that W; belongs to. SVM finds a
hyperplane that separates the W; with y; = 1 from those with y; = —1. This hyperplane is
then used to predict the category of a new web site.

In order to explain SVM in a formal way, we use x to represent W. Also, we take w
as a normal vector. Then, the hyperplane can be calculated by y(z) = w’ ¢(x) + b, where

#(x) is a vector obtained from a set of features, w?’

is a normal vector to ¢(x) and b is a
constant vector. When the training data are linearly separable, there are many solutions
(hyperplanes). To provide a best separation of two categories, SVM finds the hyperplane
that has the largest distance to the nearest data point to two classes. This hyperplane can

be found by solving the following optimization problem:

min w w—i—C’Zfz

w,b,&

subject to: y;(w! ¢(z;) +b) > 1 —&
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The training vectors x are mapped into a high-dimensional space via some transformation
® : x — ¢(x). Parameter C' can be viewed as a way to control overfitting. It trades off the
relative importance of maximizing the margin and fitting the training data. £ is called slack
variables. If 0 < &; < 1, the classification result is still inside margin which is still correctly
classified. If & > 1, the classification result falls in another side of decision boundary, which
means mis-classified.

Figure 2.5 gives an example on training data with two features z; = {x1, z2}. Two classes
¢s and ¢ps could be classified by multiple y(z). The signed distance to decision boundary
y(xr) = 0 is % The points with this minimum value are known as support vectors.
There are three support vectors shown in the diagram. Therefore, SVM is the optimization
problem which choose decision boundary by maximum margin, since in general, the larger

the margin the lower the generalization error of the classifier.

y(x) = -1 172

\U support vector

x1

Figure 2.5: Support Vector Machine marginal geometry.

2.2.4 Classification: Experiments and Results of Case Study

In this section, we introduce data set selection for this case study. We also introduce two
programming paradigms, MapReduce and NoSQL, which are considered in both this case
study and the Domain Parking Recognizer developed in this thesis. Case study final result

is shown at last.
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Data Set Selection

We use Alexa top tennis web sites as part of training set, labeled as sports. We also use
Alexa top business web sites as another part of training set, labeled as non-sports. In order
to avoid bias when calculating category probability, each part has 1000 web sites.

We conduct experiments during 50 days. For each day, we choose 200 Alexa top sports
and 200 Alexa top business to do the test. The assumption is, the web content of Alex top
web sites should be updated every day.

Experiments Environment

We use one standalone computer to include all modules in this case study, including fetching
the web sites, database and categorization engine. The computer is running Mac OS Moun-
tain Lion. The CPU is Intel(R) Core(TM)2 Duo CPU T8300 at 2.40GHz. The computer
has 6G memory space. All implementation are done by Python. We design and implement
a Naive Bayes classifier tool. For SVM classifier, we import third party library SVM!9ht,
This tool is designed and maintained by Thorsten Joachims in Cornell University[14]. It
is an implementation of Support Vector Machines in C, which can handle more large scale

data.

MapReduce

Although this case study could be done by one personal computer, due to a large scale
data on the Internet and variety of knowledge discovering behind those data, we need to
plan and adopt a new technology to handle a large quantity of data. MapReduce is a new
computation paradigm which is well-adopted in web data mining.

Before we dig into MapReduce paradigm, let us review sequential paradigm, which is
traditional programming paradigm dominated for decades. For example, given a list of
words with size n, we want to get a count of each distinguish word happened in the list.
We have a hash map function that, iterates each word in the list, then puts the word in the

hash map and increases count by 1.
Fhashmap : ([w(]; wi, ..., wn]) — (HGShMap{wdistinguisha Count})

When the number n is small so that the word list can be contained in the memory of a

computer, the hash map function is an appropriate choice for the programming. However, if
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n is large so that the word list can not be held in the memory of a computer, then we have
to chunk the list to many parts and to execute the hash function for each part. Assume that
Fhashmap can take at most [ words once from the word list, due to the hardware limitation
and takes O(!) time to process the input words. Then a word list of n words is partitioned to
m = 7 parts and the total running time of Fjqshmap 01 a single computer is O(n) = O(ml),
which could be time consuming when n is large.

The intuitive solution for the problem above is: we could set up m computers as m
workers. We have a master computer that is running main program. It divides the word
list to m parts, and each part has [ words. After assigning each part to each one of workers,
those workers can process [ words parallel. Thus, the running time of Fjushmap can be
improved to O(l) by parallel computing with m computers. MapReduce paradigm builds
on this purpose.

MapReduce is parallel paradigm with message passing. It was inspired by the functional
language such as LISP. It is a programming model for expressing distributed computations
on massive amounts of data and an execution framework for large-scale data processing
on clusters of commodity servers. The idea is to break one object, which could be a list of
words, a document or even a data set, into many small simple manageable key-value objects,
then to process those objects parallel.

MapReduce is also pipelined procedure where there are (i) map phase and (ii) reduce
phase corresponding to two functions: Fj,,, and Frequce- Let us take word counting as
an example again. Map function takes each document name W) and document contents
[wo, w1, ..., wy] as input, then maps them to word and count key-value objects (w;,¢;). ¢
is always 1 because one word is only counted once. Reduce function collects those word
and counts key-value object (wj, [¢;, ¢}, ¢k, .. .]), then sums up the counts based on the same

word.

Fmap : (Wk‘a [w07w1a ey wn]) — [(wla CZ)]
Freduce : (w’ia [Cia Cjy Cly -+ ]) — (wi7 Z Ci)
i
From MapReduce architecture point of view, there are several mappers and reducers
which are running F,qp and Frequee Tespectively on each commodity computer server. It
also could be running on the same computer server. For this case study, we calculated word

counts by MapReduce, which is only running on one computer.
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From implementation point of view, MapReduce is a higher level abstraction so that
users (developers) only need to specify mapper function and reduce function. All jobs
assignment, fault-tolerance, data distribution and message passing are handled by the hiding
library. Many complex web data mining algorithms for machine learning and processing big
data are easy to express using the MapReduce paradigm, which make large scale parallel

computing much easier than implementing on shared memory or low level message passing.

Data Storage Selection

When we store all retrieved web content data to database, we first select relational database
system, such as MySQL. The relational database has been developed around 30 to 40 years.
It was applied to many areas, especially bank service, due to its well designed transaction
paradigm.

In order to get words count from a set of retrieved web sites, as well as web sites
associated with those words and categories, we create two tables: (i) web table, and (ii)
content table. The web table contains an ID as an index, web site name (URL) and its
category. The content table contains an ID associated with the web site in web table and
the word. Figure 2.6 shows the relationship between these two tables. In order to get all

word counts for sports category, we use the following SQL query:

> SELECT word, count(word) FROM web, content WHERE web.id=content.id AND category="sports’ GROUP
BY word

\l web content
t1d _ int *id int
*website varchar sword varchar
*label varchar

Figure 2.6: Web content data storage by relational database.

However, when we prepare training data set, we retrieved 2000 web sites. Each web
site contains more than 100 words. The content table quickly grows to more than 200,000
records. Although the scale of data are still small since we only select 2000 web sites, we
probably need more hard drive space and fast processor if the number of web sites reaches
to 1 million. Along with the emerging of web sites searching technology development, there

is a new data storage technology - NoSQL, which is flexible and scalable for Big Data.
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Big data is defined not only because of large size of data set but also because of flexible
data structure and demanding of high performance computing platform. “Big data are high
volume, high velocity, and/or high variety information assets that require new forms of pro-
cessing to enable enhanced decision making, insight discovery and process optimization”[8].

There are three properties of big data:

(1) The size of data set is primary consideration. Big data size is continuously growing,
especially on the Internet domain. As of 2012, big data size is ranging from a few

dozen terabytes to many petabytes of data in a single data set[6].

(2) The structure of data set is flexible. Compared with tightly coupled relational database,

big data have unstructured but complex interrelationship data[l].

(3) The capability to process and analyze is demanded. In order to handle big data, high

performance computing (HPC) platform became major role in data center nowadays[13].

NoSQL stands for “not only SQL”. Although it has no special advantages over the
relational database model, it does address certain limitations for current relational database.
NoSQL is schema free and horizontally scalable. It gives us an alternative way to store web
content data. For example, we do not need to consider schema normalization which is very
important in relational database. We also do not need to joint multiple tables, because
we can put all relative information in one collection. There are several reasons to adopt a

NoSQL database system.

(1) Minimize table join in terms of relational database. For web data mining, There are a
lot of features have many-to-many properties. By using relational database, multiple

table joints are unavoidable.
(2) Decentralize data to the document-oriented database system.
(3) Parallel computing by using commodity computers.

In this case study, also for DPR, we decide to use MongoDB as a database system.
MongoDB (Mongo is from humongous) is an open-source document database that is written
in C++. It provides document-oriented storage. In terms of MongoDB, the training data set
is one collection. Each web site and its properties, such as text, are stored as one document

in the collection. Let us transfer data schema from the example above to MongoDB. We
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only have one collection (table in relational database) that contains all web content data.
Each document of the collection is similar to one record of one table in relational database.
Here, each document is each web site. We can put text of web site in the same document
with web site name and its category. Figure 2.7 shows the structure of one document in
MongoDB.

training data collection| ©One example docurmnent in the collection.

tid JSON Object
*website String

*text List
List of words

"id"Objectld("51528063d97d8d958683553"),
"website': "http:fbleacherreport.com',

text': ['NBA, 'NHL', 'Team', 'Team',....],

label': 'sports'

*lakel  String }

Figure 2.7: Web content data storage by MongoDB

MongoDB also provides MapReduce operations for many simple aggregation task. Thus,
we can easily get word count among a collection of documents. The following JavaScript
code snippet shows the map function executed in MongoDB. The variable text is a list of
words. The map function basically iterates all words in text, then emits the word as a key
and the count 1 as a value.

1 function () {

2 this. text.forEach(function(z) {
3 emit(z, 1);

4 1)

5 }

The following JavaScript code snippet shows the reduce function running in MongoDB.
For each word as a key and its list of counts as values, the function sums up counts and

returns the final result.

1 function (key, values) {

2 var total = 0;

3 for (var i = 0; i < values.length; i++) {
4 total += values|[i];

5}

6 return total;
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Results Evaluation

There are two metrics, precision and recall, that could be the measures of results evaluation.
Precision is the fraction of retrieved instances that are relevant, while recall is the fraction of
relevant instances that are retrieved[27]. Let ¢p be true positive that stands for the number
of domain parking web sites that DPR correctly recognized. Let fp be false positive which
stands for the number of non-domain-parking web sites that DPR, wrongly recognized. Let
fn be false negative which stands for the number of domain parking web sites that DPR

missed. Then, we have precision definition:

.. tp
precision =
tp+ fp
and recall definition:
t
recall = _P
tp+ fn

The goal of GWCC case study and Domain Parking Recognizer is to achieve higher
recall value while keeping false positive, consequently precision value, in an acceptable level.
Thus, we adopted F} score as a metric to evaluate accuracy results because F} score is

harmonic mean of precision and recall.

precision X recall
F1 =2 X

precision + recall

We conducted the experiments 50 times in 50 days. For each test, we calculated F} score
for Naive Bayes classifier and SVM classifier. As we can see form Figure 2.8, the best score
F1 =~ 96% was achieved by SVM classifier. We also noticed that, overall, SVM classifier
has better performance than Nalve Bayes classifier, even though they almost have the same

scores for some tests.
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Comparative results of Naive Bayes and SVM classifiers
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Figure 2.8: Comparative results in GWCC case study
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Chapter 3

Domain Parking Recognizer

In this chapter, we will discuss the evolution of Domain Parking Recognizer (DPR). DPR
is based on a supervised learning algorithm. First, we will present all possible features that
we observed. Then, we choose Naive Bayes as a classifier. We observe that, the limitation
of the classifier may cause a lower F) score. Association rules are applied for finding the
relations among those features. New features are defined by using association rules. We
select SVM as a classifier for the new features. We notice that, some features may have
more confidence in the classification than the others. We finally come up with the Feature
Confidence Index (FCI) classifier for DPR.

3.1 Features for Identifying Domain Parking Web Sites

Feature selection is a critical task for DPR, since in general, right features lead a machine
learning classifier to predict a correct categorization. Besides Text Content Match feature,
we also select Name Server Match feature, JavaScript Source feature, Tracking Cookies

feature and Internal Links feature.

3.1.1 Text Content Match Feature

We have demonstrated a case study in Chapter 2 that, text contents play a very important
role for GWCC. A set of keywords or phrases in a web site will be features for web content
categorization. We also showed in Chapter 1 that, domain parking web sites convey less

or even wrong information in terms of text content shown on those web pages. However, a

27
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part of text content shown on a domain parking web site still could be a feature for DPR.

Domain sales is a part of monetization for domain parking service. For example,
knockouts.com was listed as price of 275,000 dollars in a DPSP sedo.com. From what
we have viewed hundreds domain parking web sites, most of them contain the phrases such
as “this domain for sale” or “inquire this domain”. We claim that, if one web site contains
such phrases, the web site is most likely domain parking web site. Therefore, these phrases
shown on the domain parking web sites are still features that we can recognize them easily.

Based on our observation, we define text content match features.

Definition 2. Text Content Match Feature: The feature is presented if and only if one

phrase of web text content matches the phrases defined in reference list (Appendiz A Section

A.3).

In order to get each phrase, e.g. a plain text nested inside anchor tags, from a web page,
we need a HTML parser to extract data from the web page. Due to various statements
shown on domain parking web sites but only for one purpose - domain sales, we need to use
collected phrases to match those statement. The following two sections show HTML parser

and String Matching in details.

HTML Parser

HTML stands for Hyper Text Markup Language. It contains both tags and plain text.
HTML has a nested structure, which can be modeled as a tree. Document Object Model
(DOM) tree is commonly adopted.

Figure 3.1 shows a simple Apache HTTP server HTML default page. If we want to get
phrase “It Works!”, one round of processing by HTML parser is: (i) handle the start tag
that is “h1”; (ii) extract data that is a plain text; and (iii) handle the end tag that is “h1”.

String Matching

After we get a phrase from a web page, we want to check if the phrase matches what we
collected in the list.

We first take known phrases in the list as regular expression patterns. Regular expres-
sions are often implemented to represent a exactly matching phrase. For example, Let A
be regular expression “domain for sale”. The phrase on the web site B is “this domain for

sale”. Then A matches B. However, if the phrase C is “inquire this domain”, the pattern
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=html=
<head=
<title=Apache HTTP Server</title=
HTML:  <fhead=
<body=
<hl=It Works!</hl=
</body=
= /html=

Apache HTTP Server

DOM Tree:

It Works!

Figure 3.1: Illustration of the DOM tree built from a simple HTML page

A fails to match C. However, we can see that the meaning of phrase C' is similar with that
of pattern A.

We then adopt the most widely used string matching technique: string edit distance (also
known as Levenshtein distance). We can treat one phrase as a string. The edit distance
of two string s; and so is defined as the minimum number of character changes so that s;
can be transferred to so. The character changes include: (i) change a character, (ii) insert
a character, and (iii) delete a character.

For example, the edit distance d(s1,s2) between s; = {this domain for sale} and
so = {domain for sale} is 4. However, the edit distance d(s1,s3) = 17 while s3 =
{inquire this domain}. In order to make a decision that, if a phrase matches the phrase we
collected, we need to normalize edit distance to a ratio. The edit distance ratio is defined
as:

d(s1,s2)

ti = b2
ratio(s1,s2) = T s, /2

We define the edit distance ratio by calculating all combination of phrases in collected
list. Let n be the size of collected list. s; is the i** phrase in the list. Then, we pick up the
lowest ratio score as a threshold as:

ratio threshold = arg ~ min ratio(s;, s;)
4,j€{1,2,....,n}
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We have an algorithm to decide whether or not a given string is a matching.

Data: phrase, collected list, ratio threshold
Result: string matching is True or False
Randomly pick up s; € collected list;
89 < phrase;
if ratio(s1, s2) > ratio threshold then
‘ return True;
else
‘ return False;
end

Algorithm 1: Determining text content string matching

3.1.2 Name Server Match Feature

For domain parking web sites, they are normally hosted by domain parking service providers
(DPSPs) due to unified web page style or advertisement link management. We observed
that, for majority of domain parking web sites, their resolved Domain Name System (DNS)
name servers are always coming from some DPSPs. It gives us an intuitive thinking that, if
resolved name server of one web site belongs to one DPSP, then it has a higher probability
to be domain parking web site.

In order to get a name server for a web site, we need to know how DNS query works. We
also illustrate difference between NS Record and SOA Record. Finally we have a definition

of Name Server Match feature.

Domain Name System Query

The Internet has two principal namespaces: (i) domain names, and (ii) IP systems. DNS
is a network service for providing mapping between IP addresses and hosts that belong to
domains. DNS name server is a computer server for providing response to queries against
directory service. It plays an important role when DNS client, e.g. HTTP client, try to
resolve IP address by given a web site URL.

There are two types of DNS queries: recursive and iterative. Recursive query is hap-
pened between DNS client and DNS server, which is normally configured in the DNS client.
Iterative query is processed like “walking the DNS tree”. It is happened between DNS server
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and all related DNS name servers. For example, to resolve docs.google.com, DNS server
first queries DNS root name servers. Globally there are 13 DNS root name servers. The one
of root name servers will return lower level name server, google.com, to DNS server. DNS
server then queries google.com name server to get records of docs.google.com. Finally,
DNS returns the IP address of docs.google.com to DNS client. The whole process of DNS
query is finished.

NS Record vs. SOA Record

DNS name server stores the DNS records. There are many types of records, such as (i) IPv4
address record A, (ii) IPv6 address record AAAA, (iii) name server record NS, (iv) start
of authority record SOA, (v) mail exchange record MX, and (vi) canonical name record
CNAME.

We first select NS record as a feature for DPR. However, we notice that, DNS query for
NS record may return empty result for some web sites. Let docs.oracle.com as an example.
DNS iterative query first goes to root name server a.root-servers.net. and get top-level
domain .com., which name server is a.gtld-servers.net.. DNS server then gets domain
.oracle.com., which name server is nsl.oracle.com.. On name server nsl.oracle.com,
there is no NS record for docs.oracle.com. It only maintains a CNAME record to point
to docs.oracle.com.edgesuite.net. canonical name server.

Due to the reason above, we start to consider SOA record. It is the most essential part
of a zone file. SOA record contains many attributes for a domain, such as: (i) updating
frequency, (ii) timestamp of last update, (iii) time to check back for updating cache, (iv)
administrator’s Email address, and the most important, (v) authority name server. For
the example above, when DNS queries name server nsl.oracle.com, the SOA record is
returned with authority name server n0d.akamai.net..

Therefore, SOA authority name server is the better feature choice for DPR. We have a

definition as follows:

Definition 3. Name Server Match Feature: The feature is presented if and only if the

authority name server of the domain web site belongs to one of DPSPs.
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Sampling Learning

We collect 24 major DPSPs (Appendix A Section A.1). From zone files extraction, we have
statistics that, there are totally 375,797 domains located on name server nsl.bodis.com
and 2,562,742 domains located on name server ns1.sedoparking. com, as of December 2012.
The question is, whether or not all domains in the name server are domain parking web
sites? Or, if we learn from random samples, what is the probability approximate to correct
learning. Here, we are going to use Probably Approximately Correct Learning, known as
PAC-Learning[26].

We define a learning process A as, if the authority name server in DNS query falls in the
name server list which belongs to DPSPs, then the web site is domain parking web site. We
also define a concept class C, which is a set of concepts over X = {0,1}" instance space,
while n is total number domains in one name server and 0/1 means true/false for domain
parking web sites.

Let D be a given set of domains and C' C D be a subset of D such that each member
of C' is randomly independently selected from D without replacement based on the uniform
distribution. Let p be the probability that a random sampling is not a domain parking web
site. Let r be the size of c. Let b be a parameter to decide how approximately correct of the
learning, while 0 < b < % A larger b means less approximately correct. Let LE(p,r,t) be
the probability of having at most ¢t non-domain-parking web sites in r independent random

samples. Then we have:

LE(p,r,t) < e~ bipxr/2
whilet=(1—-b) xpxr
The experiments show that, by using random samples in learning process A, we can

achieve at most 95.12% approximately correct recognition rate with average probability

p = 20% based on the PAC-learning theory.

3.1.3 JavaScript Source Feature

JavaScript is light weight program running on a HTTP client side, e.g. a web browser.
JavaScript is able to realize dynamic function that static HTML can not make it. For ex-

ample, JavaScript could easily add or delete web widget without get new HTML from HTTP
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server side. Even more, JavaScript could construct a new HTML web page dynamically and

direct web page visitor to this new web page.

JavaScript Redirection

Before we illustrate how JavaScript could be a feature of DPR, let us review the ways that
can make URL redirection. URL redirection is a technique to redirect a web visitor to a
specific URL. A web site owner can use this technique to redirect web visitors to a specific
web site. There are three types of redirection: (i) HTTP header level redirection, (ii) HTML

meta parameter redirection, and (iii) JavaScript level redirection.

(1) HTTP header level redirection is used by status code starting with 3 in header field.
The redirected destination is defined in header as location field. For example, when a
HTTP client receives HT'TP header with 302, meaning moved permanently, the client
will initialize a new HTTP session with the new URL defined in Location field.

(2) HTML meta parameter redirection uses HTML meta element. When http-equiv pa-
rameter is set the value to “Refresh” and the content parameter is given a time interval
in seconds, the current web page will be redirected to a new web page that the url

parameter is designated.

(3) JavaScript redirection uses window.location.href attribute. For example, if the at-
tribute value is http://www.new-website.com in JavaScript, the web page is redi-

rected to this new web site.

JavaScript Source

There are three ways to retrieve JavaScripts down to a HTTP client: (i) embedded with
HTML, (ii) loading .js file from local HTTP server directory, and (iii) loading .js from
third-party HTTP server directory.

Majority of domain parking web sites are created by DPSPs. They provide JavaScripts
running on visitor’s web browser to dynamically generate advertisement links. We observed
that, for most of domain parking web sites, JavaScript source attributes do not point to
local HTTP server directory. Rather, they point to their DPSP servers or third-party

advertisement link providers, e.g. AdSense on http://www.googlesyndication.com.



CHAPTER 3. DOMAIN PARKING RECOGNIZER 34

Therefore, JavaScript source attribute is the feature that we could recognize domain
parking web sites if JavaScript source is not from local HTTP server directory. Then we

have:

Definition 4. JavaScript Source Feature: The feature is presented if and only if the

number of non-local JavaScript source is at least one.

The following algorithm shows the way to determine the count of non-local JavaScript

source.

Data: HTML source code, local hostname
Result: The count of non-local JavaScript source
HTML parser initialization;
source_cnt < 0;
read first JavaScript tag;
while JavaScript tag attribute src exists do
if src does not contain local host name then
source_cnt < 1 + source_cnt ;
end
go to next JavaScript tag;
end

Algorithm 2: Determine the count of non-local JavaScript source

3.1.4 Tracking Cookies Feature

HTTP cookies are used to store states by HTTP server, so that, stateless protocol HTTP
can keep tracking stageful HT'TP session.

Cookies Neccessariness for DPR

In order to see the neccessariness of HT'TP cookies, we choose two university web sites:
University of British Columbia (UBC) and University of Washington (UoW). We also select
two domain parking web sites to get their cookie set. We notice that, cookie set from both
UBC and UoW web sites are empty. However, for two domain parking web sites, the cookies

sets are shown as below.

(1) [a44cfT7c6ibeb8aecld47f4b8c258c64b7=£e925477c0340d53c112d9f882638372, path=/]
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(2) [uid=hyperinflation50b45c¢55b57494.37888289, expires=Thu, 27-Dec-2012 06:23:17 GMT, path=/]

Intuitively, we observe that, not all web sites need to be set cookies for tracking user

behavior but most of domain parking web sites do.

Tracking Cookies

Tracking cookie is the way to collect web visitors’ surfing hobbies so that domain parking
web sites can provide advertisement links purposely. For DPSPs, in order to track visiting
behavior to maximum advertisement profit, they are using cookies to record each visitor’s
hobbies and favorites. DPSP defines a cookie by adding Set-Cookie field to HT'TP header.
When one visitor uses web browser to visit this web site, the cookie stores either in the local
memory or in the local file. Next time when the visitor visits the same web site, cookie can
provide personalization and tracking information.

We also notice that, the size of cookie set may not be the feature of identifying domain
parking web sites because some web sites, such as searching, online shopping, use more
complicated cookies than that of parking web sites. Additionally, for some user-interactive
web sites, such as www.google.com and www.facebook.com, the size of cookie set is large
and there are more cookie attributes. For temporarily build-up web sites such as domain
parking web sites, the size of cookie set is comparative small and there are less cookie
attributes.

Therefore, we consider tracking cookies feature as, whether or not tracking cookie set is

available. Then we have:

Definition 5. Tracking Cookies Feature: The feature is presented if and only if the

cookie set is not empty.

3.1.5 Internal Links Feature

Internal links are HTML hyper-links that go from one web page on a domain web site to a
different web page on the same site. They are commonly used in main web page navigation.
Internal links are useful for three reasons: (i) navigate a web site inside the same domain,
(ii) establish information hierarchy for the web site, and (iii) help to increase ranking for

the web site.
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Determine Internal Links

The HTML hyper-links are defined as one attribute “href” of anchor tag “a”. If the value
of “href” attribute contains schema such as “http” or “https”, then it is treated as an
URL of web site. If the value is a file with or without path, then web server treats it as

a local directory and a file. Therefore, we have an algorithm to determine internal links.

Data: HTML source code
Result: The number of internal links: inlinkent
HTML parser initialization;
inlinkent « 0;
read first anchor;
while anchor attribute href exrists do
if href contains “http” or “hitps” then
if href contains host name is the same web site then
‘ inlinkent < inlinkent + 1;
end
else
‘ inlinkent <« inlinkent + 1;

end

go to next anchor;

end

Algorithm 3: Determine the count of internal links

Internal Links for Domain Parking Web Sites

For most of generic purpose web sites, they have multiple levels of web pages. Consequently,
they have many internal links in the main web page. Visitors can navigate the web site by
those links. However, as we demonstrated in Chapter 1, domain parking web site always
has only one web page. All hyper-links shown on the page point to advertisement links
to generate network traffic. There is a few domain parking web sites that provide internal

links. Therefore, we have definition:

Definition 6. Internal Links Feature: The feature is presented if and only if the number
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of internal link is zero.

3.2 Classification Model Selection

In order to select a suitable classification model for DPR, we first select the Naive Bayes
classifier due to its popularity on text-based classification. Since (i) the training data set is
small, and (ii) some features are not presence independently, the F} score by NBC is lower
than we expected. Then we try to find relations among those features by using association
rules approach. We define five rules that have higher confidence. We then redefine features
by using five new defined rules. We consider Support Vector Machine as a classifier for
new defined features because of its reputation on text-based classification. We notice that,
by using provided kernel function, such as Radial Basis function or Polynomial function,
the F1 score still can not meet our expectation. Based on our intuitive thinking, we finally

proposed our own algorithm based on Feature Confidence Index.

3.2.1 Naive Bayes

We have briefly demonstrated Naive Bayes in Chapter 2. It is a probabilistic supervised
learning model. The experiment result in the case study showed that, it is a suitable classi-
fiers for GWCC. For DPR, we have five features to contribute to the model: (i) JavaScript
Source, (ii) Tracking Cookies, (iii) Internal Links, (iv) Name Server Match, and (v) Text
Content Match. We have an assumption that, all the features in a domain parking web site,
such as Internal Links and Tracking Cookies, are all equally likely to occur independently
with what is happened on other domain parking web sites.

Let Pr(J) be the probability of JavaScript Source feature that is present among all
training data set. Let Pr(J|D) be the likelihood of JavaScript Source feature that is true
among domain parking training data set. Let Pr(D) be the prior probability of domain
parking web sites in training data set. Then, given a new web site, if JavaScript Source
feature is presence, the posterior probability Pr(D|.J) can be calculated by:
Pr(J|D) x Pr(D)

Pr(J)

Pr(D|J) = (3.1)

Based on formula (3.1), we add one more feature. Let Pr(7T) be the probability of Tracking
Cookies feature that appears by picking up one sample from the training data set. Let

Pr(T|D) be the likelihood of the feature that appears in a randomly selected sample from
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domain parking training data set. Then, by given a new web site which has JavaScript
Source feature and Tracking Cookies feature, the posterior probability Pr(D|J,T) is:

Pr(J|D) x Pr(J|T) x Pr(D)

Pr(D|J,T) = Pr(J) x Pr(T)

Accordingly, let (i) Pr(I) be the probability of Internal Links feature and Pr(I|D) be the

likelihood; (ii) Let Pr(NN) be the probability of Name Server Match feature and Pr(N|D)

be the likelihood; (iii) Let Pr(S) be the probability of Text Content Match feature and

Pr(S|D) be the likelihood. Given a new web site which has all five features, the posterior

probability Pr(D|J,T,I,N,S) is defined as:

Pr(J|D) x Pr(T|D) x Pr(I|D) x Pr(N|D) x Pr(S|D) x Pr(D)
Pr(J) x Pr(T) x Pr(I) x Pr(N) x Pr(S)

Pr(D|J,T,I,N,S) =

Let Pr(G) be the prior probability of non-domain-parking web sites in training data set. Ac-

cordingly, we have Pr(J|G) for JavaScript Source, Pr(T|G) for Tracking Cookies, Pr(I|G)

for Internal Links, Pr(N|G) for Name Server Match, Pr(S|G) for Text Content Match.

Then, we have:

Pr(J|G) x Pr(T|G) x Pr(I|G) x Pr(N|G) x Pr(S|G) x Pr(Q)
Pr(J) x Pr(T) x Pr(I) x Pr(N) x Pr(S)

Pr(G|J,T,I,N,S) =
Finally, one web site can be classified by Naive Bayes to the category c given by:

¢=arg max Pr(cJ,T,I,N,S)
ce{D,G}

We found two issues when we evaluate experiment results. First, domain parking web
sites were created by DPSPs, the features we defined are not independent. We observed
some features are highly correlated. We will illustrate it in details in the following section.
Second, in order to have a higher F} score, we need to have a large volume of training data
set. However, in this thesis study, the domain parking training data are only couple of

thousands records.

3.2.2 Association Rules Match

In this section, we show that, there are relations between each feature that we defined.
First, we introduce association rules mining techniques. We present the algorithm to com-
pute support value. Then, we apply the improved Apriori algorithm by using MapReduce.

Finally, we show five association rules that we are going to take them as five features.
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Association Rules Learning

Association rules learning is a fundamental data mining task. Its objective is to discover
interesting relationship between variables in a large data set. The classic application of
association rules learning is the super market basket data analysis. The interesting question
is that, for example, how many people who bought milk also bought cheese?

Among five features we defined for domain parking web sites, we want to find interesting
relationship between them in the training data set. The five features of association rules
can be stated as follows: Let W = {wy, we, ..., w,} be a domain parking training data set,
where w; is the i domain parking web site feature set w; = {J,T,I,N,S}. {J,T,I,N,S}
stands for (i) JavaScript Source, (ii) Tracking Cookies, (iii) Internal Links, (iv) Name Server
Match, and (v) Text Content Match respectively. The value of each feature could be either
True or False. An association rule is defined as, for example, J = T, where J C w;,
T C w;, and T, J are both true in w;.

The strength of a rule is measured by its support value and con fidence value. Let X
and Y be two features. The confidence of a rule is defined as conf(X = Y) = supp(X U
Y)/supp(X), where supp(X) is the support of X, which is defined as the proportion of all
domain parking training data set that contains X. For example, Let X be “the number of
internal link is zero”. Let Y be “The third-party JavaScript source is larger than one”. The
rule X = Y has a confidence ¢%, which is the total count of X and Y shown in the same
feature set divided by the count of X in the whole feature sets.

The support value of a rule, supp(J = T') as an example, is the percentage of domain
parking web sites that, for each feature set, both J and T are presence. The rule support
value determines how frequent the rule is applicable in domain parking web sites training
data. If the support value is too low for certain features, the relationship between them is
very weak. Let n be the total number of domain parking web sites in training data. The

support value of two features X and Y, where X,Y € {J,T,1, N, S}, is computed as follows:

count(X UY)
n

support =

The con fidence of a rule, e.g. conf(J = T, is the fraction of domain parking web sites
that, for each feature set, both J and T are presence, divided by the number of J shown in
the whole data set. The rule con fidence value determines the predictability of the rule. If

the confidence of J = T is too low, J can not infer T' confidently. The con fidence of two
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features X and Y, where X, Y € {J,T,I, N, S}, can be computed as follows:

support(X UY)
support(X)

con fidence =

Finally, we define two thresholds minimum support and minimum con fidence to de-
termine association rules among five features in terms of domain parking web sites training

data set.

Apriori Algorithm

There are many association rule mining algorithms, which have been widely studied. The
results of those algorithms are all the same based on the definition of association rules. How-
ever, according to computational efficiency and memory requirements, the Apriori algorithm
is widely selected[15].

In this thesis study, Apriori algorithm has two steps: (i) generate all frequent feature
set, and (ii) generate all confident association rules from the feature set.

The following Python code snippet is revised version of Apriori algorithm for generating

support values because of the following two reasons:

(1) We only have maximum five features in one feature set. We can generate all candidate
list for each level k € {1,2,3,4,5} at the once. Function gen_candidates() has two
loops to iterate each feature in the given feature set. Another loop on line 8 control
each level’s candidate list. The variable tuple_list is a temporary container to store

each level candidate list.

(2) We do not use minimum support and minimum confidence to filter out some combi-
nation in the candidate list. Since we have small manageable quantity of features in

the feature set, we want to evaluate all combinations among those features.

1 def gen_candidates(feature_set):
2 candidate_dict = dict ()

3  for i in range(0, len(feature_set)):

4 tuple_list = []

5 tuple_list .append(feature_set[i])

6 for j in range(i+1, len(feature_set)):
7 tuple_list .append(feature_set[j])

8 for k in range(l, len(feature_set)+1):



CHAPTER 3. DOMAIN PARKING RECOGNIZER 41

9 if len(tuple_list) = k:

10 clist = list (tuple_list)

11 candidate_dict.setdefault (’’.join(clist), [])
12 candidate_dict[’’.join (clist )] = clist

13 return candidate_dict

15 def gen_support(retrieved_set ):
16 count_dict = dict ()

17 for item_set in retrieved_set:

18 candidate_dict = gen_candidates(sorted(item_set))
19 for fid, clist in candidate_dict.items():

20 if fid in count_dict.keys():

21 count_dict [fid] +=1

22 else:

23 count_dict.setdefault (fid , 1)

24 support = dict ()

25 for fid, count in count.items():

26 support [fid] = count[fid] / length(retrieved_set)

27 return support

After analysis, we decide to select feature combinations which support larger than 60%.
We have (i) Internal Links, (ii) JavaScript Source, and (iii) Tracking Cookies three feature
and their combinations. Having support values for each level feature combinations, we are
able to calculate confidence by Apriori algorithm.

For DPR, the size of the feature set is small. Thus, unlike the demonstrated case study
in Chapter 2, MapReduce is not suitable for solving this association rules problem. The

reason is shown in the following section.

MapReduce Efficiency

Can MapReduce apply to any application on any situation? In this thesis study, we don’t
have enough computer nodes to launch parallel computing. In order to get a proof-of-
concept, we have one personal computer to run a program octo, which is a fast-and-easy
MapReduce implementation by using Python[20].

The experiment results show that, in order to process 6.5M data, MapReduce took more
execution time than one single-process-program does. The reason is, during the map phase
in MapReduce, a mapper will put all key-value objects to the local hard drive. As we can

imagine, for one computer, writing key-value objects takes too much disk I/O, which is
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dramatically slower than writing to the memory. However, if the experiment is running on
the cluster with 2000 computer nodes, the situation will be different. The 6.5M data can
be processed quickly in parallel.

We have an intuitively analysis here by using word-counting as an example. Given n
web sites, m words which occurring f times per web site on average, the total data size
D =nxm x f. Let us assume that, the data which is emitted by all the mappers is D.
Let P = M + R is the number of processors while M is the number of mappers and R is
the number of reducers. Let o be the disk/network I/O time. Then, we have overhead of
intermediate data written by each mapper defined by OH.
oD

H:
© P

According to overhead definition, OH will be maximized if there is only one mapper
and one reducer. The question is, if increasing the number of processor will be minimize
overheads OH? Let us consider wD is the useful work need to be done. w is the fraction
parameter which indicates the percentage of useful data. We define MapReduce efficiency

as the fraction of overheads for useful data over all overheads. Then we have the following

equation:
wD
MR Dy oeD
Then we have:
1
€EMR = 1T %,

As we can see, P is independent of efficiency e. We should try to decrease disk/network I/0O

o and to increase percentage of useful data w, so that MapReduce has a better efficiency.
Therefore, if the size of data D can be processed in one machine’s memory with minimum

disk swap, the MapReduce may not be a good solution. However, when processing terabytes

or even larger data, MapReduce parallel computing should be considered[22].

MapReduce Apriori Algorithm

We have demonstrated MapReduce efficiency above. In the case when the size of item

set is large, MapReduce still improves the the performance of generating association rules.
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MapReduce is a computational paradigm that can count item set parallel. We revised the
Apriori algorithm by using MapReduce paradigm.

The implementation is based on program octo, which is introduced in previous section.
The variable source is a dictionary that contains each web site name as a key and the
corresponding feature set as a value. The function mapfn() will take each key-value from
source. It is similar with gen_candidates() function defined in classic Apriori algorithm
section. The difference is, in stead of putting each feature combination (tuple_list) into
local data structure in memory, the function simply put the feature combination as a key
and count one as a value to disk/network I/O. The function reduce fn(), running as another
thread, collect key-value pairs yield by function mapfn(). Finally, we have support value

for every feature combination.

1 source = dict ((web_site, features)

3 def mapfn(key, value):

4 for i in range(0, len(features)):

5 tuple_list = list ()

6 tuple_list .append(features[i])

7 for j in range(i+1, len(features)):

8 tuple_list .append(features[j])

9 for k in range(l, len(features) + 1)
10 if len(tuple_list) = k:

11 yield tuple_list , 1

12
13 def reducefn (key, value):

14 return key, len(value)

New Features: Association Rules Match

We set minimum support = 60% and minimum confidence = 80%. We keep the same
symbols as previously defined for features. Let J, T and I be JavaScript Source, Tracking

Cookies and Internal Links respectively. Then, we have the following association rules:

Rule 1 J = I. (support=66%, confidence=100%)
Rule 2 J = T. (support=66%, confidence=100%)

Rule 3 T = I. (support=100%, confidence=100%)
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Rule 4 T = J. (support=100%, confidence=100%)

Rule 5 {J,T} = I. (support=66%, confidence=85%)

For each rule, we can treat it as one feature of domain parking web sites. For example,
to recognize an unknown web site, we construct a feature set for the web site. The feature
set contains: (i) The count of non-local JavaScript source is large than zero; and (ii) The
count of internal link is zero. Then, the Rule 1 is matched. The Rule 1 is a feature to
identify if this unknown web site belongs to domain parking web sites. In the following

section, we will apply new generated rules as new features to SVM classifier.

3.2.3 Support Vector Machine

We have introduced SVM as one classifier of GWCC case study in Chapter 2. For DPR,
since we discovered five association rules among the features we defined previously, we are
going to take each rule as one feature. Therefore, the feature set for SVM classifier contains:
(i) Name Server Match, (ii) Rule 1, (iii) Rule 2, (iv) Rule 3, (v) Rule 4, (vi) Rule 5, and
(vii) Text Content Match.

Because we do not know whether two classes, domain parking web sites and non-domain-
parking web sites, are linear separated or not, we want to experiment on both linear and

non-linear SVM classifiers. We introduce basic four kernel functions in the following section.

SVM Kernel Function

We will keep the symbols as defined in Section 2.2.3. We use X = {z1, z2,...,x,} as feature
space in this section.

The linear SVM classifier relies on inner product between vectors K (z;,z;) = sz:n] For
non-linear SVM classifier, it uses transferred high-dimensional feature space ¢(z). Then the
inner product becomes: K(z;,2;) = ¢(z;)T¢(x;). A kernel function is a function that is
equivalent to an inner product in some feature space. For example, given a input point x;,

we want to find point z; with smallest distance. We have:

o = 12 = (= 2)" (@i — )

T T T
=o; x — 2x; Tj + X5 X5
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If we use a non-linear feature space ¢(z), then we have:

l6(xi) = d(a;)II? = d(xi)" d(x)) — 20(xi)" d(x5) + $l;)" o ()
221(($igrﬁ _'2}((xi,$j)4‘}(($ja$j)

Thus, a kernel function implicitly maps data to a high-dimensional space without the

need to compute each ¢(z) explicitly. There are four basic kernels that we can choose.
(1) Linear: K(x;,z;) = alx;
(2) Polynomial of power d: K(z;,z;) = (yolz; + )% v >0
(3) Radial Basis Function (RBF): K (z;,z;) = exp(—v||z; — x;][?),7 > 0

(4) Sigmoid: K(z;,z;) = tanh(yalz; + 1)

SVM Classifier Tool: SVM9ht

SVM'9ht i a command-line program that runs SVM classifier. It is originally written in C
but it also provides a Python module.

The following code snippet shows SVM learning process. First, we need to build up
training data set. We construct feature sets for each retrieved web site. Then, we append
the feature set to train_data list. After all training data are prepared, we have function
svmlight.learn() to generate learning model. The learning model is an optimized hyperplane
that can be used to classify a given web site. The parameters passed to the function are:
(i) training data feature sets, (ii) type of learning - classification, (iii) kernel function - RBF
and (iv) RBF ~ value, and C parameter value. During the experiment, we also tried other

kernel functions.

1 train_data = list ()

2 feature_set = |

3 (1, name_server),
4 (2, rule_1),
5 (3, rule_2),
6 (4, rule.3),
7 (5, rule_d4),
8 (6, rule.5),

9 (7, text_match)]
10 train_data.append((label, feature_set))
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I

11 model = svmlight.learn (train_data , type=’classification’,
12 kernel="rbf’, rbf_gamma=2, C=0.5, verbosity=1)

The following code snippet shows SVM predicting process. First, we need to build
up test data set. We construct a feature set for a given web site. Then, we append the
feature set to test_data list. By using generated learning model above, we have function
svmlight.classify() to predict whether or not the given web site belongs to domain parking
web site.

1 test_data = list ()

2 feature_set = |

3 (1, name_server),

4 (2, rule-1),

5 (3, rule.2),

6 (4, rule.3),

7 (5, rule_4),

8 (6, rule.5),

9 (7, text_match)]

10 test_data = [(0, feature_set)]

11 predictions = svmlight.classify (model, test_data)

SVM Tuning Observations

Since SVM kernel functions and their parameters play import roles in terms of prediction
results, we conduct many experiments for SVM tuning. When we try to use different
kernel function and different combinations of parameter values, we always observe that,
even though some features in the feature set are dominant compared to other features, the
prediction result tends to be wrong direction. For example, we use one identified domain
parking web site to run test. Its name server matches our reference list. Its text content
shows “this domain is for sale”. After SVM predicting, the result is false negative. The
other five features may play a role to mistakenly unrecognized this domain parking web site.

We want to figure out: If there is any better classifier that, higher confidence feature
should be dominant for the final decision. Finally, we have our own proposed learning

algorithm based on Feature Confidence Index.
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3.3 Feature Confidence Index

In this section, we introduce the concept of Feature Confidence Index (FCI). We introduce
a Feature Confidence Graph, which is a graphic demonstration to guide us to finally have
FCI classifier. FCI algorithm is presented accordingly. At last, we show that, in terms of

comparative results, FCI classifier is an appropriate choice for DPR.

3.3.1 Feature Confidence Index Motivations
From SVM tuning observation, we have some intuitive thinking:

(1) More features may “disturb” a classifier to do right prediction for domain parking web
site. For example, we have five rules as five features. They may lead a prediction to
a wrong direction even other two features show a very strong evidence. It gives us an
idea, some “confident” features should be dominant features in the feature set. If we
need to assign weight to each feature, compared to Text Content Match feature, the

weight of Rule 1 may be smaller.

(2) A classifier should consider various size of a feature set, rather than a fixed number
of features. For example, when we prepare a feature set for SVM, we have to put
all seven features for each web site. For some of unavailable features, e.g. Rule 1 is
not matched, we still need to set it as zero value in the feature set. DPR is a special
application compared with GWCC. Sometimes, one or two dominant feature(s) may

be good enough to identify domain parking web site.

Grouping Features

The point (1) is an overfitting problem. We have applied a parameter C' of SVM to control
overfitting because it is the way to provide soft-margin to trade off relative important
maximum margin. However, overfitting still occurs due to (i) small size of training data
set, or (ii) complex parameters applied in SVM classifier. Since overfitting generally occurs
when a model is excessively complex, for domain parking web sites, we want to have a simple
model to reduce this overfitting problem. Therefore, we combine five rules as one feature,

naming Association Rules Match. Then, we have a definition for the new feature:

Definition 7. Association Rules Match Feature: The feature is presented if and only

if all five association rules are discovered.
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Thus, we now have three features to recognize domain parking web sites: (i) Name
Server Match - NSM, (ii) Association Rules Match - ARM, and (iii) Text Content Match -
TCM.

Feature Confidence

Based on three features, let us assume that, we have a two-class linear classification function
f(z) = wl'z — o, where x is a feature availability set that contains { NSM, ARM,TCM},
and w = {wnsym, WARM, Wrcn } is a normalized weight vector Zie{NSM,ARM,TCM} w; =1,
which is learned from training data set. The parameter ¢ is a threshold, thus, if w’z > o,
the function return True, meaning domain parking web site is identified. DPR have a

prediction function that:

True wle >0
DPRpredict = .
False otherwise

According to the point (2), if only one features in z, e.g. TCM, are available, the weight
wysy and wagry, which are learned from training data set, will not be counted. Thus,
the final prediction may not be correct. The reason is that, when TCM feature is available,
we have a higher confidence to believe the web site belongs to domain parking web sites.
Therefore, we have a feature confidence illustrated as follows.

Feature Confidence is defined as a conditional probability of each feature
FCeature = Pr(feature|D) (3.2)

where feature € {NSM, ARM,TCM} and D stands for domain parking web sites. With
feature confidence in hand, if there is only one feature TCM available for an unknown web

site, we still can compare F'Cprops and o to have a final prediction.

3.3.2 Feature Confidence Graph

Before we have a FCI classifier, feature confidence graph gives us a graphic demonstration
for how FCI classifier works. Feature confidence graph G contains two kinds of node: (i)
feature node and (ii) class-determine node. Feature nodes represent each feature in the G.
In this thesis study, we have three feature nodes. Class-determine node contains a prediction
function FCI : FCs — D, so that, by giving feature confidence F'C's, it is able to predict
the label of domain parking web site D.
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Let v belongs to the one of feature nodes. Let u belongs to the class-determine node.
The directed edge E = (u,v) is presence if and only if the feature v is available. For example,
v represents feature NSM. The edge E = (u,v) is presence if and only if the feature NSM
is true. The direction of edge E is from feature nodes to the class-determine node. It is the
channel to convey feature confidence from v to u.

Figure 3.2 shows how feature confidence graph works. For diagram (i), all three feature
nodes are false, the edges E are not existed. We use dashed arrows to represent. For diagram
(ii), because two feature nodes are true, the edges between these two feature nodes and the
class-determine node are created. The feature confidence of these two features, F'Cngpm
and FCrpcyy, are delivered to the class-determine node. For diagram (iii), all three feature
nodes are true. All feature confidence, FCngny, FCarn and FCpoyy, are contributed to

the class-determine node for final prediction.

ARM ARM ARM
I I
| | FCarm
1 1
FCI FCI FCI
/’/ \\\ %NS]M \QCTCM /I%JNSM \QCTCM
NSM TCM NSM TCM NSM TCM

(i) All three feature nodes are false. (ii) Two feature nodes are true.  (iii) Three feature nodes are true.

Figure 3.2: Three cases of feature confidence graph.

3.3.3 FCI Algorithm

According to FCG demonstration, we come up with an algorithm to generate Feature Con-
fidence Index - FCI. In terms of formula (3.2), FCI is defined as the probability that any
of the FCfeqture is true, while feature € {NSM, TCM,ARM}. We have a FCI formula
defined as:

FCI = Pr( \/ FCteature| feature = True) (3.3)
featuree{NSM,TCM,ARM}

Then, we have an algorithm to generate a FCI value for a given web site. Algorithm 4

shows that, the input data are feature confidence for each feature, which is calculated by
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formula (3.2). We also have the product of the probabilities of two features as input data,
which are defined as:

FCNSM/\TC’M = PT’(NSM‘TCM, D) X PT(TCM‘D)

FCnsynarm = Pr(NSM|ARM, D) x Pr(ARM|D)

FCremnarm = Pr(TCM|ARM, D) x Pr(ARM|D) (3.4)

The input data also include the product of the probability of three features, which is defined

as:
FCnsynremnarm = Pr(NSM|D) x Pr(TCM|NSM, D) x Pr(ARM|TCM, NSM, DY3.5)
Based on formula (3.4) and (3.5), we extend formula (3.3) to:

FCI = FCngsy + FCron + FCarm
—FCnsyvarem — FOnsvinarm — FCromaarM

+FCNSMATCMAARM (3.6)

The output result is FCI for the web site. The variables, n,t and a, are coefficient of
feature confidences when calculating FCI. They are set to zero initially. The algorithm

goes through each feature. If one feature appears, the corresponding variable is set to one.



CHAPTER 3. DOMAIN PARKING RECOGNIZER 51

Finally, the FCI is calculated by input data and coefficient variables.

Data: FCnsy, FCrom, FCarm, FCnsyurrovs FCremnarm, FCNsvaarM,

FCnsmaTeMAARM
Result: Feature Confidence Index FCT

n, t, a < 0;

if Feature Name Server Match is True then

‘ n<+ 1;

end

if Feature Text Content Match is True then

‘ t+1;

end

if Feature Association Rules Match is True then
‘ a+1;

end

FCI=nxFCnsym+tX FCroym +a X FCapy —n Xt X FCNsyaToMm — N X a X

FCnsmaarm —t X a X FCropmparMm + 1 Xt X a X FONSMATCMAARM
return FCI

Algorithm 4: Feature Confidence Index

We have a threshold o. The DPR prediction function DPR,,cgic: returns True if FCI >
0. Then, DPR prediction function is defined as:

True FCI>o

DPRpredict = .
False otherwise

3.4 Summary

In this chapter, we proposed several features that are able to recognize domain parking web
sites. During classifier selection, In order to see if those features are independently present,
we generate five association rules as five new features. When we use SVM classifier to treat
totally seven features equally, we have some intuitive thinking to design our own classifier.
Finally, we proposed the Feature Confidence Index algorithm, which is more appropriate
for DPR.



Chapter 4

Experiments and Results

With the domain parking web site features defined, we conduct experiments for Naive
Bayes, SVM and FCI classifiers. We first introduce the experiment preparation, including
experiment environment, data set selection and training data set preparation. Then, we
describe experiments on text-based classifiers: Naive Bayes and SVM, for domain parking
web sites. After that, The experiments on FCI classifier is conducted. Finally, we show the

comparative results among these three classifier.

4.1 Experiments Preparation

4.1.1 Experiment Environment

For DPR, we use the same experiment environment as case study of GWCC. We have one
computer to include all modules of DPR, from database system to classifier tools. The
computer is running Mac OS Mountain Lion, which is UNIX-like operating system. The
CPU is Intel(R) Core(TM)2 Duo at 2.40GHz. We have 6G memory space. Most of modules,

including classifier tools, are implemented by Python language.

4.1.2 Data Set Preparation
Data Set Selection

Data set selection is deterministic for this thesis study. The decision we made is based
on the scope of data that we are going to process regularly. Initially, our motivation is to

solve the problem that domain parking webs sites can not be recognized by GWCCE for

52
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daily released domain web sites. Therefore, all domain web sites we selected are based on
zone files data from six major top-level domains: (i) .com zone files, (ii) .org zone files, (iii)
.gov zone files, (iv) .us zone files, (v) .biz zone files, and (vi) .info zone files. Data source

provider is PremiumDrops.com.

Training Data

Unlike preparing training data set in case study of GWCC, building up domain parking web
sites data set is labor intensive. In order to minimize reviewing time for each web site, we
applied a Python Selenium module to (i) launch web browser, (ii) visit the web sites, and
(iii) take screen shots automatically. All screen shots were taken at the night time. We then
can review the screen shots and pick up the right one. By using this approach, we finally
have 2000 domain parking web sites. For non-domain-parking web sites, we select top 2000

sports web sites in Alexa, which were used in case study.

Testing Data

For testing data preparation, we continuously use Python Selenium module to randomly pick
up new added domains daily. After reviewing the screen shots, we finally have 200 domain
parking web sites each day to do the test. We also select another 200 non-domain-parking
web sites each day from Forbes top 2000 business and top U.S. universities.

According to experiment results, those non-domain-parking web sites test data have a
bias. We noticed that, if we select all test data from business web sites for one experiment,
the false positive number will be higher than that we select all test data from universities
web sites. Intuitively, the reason is that, domain parking web sites are created to pretend
to be business web sites.

We adopt false positive rate to represent the bias for two groups of test data. Let n be
the number of non-domain-parking web sites for one experiment. Let fp be the number of
web sites that FCI classifier mistakenly predict them as domain parking web sites. Then,

false positive rate is defined as:

Ip

false positive rate = ~—
n

Table 4.1 shows partial experiment results for two groups of test data. Overall, test
data from top U.S. universities have lower false positive rate than that from Forbes top
2000 business.
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’ Experiments ‘ Data Source ‘ False Positive Rate
1 Top U.S. universities 5.0%
2 Top U.S. universities 7.0%
3 Top U.S. universities 0.0%
4 Top U.S. universities 8.0%
5 Forbes top 2000 business | 14.43%
6 Forbes top 2000 business | 12.89%
7 Forbes top 2000 business | 14.50%
8 Forbes top 2000 business | 11.17%

Table 4.1: Support Values

In order to avoid test data bias, we randomly mix web sites from these two groups as

test data.

4.1.3 Training Data Feature Extraction

We have a fetching module implemented by Python to retrieve useful information from web
sites to local database.

We have introduced HTML parser in Chapter 3. The features: (i) the number of internal
links, (ii) the number of non-local JavaScript source, and (iii) text phrases of the web page,
are extracted by HTML parser.

We have a DNS module provided by Python library. The module provide a query
function that can specify SOA record. Thus, we can get authority name server for any web
site by using this module.

We also have a Python library - urllib2. It is a HI'TP client that is able to connect
HTTP server. By using this tool, we can extract cookie set from HTTP headers that HTTP

servers send to us. Thus, the number of tracking cookie set is stored to our database.

4.1.4 Evaluation Metrics

We have introduced F} score in Chapter 2 as a metric to evaluate case study of GWCC. F}
score considers both the precision and the recall. For DPR, we continuously use F} score as

a metric to evaluate DPR prediction.
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4.2 Text-based Classifier Experiments

In this section, we conduct two experiments by text-based classifiers introduced in GWCC
case study. We first conduct Naive Bayes classifier experiments by using five original fea-
tures. After association rules generated, we conduct SVM classifier experiments by using

seven features. We also show the experiment results for both classifiers.

4.2.1 Naive Bayes Classifier Experiments

We design and implement Naive Bayes classifier tool by Python and its libraries. We conduct
the experiments by using five original features we defined, including (i) Name Server Match,
(ii) Text Content Match, (iii) JavaScript Source, (iv) Internal Links, and (v) Tracking
Cookies.

The NBC tool has two major parts. One part is a NBC learner module. We keep all
training data information in a database system. This module is a major function to load
data from training database, and calculate probabilities for five features, including (i) prior
probabilities, (ii) likelihood probabilities and (iii) evidence probabilities. When DPR is
launched, all features prior probability, likelihood and evidence are loaded to the memory
as a key-value dictionary. The other part is a NBC prediction module. This module has two
major functions. One function is to fetch information from a given web site and construct
a feature set. After the web site information is retrieved, another function is to calculate

posterior probabilities in terms of the key-value dictionary.
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Figure 4.1: Experiment results for Naive Bayes classifier

We conduct roughly 30 experiments in one month. We have 200 domain parking web

sites and 200 non-domain-parking web sites for each day. Figure 4.1 shows experiment
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results. As we can see, the best Fj score is 78%. However, the worst I} score is only 57%.
The average F) score is 70%.

We have illustrated the limitations of NBC in Chapter 2 and Chapter 3. We believe
that, there must be some relationship between features. In order to find relations among

these five features, we conduct association rule experiments.

’ Features ‘ Supports ‘
Name Server Match 82%
Text Content Match 73%
Internal Links 89%
JavaScript Source 66%
Tracking Cookies 100%
JavaScript Source = Tracking Cookies 66%
JavaScript Source = Internal Links 66%
Tracking Cookies = Internal Links 100%
Tracking Cookies = JavaScript Source 100%
{Tracking Cookies, JavaScript Source } = Internal Links | 66%

Table 4.2: Support Values

Table 4.2 shows support values for the features. Then we have five rules among Internal
Links, JavaScript Source and Tracking Cookies. Plus Name Server Match and Text Con-
tent Match, we have totally seven features. Due to the limitations of NBC, we conduct

experiments on SVM classifier.

4.2.2 SVM Classifier Experiments

We have demonstrated SVM classifier in Chapter 3. For SVM classifier experiments, we first
introduce kernel function selection. We then use Radial basis function as a kernel function.

At last, we show the experiment results.

Kernel Function Selection

As we illustrated in Chapter 3, kernel functions provide us an inner product of transferred
high-dimensional feature space ¢(x). Because the dimension of the feature set is seven, it
is hard to imagine what the separating hyperplane looks like. Therefore, we conduct an

experiment for selecting appropriate kernel function for DPR.
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’ Kernel Function ‘ Average F) Score ‘
Linear 55%
Polynomial 63%
Radial Basis Function | 77%
Sigmoid 76%

Table 4.3: SVM kernel function selection

Table 4.3 shows the final result of the experiment result. We first generate four learning
models by using svmlight.learn() function based on the same training data set. These four
learning models corresponds to (i) Linear function, (ii) Polynomial function, (iii) Radia basis
function, and (iv) Sigmoid function. Then, we pick up several small group of testing data
set. For each testing group, we have a F} score for each kernel function. At last, we have
average F scores.

According to Table 4.3, we finally choose Radial Basis function as the kernel function
for SVM classifier.

SVM!9" Experiments

The SVM'9"* tool has two parts. One part is done by learning function sumlight.learn().
The input parameters include (i) training data feature sets, (ii) the type of learning, (iii) the
type of kernel function, (iv) verbosity level, and (v) other parameters related with the type
of learning and the type of kernel function. The output is a learning model, which is the data
to describe what is separating hyperplane. The learning model is used for the classification.
Another part is done by classification function svmlight.classify(). The input parameters
include (i) test data feature sets, and (ii) the learning model generated in part one.

We conduct around 30 experiments in one month. We keep using 200 domain parking
web sites and 200 non-domain-parking web sites for each day. Figure 4.2 shows experiment
results. The best F score is 84%, which is better than 78% of NBC. The worst I} score is
only 70%, which is still better than 57% of NBC. The average Fj score is 77%, while NBC
is only 70%.

We see the improvement by introducing five rules as five features. However, we noticed
that, the classification is wrong even though the feature, e.g. Text Content Match, shows

very obviously indication of domain parking web sites. Therefore, we start to conduct FCI
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Figure 4.2: Experiment results for SVM classifiers

classifier experiments.

4.3 FCI Classifier Experiments

4.3.1 FCI Threshold Selection

o8

We have defined DPR prediction function in Chapter 3. In the function, ¢ plays an impor-

tant role to make a decision. The selection of ¢ is based on the experiments.

Feature Confidence Values

We have feature confidence values FCngsyr, FCagry and FCroypr, which are calculated by
formula (3.2). Additionally, we have formula (3.4) and (3.5) to calculate the products of

the probabilities of features. Table 4.4 shows the results according to the training data set

we collected.

Feature Confidence ‘ Values ‘

FCnsm 82%
FCrom 73%
FCuarm 85%
FCnsmvrom 88%
FCnsyvaArM 95%
FCroymvarm 91%
FCnsyvromvarm | 99%

Table 4.4: Feature confidence values
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o Selection

We decide to use five levels of o value to be thresholds. Level 1 (o1) is defined as minimum
feature confidence among three features. Level 2 (03) is defined as the mean value of three
feature confidence. Level 3 (03) is defined as a minimum value of the probabilities of any
two features that happened. The probabilities can be calculated by formula (3.3). Level 4
(04) is defined as the mean value of the probabilities of any two features that happened.
Level 5 (o03) is defined as the probabilities of any three features that happened. Table 4.5

shows the definitions, which are used to calculate o values.

Thresholds ‘ Definitions ‘

o1 min(FCrom, FCOnsyv, FCarnmr)

(o] mean(FCTCM,FCNSM,FCARM)

o3 min(FCroavnsy, FCrenvvarm, FONsavvARM)
04 mean(F'Crcarynsy, FCromvarm, FCnsarvArM)
ofs FCronvNsmvARM

Table 4.5: The o levels definition

Based on table 4.4 and 4.5, we have five o values shown on table 4.6.

Thresholds \ Values ‘

o1 73%
o9 80%
03 88%
04 91%
g5 99%

Table 4.6: Threshold values

Experiments on ¢ Values

We conduct 10 experiments in 10 days. We have 50 domain parking web sites and 50 non-
domain-parking web sites for each day. Each experiment applies five o values. To evaluate

the experiment results, we also record the values of precisions and recalls. In order to
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simplify decision making, we use the mean of 10 experiment results. The table 4.7 shows

the mean values for precisions, recalls and F; scores.

Thresholds \ Precisions \ Recalls \ F} scores ‘

o1 66.67% 95.24% | 78.43%
lop) 74.07% 91.74% | 81.97%
o3 89.29% 90.91% | 90.09%
04 90.91% 74.07% | 81.63%
o5 98.04% 58.82% | 68.18%

Table 4.7: The mean values of precisions, recalls and F} scores

Based on table 4.7, Figure 4.3 shows three diagrams, so that, we can see precisions and
recalls affected by different level of o values.

The left diagram shows that, the precision values are increased along with the o values.
The reason is that, the higher o values, the lower false positive numbers. For example,
during the experiments, we observed that, some business web sites have NSM feature or
TCM feature. Lower o value will be more likely to cause false positive. However, there is a
few of business web sites have NSM feature and TCM feature at the same time. Thus, the
higher o value, the lower false positive, accordingly the higher precision value.

The middle diagram shows that, the recall values are decreased along with the o values.
The reason is that, the higher o values, the higher false negative numbers. For example, we
observed during the experiments that, some domain parking web sites only have one NSM
feature. They don’t have TCM or ARM feature. If o threshold is higher, they are missed
to be identified as domain parking web sites.

The right diagram shows the curve of F} scores. We can see that, when oo = 80% and
o4 = 91%, the F} scores are close. The highest F; score is 90.09% when o3 = 88%. When
o5 = 99%, the F; score dropped dramatically. We finally decide to use o3 = 88% as the
threshold.

4.3.2 DPR Prediction Experiments

With formula (3.6) and threshold o = 88%, we start to conduct DPR prediction experi-
ments. DPR has two parts: learning module and prediction module. Learning module is

to calculate feature confidence from training data set, and to load results to the shared
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Figure 4.3: Experiments on FCI threashold o selection

memory. Prediction module is to fetch information from a given web site, and to construct

features and their values. Following the Algorithm 4 in Chapter 3, DPR is able to predict

whether or not the given web site is domain parking web site.
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and FCI classifiers

We conduct around 30 experiments in one month. We keep using 200 domain parking

web sites and 200 non-domain-parking web sites for each day. Figure 4.4 shows experiment
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results. The best F} score is 98%, which is better than 84% of SVM. The worst I} score is
only 86%, which is still better than 70% of SVM. The average F} score is 91%, while SVM
is only 77%.

Computational Complexity Comparison

We will consider time complexities of learning phase and prediction phase for NBC, SVM
and FCI. In the learning phase, let W be a training set. Let F' be a feature set for each
sample in W (We assume that |F| is the same for all three classifiers). SVM classifier has
O(|W >¢|F|) running time for RBF kernel[5]. NBC classifier has O(|W|*|F|) running time[9].
FCI classifier has O(|W|  |F|) running time. In the prediction phase, all three classifiers
have O(|F|) running time. However, NBC classifier has to predict twice for domain parking
and non-domain-parking web sites. Therefore, FCI classifier is more time efficient than NBC
and SVM.

4.4 Summary

In this chapter, we demonstrate the experiments for each phase of DPR evolution. Due to
popularity and reputation, we conduct experiments based on NBC classifier. In order to
find relations among those features, we conduct association rules experiments. We re-define
features for SVM classifier due to its reputation on text-based categorization. We notice the
result of SVM is better than that of NBC. We observe that, some features may “disturb”
SVM classifier. We then come up with FCI classifier. We conduct experiments for the
threshold o selection. Finally, we conduct experiments based on the threshold we selected.

The comparative result shows that, our proposed FCI classifier is more suitable for DPR.



Chapter 5

Conclusion and Future Work

In this thesis, we studied a special case of web content data mining. We have researched
several features that domain parking web sites owned. We also selected the classifier based
on experiment results and finally we came up with our own simple learning algorithm - FCI.
During the thesis study, we learned relative topic, including how to select a database system,
how to adopt a parallel computing model MapReduce. In the following, the conclusion and

contribution of this thesis, and the future work are summarized.

5.1 Conclusion and Contributions

In this thesis study, we found that, to recognize domain parking web sites may cause higher
false negative by traditional web text content categorization. We then investigated several
features related with domain parking web sites. We proposed a Domain Parking Recognizer
as a classification engine with Feature Confidence Index as its classifier. In order to increase
Fy score, we researched on two text-based classifiers, and eventually came up with a FCI
learning algorithm. We conclude that, FCI learning algorithm has a better result than
text-based classifiers.

We have two contributions in this thesis study. The first one is domain parking web site
feature selection. We identified five features for domain parking web sites. We also found
the relations among those features. For example, the feature set retrieved from domain
parking web sites contains tracking cookie, then it is 100% confidence that internal link is
zero. The second one is the FCI classifier that is tailor-made for domain parking web sites.

The experiments results show that, the FCI algorithm is more appropriate for DPR than
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text-based classifiers, such as Naive Bayes and SVM.

5.2 Future Work

Although DPR is in a good shape to pre-process domain web sites from zone files in this
thesis study, it still has a space to be improved.

First, the data set we have learned have a scope that, we only took zone files of six
major top-level domains. Most of domains are registered in North America. To extend this
research, we could investigate more zone files data, for example, zone file data from Asia or
Furope. We probably will find more interesting features and consequently improve our FCI
algorithm.

Second, since domain web sites may be changed from domain parking web sites to some
commercial web sites. Revisiting or aging process is another challenge for DPR. Currently,
we only give the result by real-time retrieved the content. As time passing by, the results

stored in database may not be correctly represent the current information of web sites.



Appendix A

Domain Parking Reference List

A.1 Domain Parking Service Providers Reference List
e sedoparking.com
e voodoo.com
e parked.com
e casily.net
e buy.internettraffic.com
e sell.internettraffic.com
e domainapps.com
e bodis.com
e 123-parking.co.uk
e cashparking.com
e ns.ultearch.com
e dnsnameserver.org

e parkingspa.com
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hostingnet.com

e afternic.com

e parkingcrew.net

e smartname.com

e googleghs.com

e parking-page.net

e topdomainer.com

e expireddomains.register.com
e park-you-domain.com

e parkingpage.namecheap.com

e expireddomains.register.com

A.2 Name Server Reference List

e dsredirection.com
e monikerdns.com

e fastpark.com

e voodoo.com

e above.com

e parking.com

e dnsfastandeasy.com
e domaincontro.com
e bodis.com

e hostmonster.com
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e searchguideinc.com

e hosting.com

e 123-reg.com

e dnsow.com

e ovh.net.com

e registrar-servers.com
e hostneverdie.com

e eurodns.com.com

e namebrightdns.com

e expiringmonitor.com

e renewyourtld.com

A.3 Text Content Reference List

e buy this domain

e domain is for sale

e inquire about this domain
e parked free domain

e interested in this domain
e parked for free

e please check back soon

e under construction
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