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Abstract

The integration of networked computing into all areas of U.S. society has resulted in
growing concern over the need for secure systems and the importance of freedom of
access. This thesis explores the discursive struggle among security professionals over
the best way to guarantee this security, the related competition for resources in the
burgeoning cyber-industrial complex, and the fate of civil liberties in this turf war. The
Copenhagen School's Securitization Theory goes some way to exploring how support for
certain approaches is rhetorically mobilized, however it is limited in its exploration of
audience response. The theory can therefore be enhanced by looking at the framing and
agenda-setting function of the media in this process, both as an audience and as a
method of disseminating security arguments. This approach allows for a consideration of
the conditions specific to the cybersecurity case—both internal and external to the

speech act—that facilitate audience acceptance.

Keywords: Cybersecurity; Securitization Theory; Media Effects; Framing; Google;
United States of America
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Chapter 1.

Introduction

In the Summer of 2011, a United Nations report declared that access to the
Internet should be considered a fundamental human right (La Rue, 2011), while the
Pentagon declared that computer-based attacks, or ‘cyberattacks’ could be considered
‘acts of war’, potentially meriting a full military response (Gorman and Barnes, 2011).
These statements illustrate the acknowledgement of the now paramount importance
attributed by world leaders to the Internet, however they are indicative of very different
concerns. The Pentagon’s announcement came in the same week as search engine
giant Google's announcement that its digital systems had come under attack for the
second time in as many years; an attack which seemed to have originated in China
(Fiveash, 2011). Conversely the UN’s statement seems to have been prompted by the
role the Internet played in the Arab Spring uprisings and the efforts on the part of
Egyptian, Libyan, and Tunisian governments to control or even deny access to this
valuable resource. The UN had responded by condemning the blocking of Internet

access to quell political unrest (La Rue, 2011).

Concern with the centrality and integration of networked computing into all areas
of society has received most scrutiny in the United States of America, which has spent
the last two decades developing a detailed cybersecurity strategy, and is therefore a
leader for most other countries in the development of cybersecurity policy. Its concerns
have largely focused on two imperatives: the need for secure systems and the
importance of freedom of access. Security and freedom are usually framed as opposites,
with the former often being attained at the expense of the latter (Bigo and Tsoukala,
2008; Chandler, 2008). Political and economic debates within this frame tend to divide
along lines of power; the military, inteligence community, and some members of
government have been pressing for greater regulation and control of Internet-based

communications, arguing that the security of the nation depends upon a secure Internet.
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A burgeoning cybersecurity industry, spawned by the military-industrial complex, is
busily developing solutions for every vulnerability, and marketing to government,
industry, and individuals alike. And on the other side, civil rights groups including the
Electronic Frontier Foundation, American Civil Liberties Union, and the Electronic
Privacy Information Centre have raised concerns about the implication of these

developments on civil liberties, and the need for balanced responses.

This duality of control and freedom lies at the heart of debates over regulation of
the Internet, leading to an often complex framing strategy of Internet-related incidents.
For example, during his 2008 presidential campaign, President Obama declared the
U.S. information infrastructure a ‘strategic asset,’ a move which positioned the Internet
as a significant issue for the military and illustrated the increasing militarization or
‘securitization’ of the Internet (Clarke and Knake, 2010, p. 116). Conversely in 2010,
during the first wave of Chinese cyberattacks on the digital infrastructure of Google—and
up to thirty-three other major U.S. companies—rather than frame the attacks exclusively
as an issue of national security, the Obama administration took the opportunity to
challenge China on its censorship policies, making Internet freedom “a central human
rights issue” (Cha and Nakashima 2010, para. 8). Hillary Clinton’s speech on Internet
freedom the following week proclaimed that “these technologies are not an unmitigated
blessing. These tools are also being exploited to undermine human progress and
political rights... technologies with the potential to open up access to government and
promote transparency can also be hijacked by governments to crush dissent and deny
human rights” (2010, para. 9). The incident provided the opportunity for the U.S. to
challenge, in the name of freedom and democracy, the absolute control that China and
other states attempt to hold over their nation’s Internet. However the security measures
being proposed domestically as a security response to the Chinese attacks promoted

exactly this kind of control, and the risks to civil liberties that this entails.

Framing

These incidents illustrate the importance of ‘framing' in the legitimizing of various
responses. As Robert Entman explains, “[tJo frame is to select some aspects of a

perceived reality and make them more salient in a communicating text, in such a way as



to promote a particular problem definition, causal interpretation, moral evaluation, and/or
treatment recommendation for the item described” (1993, p. 52, emphasis in original).
The same situation can be interpreted in many ways, prompting different responses and
solutions, however the framework of national security creates an imperative to reduce
risks at almost any cost, due to the potentially high cost if these threats are realized.
Therefore the framing of Internet-based risks as posing a threat to national security
legitimizes responses that increase control and surveillance as a way of minimizing risk,
while at the same time reducing privacy and freedom of speech. The implementation of
more restrictive security measures that result in a reduction in the privacy of a nation's
citizenry and an increase in control for security professionals may be seen less as an
unfortunate by-product and more as a favourable consequence when viewed through
the lens of national security and political economy. As the Second World War and the
Cold War have shown, efforts to combat credible threats to national security require the
support of a burgeoning and lucrative security industry.

This thesis will look at the process through which vulnerabilities in the
infrastructure, code, and use of the Internet are framed as national security issues, and
how certain threat frames gain enough salience to be acted upon. It will assess
competing frames that would push policy in a different direction, and the facilitating
conditions that promote the acceptance of the national security frame. A combination of
two theoretical frameworks will be used to examine this process; the first is from
International Security Studies (ISS) and provides insights into the actors, power
relations, and rhetoric of national security. The Copenhagen School of ISS has
attempted to theorize the process of framing risks as issues of national security through
its securitization theory, however it lacks the practical exploration of how security
arguments reach their audience—insight that can be provided by framing research in
Communications Studies as this framing process often happens in the media. By
combining these two approaches this thesis seeks to bring further clarity and insight to

the study of cybersecuritization.

Securitization is defined as a successful speech act through which a variety of
issues are framed by specific actors under certain conditions as issues of security
(Buzan and Hansen, 2009). A ‘referent object'—in this case the state—is said to be

threatened in its very existence, therefore necessitating urgent action (Buzan et al,
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1998). This provides the justification for ‘securitizing actors’ to respond with
countermeasures that may be disproportionate to the threat, and in the case of
cybersecurity, may infringe upon civil liberties. Securitization takes a constructivist
standpoint, seeking to broaden the concept of security beyond the traditional bounds of
nation-state and military conflicts by examining discourses of insecurity or
“representations of danger,” how they work, and what they do (Weldes et al, 1999, p.
10). This approach allows the researcher to denaturalize the common sense by
subjecting it to scrutiny. By having the ability to define ‘reality, the dominant
representations of insecurity are not critically engaged with; they are seen as objective
truths, rather than “interested constructions” (ibid, p. 17). Constructivist approaches to
security studies are particularly useful for examining cybersecurity as computer-based
threats are often non-traditional, non-state, and non-military, and therefore fall outside
the realm of traditional security studies. Such an approach also provides a framework for
examining the vested interests behind a claim of security for new threats such as those
in the cyber-realm, denaturalizing “the putatively given agents, such as states and other
communities... the relations given among subjects... [and] the insecurities faced by

those subjects as apparently objective threats” (ibid, p. 20).

However securitization theory is underdeveloped in a number of ways, most
obviously with respect to the role of the audience. The audience is central to a
securitization because, as Ciaran O'Reilly notes, in national security arguments, “the
referent object and the audience are often one and the same” (2008, p. 68); those who
are the target of the securitization are also often those who are threatened. Therefore
the acceptance of a securitization is contingent on an argument that resonates strongly
with the target audience. However the theory fails to develop an account of which
audiences are targeted, how a security speech act reaches its audience in a practical
sense, and when or why the securitizing move is accepted (Dunn Cavelty, 2008;
Balzacq, 2005; Vultee, 2011). It is here that communications research into media effects
can be used to develop the theory further, as it provides a long history of research
examining how those in positions of power transmit their argumentative practices, and
how and when these frames are accepted by an audience (Entman, 1993; Pan and
Kosiki, 1993; Fairclough, 1989). While some Copenhagen School scholars have

referenced the role of the media in the securitizing process, it has not been fully



explored; meanwhile scholars of communications have long argued for the “centrality of
media accounts in forming and shaping public opinions of distant events” (Vultee, 2011,
p. 77; see also Lasswell, 1948; Katz and Lazarsfeld, 1955; Herman and Chomsky,
1988). Similarly, securitization can be used to develop a more reflexive understanding of
media effects, by exploring the facilitating conditions which increase the likelihood of a
frame’s success rather than looking at the speech act in isolation, and by looking at the
media as an audience itself. The two approaches are therefore quite complementary, as
can be demonstrated with a comparison of their central questions. Securitization seeks
to assess who is able to securitize, who or what is threatened, the results of this
securitization, and under what conditions this is able to occur (Buzan et al, 1998, p. 32).
Similarly, media effects scholar Harold Lasswell asks ‘who says what to whom, through
what channel and to what effect?’ (1948).

Several scholars have recently applied media effects insights to securitization in
order to develop a more accurate understanding of how widespread support was
garnered for military action in Iraq (O’Reilly, 2008), or how questions of immigration are
framed as issues of terrorism (Vultee, 2011). While scholars have also significantly
developed the centrality of the audience in securitization theory (Stritzel, 2007; Balzacq,
2005; MacDonald, 2008), and Myriam Dunn Cavelty has done so specifically with
respect to cybersecurity (2008), there is currently a gap in the literature wherein a media
effects approach could be applied to the securitization of cybersecurity. Cybersecurity,
more than most other points of national vulnerability, is an ideal case study as it relies
almost completely on hypothetical future events, which is a central tenet of securitization
(Buzan et al, 1998, p. 32). Whereas the potential terrorist connections of immigrants, or
the need to take military action in Iraq rely on the invocation of the 9/11 attacks and the
threat of a repeat occurrence, there is no similar threat to point to in cybersecurity.
References are made in cybersecurity literature to a range of past national security
threats, from 9/11 to Pearl Harbour to nuclear war, but none of these examples clearly
illustrate how a cyberattack might occur, what impact it would have, and what exactly
people should fear. In the absence of a concrete example of the destructive power of a
cyberattack, the persuasive strength of the framework, the position of the securitizing
actor who performs the speech act, and the transmission of the message through mass

media must be wholly relied upon to produce the desired effect in the audience.



Therefore an analysis of securitization as a theory of media effects as applied to

cybersecurity would be an important contribution to the field.

Cyberspace

The following chapters will map the development of the 'cybersecurity’ sector in
the United States, wherein ‘cyberspace’ is constructed as both insecure and integral to
the proper functioning of society, thus necessitating urgent action to combat threats. The
definition of the term ‘cybersecurity’ will be developed throughout this thesis; however an
initial working definition can be drawn from S. 3480, the Protecting Cyberspace as a
National Asset Act of 2010. This document defines cybersecurity as involving the
protection or defense of cyberspace, which encompasses “the interdependent network
of information infrastructure, and includes the Internet, telecommunications networks,
computer systems, and embedded processors and controllers in critical industries”
(2010, p. 3). The popular understanding of cyberspace and cybersecurity usually refers
only to the Internet, however it is important to bear in mind the wider telecommunications
networks that support and are connected to the Internet, as well as the independent

networks and intranets used by critical infrastructure.

Cyber-Threats

The securitization of cyberspace is a fairly recent phenomenon; only since the
early 1990s has ‘cybersecurity’ developed as a concern, rather than simply ‘computer
security’. This is because the network we know as ‘the Internet’ today was not developed
with security in mind. As a military project, the security of ARPANET was based on the
fact that it was a closed system with a small number of trusted users. Even after the
military relinquished control and networked computing was commercially developed into
the World Wide Web that we use today, there was no concept it would eventually be
used by a seemingly unlimited number of largely anonymous users for financial
transactions, the transmission of sensitive personal information, government
communications, or increasing the efficiency of utility usage in homes. Internet legal

scholar Jonathan Zittrain explores the way in which this openness has allowed for



innovation, but has also posed problems for security in his book The Future of the

Internet. He says of the Internet and the PC,

[bloth platforms were released unfinished, relying on their users to figure
out what to do with them—and to deal with problems as they arose. This
kind of openness isn’t found in our cars, fridges, or TiVos. Compared to
the rest of the technologies we use each day, it's completely anomalous,
even absurd... We wouldn’t want our cars, fridges, or TiVos to be altered
by unknown outsiders at the touch of a button—and yet this remains the
prevailing way that we load new software on our PCs. (Zittrain, 2008, p.
IX-X)

Today the majority of Internet-based communications in the U.S. travel over the
same ‘backbone’ of fibreoptic cables that are owned and maintained by six commercial
service providers: Verizon, AT&T, Qwest, Sprint, Level 3, and Global Crossing, causing
concern about vulnerability to attack for two major reasons. Firstly, critical
infrastructure—including information systems and telecommunication, energy and
utilities, transport, and finance—is becoming increasingly dependent on networked
computing, which includes some level connection to the Internet. By connecting critical
infrastructure to these public providers, facilities could become vulnerable to attack, as
they could be hacked into by outsiders and damaged. Fears about threats to critical
infrastructure have been the main focus of state concern over cybersecurity for decades,
though the validity of such concern is questionable—'networked’ does not necessarily
mean ‘connected to the Internet, a misunderstanding that fear-mongerers seek to

exploit, as will be shown.

A second area of concern is that non-classified military, government, and
intelligence communications, by and large, travel across these same commercial
networks and therefore an ‘attack’ on a commercial network could affect the ability of
these organizations to communicate. The Department of Defense’s classified network,
SIPRNET, uses a separate backbone router system, but the unclassified NIPRNET
relies on access to the Internet. Similarly, most military-use hardware (computers,
printers, scanners, webcams, etc) and software (for years Windows was the most
popular operating system, despite the greater security offered by a more customizable
OS like Linux) is bought 'off the shelf,’ meaning that the machines and even the code

that they run on come from all over the world (Clarke and Knake, 2010, p. 86). The lack



of control and oversight in the production process has caused concern in military circles,
where the fear is that vulnerabilities could be introduced, unintentionally or otherwise
(Clarke and Knake, 2010; Clark and Levin, 2009). It has been suggested that software
could house built-in ‘logic bombs,’ ready to go off on-command and shut down websites,
communications networks, banking systems, and defense systems (Clarke and Knake,
2010). Alternatively viruses and trojan horses, unwittingly downloaded by hapless users,
could spread rapidly through a network, building backdoors into systems and allowing for
espionage or the theft of intellectual property (ibid). Because of this interconnectivity,
national security is dependent not only on the military, but also on the behaviour of
private industry and individual citizens. This dynamic has facilitated a push towards
greater control of networks, and a need to convince individuals of the national security

imperative online.

Civil Liberties

Given its by-design insecurity, this thesis does not question the fact that the
Internet could be (and should be) more secure. However the implications of attaching
the national security label to cyberspace legitimizes actions by government actors which
necessarily restrict the freedoms of the populace. As Didier Bigo and Anastassia
Tsoukala argue, security is mainly about sacrifice: of people, through determinations of
who needs to survive, and of values, as violence and coercion are legitimized as an
inevitable side effect of security (2008, p. 2). In cybersecurity discussions emphasis is
often placed on the attribution of attacks—a difficult task in the anonymous realm of
cyberspace—and their prevention through the monitoring of network traffic using deep
packet inspection (Clarke and Knake, 2010; McConnell, 2010). A steady push has been
made towards the reduction of anonymity online since the 1990s, when the government
tried to mandate encryption technology known as the ‘Clipper Chip’. This chip would
allow communications to be encrypted, thus providing privacy, but the government would
hold a decryption key, in case this privacy was used to conduct terrorist activity (Saco,
1999). Unsurprisingly this idea was rejected by citizens and businesses alike. However
the imperative to remove anonymity has only grown more urgent as networked
communications have become more integrated into society. The National Security

Agency’s warrantless wiretapping program—begun in secret but publicly justified by the



national security imperative—is an example of the belief among security professionals of
the necessity of surveillance online, regardless of the impact on law-abiding citizens
(Kravets, 2011).

A less popular suggestion is the ‘lockdown’ method highlighted by Zittrain,
wherein networks and the connected critical infrastructures are more strictly regulated by
government—a distasteful suggestion for private industry. The recently discussed
Cybersecurity Act went so far as to propose that the President be given an Internet ‘Kill
swtich,” or the authority to tell any service provider, website, or infrastructure owner to
shut off connection to the Internet in the event of a ‘disruption’ in cyberspace (Sanchez,
2009). The possibilities for misuse were obvious enough that the Bill was quickly
rejected. However the scheme resurfaced the following year in the Protecting
Cyberspace as a National Asset Act (2010). The degree of invasiveness and restriction
afforded by these surveillance and control measures will vary depending on which
security actor’'s argument carries the most weight. Therefore in analyzing the impact of
the dominant argument, this thesis will question whether cyberspace will be preserved
as an open, global commons of information, or whether we will see increasing digital
controls, regulation, and surveillance (Deibert, 2003; Deibert et. al, 2010; Saco, 1999).
Unfortunately for civil rights advocates, the political and economic interests of security
industries and the military are very much in line (Edwards, 1996; Singer, 2003; Smythe,
1986).

Chapter Outline

The first chapter will outline the benefits that a constructivist perspective brings to
the analysis of cybersecurity, and will then outline securitization theory, the social
constructivist framework of the Copenhagen School. It will highlight the strengths and
weaknesses of this approach, and insights that other scholars—particularly Myriam
Dunn Cavelty (2008)—have brought to the theory which develop it further. The main
critique of securitization theory will be that it focuses on the 'perlocutionary' (persuasive)
or 'illocutionary' (performative) elements of the speech act—the linguistic construction of
a declaration of insecurity—while it is less clear about the circumstances in which this

speech act occurs, how these circumstances facilitate its acceptance, and the role that



the audience plays in this process. Using Dunn Cavelty’s insights as well as the
incorporation of media effects research, this chapter will suggest that the media has a
central role to play in the construction, dissemination, and acceptance of the national
security frame. At the end of the chapter some alternative frames will be outlined, and it
will be suggested that the media can promote the acceptance of security frames, or

guestion them and support the acceptance of alternative frames.

In order to avoid a “hypodermic needle” approach to media effects which ignores
audience agency and individual differences, it is important to bear in mind Tiery
Balzacq's contention that securitizations are accepted by an audience “based on what it
knows about the world” (in Vultee, 2011, p.78). This consideration of context is essential;
actors cannot simply 'speak security' about any topic and have an effect. However given
the right context, acceptance of a securitizing move is more likely. Therefore the second
chapter will review the development of the concept of cybersecurity in order to highlight
the facilitating conditions that make networked computing uniquely suited to
securitization and militarization, and the reasons that computer security became a
concern of national security at the time that it did. The centrality of networked computing
in today’s society has prompted concerns over the vulnerabilities this could introduce to
critical infrastructure, and a variety of recent incidents have suggested that this fear is
not unfounded. This has resulted in an assessment of cybersecurity using a national
security framework rather than one of technical computer security. However this shift did
not occur suddenly and independently; there is a long historical relationship between
networked computing and the military. Since the First World War, societal, geopolitical,
and technological shifts have changed the way that wars are fought, necessitating the
use of more and more advanced technology due to the need for more accurate
weaponry. These shifts in warfare strategy have been variously referred to as total vs.
limited war, conventional vs. counterinsurgency, symmetrical vs. asymmetrical, modern
vs. postmodern, and the revolution in military affairs (Whyte, 2010; see also Gray, 1997;
and Berkowitz, 2003). While their emphases differ, these labels all reference changes in
the way wars are fought, the blurring of the apparent distinction between civilian and
military affairs, and the expansion of the concept of national security beyond the scope
of traditional warfare to combat adversaries as wide-ranging as poverty, drugs, and

terror. It was in this context of the informationalization of war that the military project
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ARPANET was created. Similarly the expansion of the military mandate has allowed for
the militarization of cyberspace, as information communication technologies have
become a focal point not only for the military-industrial complex—sometimes referred to
as the cyber-industrial complex—nbut also for the various military departments seeking to
justify their continued existence and influence following the end of the Cold War and the
resulting threat deficit. In looking at this history it is possible to identify the facilitating
conditions which allow for cybersecurity to be brought to the attention of government
officials, providing a ‘policy window’ through which the problem can be moved into the

political agenda.

In the third chapter a combination of quantitative and qualitative methods will be
used to gather and analyze data illustrating the media framing of cybersecurity. Using
content analysis, a set of keywords that are representative of cybersecurity discourse
will be used to locate news articles in the U.S. media publications with the widest
circulation during the period spanning the last three administrations. Cybersecurity was
accorded a prominent role in national security strategy during Bill Clinton’s presidency,
although its origins can be traced back much further (Dunn Cavelty, 2008, p. 66). This
thesis will look at the development of a cybersecurity agenda during the Clinton, Bush,
and part of the Obama administrations. The data set will then be assessed using a
framing analysis that draws on insights from Robert Entman, as well as Norman
Fairclough's Critical Language Study (1984). The combination of quantitative and
gualitative methods not only allows for the identification of trends over time, indicating
growing public awareness of cybersecurity issues and the periods during which they
received most attention, but also shows how the discourse has shifted around these
issues, how other events may have affected who and what is perceived as a threat, and

whether the media endorses or questions the securitizing frame.

The fourth chapter will present the analysis of securitization as a media frame of
cybersecurity. Within securitization theory, the media can be seen as both an audience
and as ‘functional actors,” or actors who influence the dynamics of the security field
without being the ones to actually perform the security speech act. By choosing either to
promote audience awareness of the security speech act by using the frames of the
securitizing actors and publishing their opinions, or choosing to promote alternative and

conflicting frameworks, the media can influence whether a securitizing move is likely to
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reach a wider audience. To this end, this analysis will show how the popular
understanding of the term ‘cybersecurity’ has developed over the last three
administrations, highlighting the competing frameworks that are present in discussions of
cybersecurity, and explaining how they can influence the meaning attributed to events.
Whether or not events are understood to be issues of cybersecurity will affect whether
they function as ‘focusing events,’ i.e. events which allow a condition to be seen as a
problem necessitating action, and thereby giving certain actors the opportunity to gain
attention for this problem area on the political agenda (Dunn Cavelty, 2008). The
suggestion is not that media framing necessarily shapes policy, but rather that there is a
connection between the agenda-setting function of news media, and the ability of
parallel discourses in policy to become predominant, operationalizing responses to

threats which increase government control over the Internet.

The final chapter will take a detailed look at a case study highlighted by the data
analyzed in the previous chapter and which exemplifies security professionals’ use of the
media to promote their preferred framing of cybersecurity incidents. Using a second data
set, the chapter will analyze the framing of the 2010 cyberattack on Google and up to
thirty-four other U.S. organizations which was attributed to China. This is an excellent
example of the importance of media framing to the interpretation of cybersecurity
incidents, and the ability of the media to question this framing. The Google and China
incident can be seen as a flashpoint in the development of securitizing rhetoric around
cybersecurity. It is clear that the targeting of the U.S. technology industry was not an
unusual occurrence, and that U.S. industry as well as government and defense had
been having problems with Chinese hackers for years. What makes this incident so
significant is the fact that, not only do the combined efforts of Google and the U.S.
government clearly influence the framing of the cyberattack so that it is seen as a major
security incident, but they successfully reframe the debate over the sacrifice of civil
liberties in the name of security, portraying increased government regulation and control

as necessary for Internet freedom.

This thesis will address the following questions: how does computer security
become framed as a concern of national security? How is it placed on the political
agenda? What are the implications of addressing cybersecurity through a national

security framework? How does the construction of the threat change over time? What
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consideration, if any, is given to civil liberties? And finally, can the media influence the
acceptance of these frameworks, and thus promote the securitization process, or even

promote alternative frameworks and encourage dialogue and dissensus?
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Chapter 2.

Theories of Securitization as Media Effects

No other concept in international relations packs the metaphysical punch,
nor commands the disciplinary power of ‘security.” In its name peoples
have alienated their fears, rights and powers to gods, emperors, and most
recently, sovereign states, all to protect themselves from the vicissitudes
of nature — as well as from other gods, emperors, and sovereign states. In
its name weapons of mass destruction have been developed which
transfigured national interest into a security dilemma based on a suicide
pact. And, less often noted in [International Relations], in its name billions
have been made and millions killed while scientific knowledge has been
furthered and intellectual dissent muted. (Der Derian in Nissenbaum,
2005, p. 69)

As this quote from James Der Derian points out, the ability to ‘speak security’ can
have an enormous impact on the willingness of a population to tolerate violations of its
civil liberties and more, in order to ensure its safety. This understanding that safety
comes at a price suggests that security is mainly about sacrifice: of people, through
determinations of who needs to survive, and of values, as violence and coercion are
legitimized as an inevitable side effect of security (Bigo and Tsoukala, 2008, p. 2). This
state of affairs has been exacerbated by the September 11, 2001 terrorist attacks, which
promote a new conceptualization of security in which everyone is a potential threat and
everyone is therefore suspect, an attitude that neatly continues from anti-Communist
fears and initiatives (Lyon, 2003, p. 7). As Jennifer Chandler points out, “[s]ince terrorism
(particularly suicide terrorism) is not easily deterred by punishment after the fact, the
pressure to detect and preempt terrorist plots is strong. Increased surveillance is
therefore a predictable response to a dramatic terrorist attack” (2008, p. 125). The
increase in the ability to process and analyze huge amounts of digital information that is
made possible by computerization and the level of incorporation of digital technologies
into everyday life, provide opportunities for surveillance like never before (Haggerty and

Ericson, 2006). This drive towards increased surveillance and control is also a result of
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arguments that our national digital infrastructure is vulnerable to attack, and therefore so
are the many critical infrastructure systems that depend on it—including energy and
utilities, transport, and finance (Clarke and Knake, 2010; Clark and Levin, 2009; Deibert,
2003; Nissenbaum, 2005).

The process through which officials are able to ‘speak security’ and thereby
designate an issue as a threat is explored by the Copenhagen School’'s theory of
‘securitization’. This provides a useful starting point to explore the way in which
networked computing is characterized as threatened or threatening. Drawing from
speech act theory, the Copenhagen School posits that the securitization process begins
with a ‘speech act’ or a performative utterance which can bring about a condition by
pronouncing it, similar to the idea of a pronouncement of marriage (Austin, 1975).
Securitization also has some clear similarities to framing, in that the issue is linguistically
constructed in a specific way to encourage a desired effect. However beyond the speech
act itself, how is an issue brought to the attention of both policymakers and the public,
and placed on the security agenda? The Copenhagen School itself acknowledges that
just speaking security is not in itself enough, and there are other ‘facilitating conditions’
which need to be present in order for a securitization attempt to be successful (Buzan et
al., 1998). Most notably, the socio-political position of the ‘securitizing actor’ or the
person who performs the speech act must be such that he or she is in a position of
authority and is an accepted voice of security. However as Myriam Dunn Cavelty (2008)
has explored in an important critique and development of securitization theory, the
process through which an actor comes to speak security, and what happens after,
eventually resulting in the acceptance of the speech act, is far more complicated and
reflexive than the Copenhagen School’s framework acknowledges. Her critique will be
outlined here in order to explore securitization as a more comprehensive framework,
however it is still somewhat lacking as it does not explain how exactly the security

speech act reaches its audience in order to be accepted and responded to.

This is where communications research into media effects can be useful, as it
has highlighted the framing and agenda-setting functions of media, and the complex
ways in which messages are encoded, decoded, and responded to. Gaye Tuchman
suggests that “news imparts to occurrences their public character as it transforms mere

happenings into publicly discussable events” (1978, p.3). Fred Vultee echoes these
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sentiments in his exploration of securitization as a theory of media effects, wherein he
notes, “[m]edia frames are the lens through which the public sees an issue... either as a
routine matter best dealt with through the normal workings of law enforcement and
politics or as a crisis that requires extreme measures for indefinite periods” (2007, p. 3).
While this may not produce the desired effect of the frame as there is ho guarantee that
an audience will accept what it is told by the media, research suggests that under the
right circumstances, the media can have an agenda-setting function, and can influence
opinion formation (Robinson, 2001; Pan and Kosiki, 1993; Entman, 1993). Harold
Lasswell's (1948) question, posed over eighty years ago, of ‘who says what to whom, in
what channel, and to what effect’ set the tone of communications research for a
generation, and bears strong similarities to the central question of securitization theory,
which asks who is able to securitize, who or what is threatened, what are the results of
this securitization, and under what conditions is this able to occur (Buzan et al., 1998, p.
32). Therefore the insights of communications theorists that have built upon, questioned,
and developed the work of Lasswell and other scholars of media effects can provide
much-needed clarity on how security speech acts are transmitted to an audience, and
what conditions are necessary for their acceptance.

This analysis will begin by looking at the rhetorical power of the concept of
security and the ways in which it can be successfully applied to networked computing or
‘cybersecurity’, before turning to the discursive process of securitization to show how the
threat is constructed, and finally looking to research into media effects to establish the
role of the media in the dissemination of these ideas. It will argue that research shows
some degree of influence by the media on public opinion, although this is mediated by
multiple external factors as well as personal variables. It will also suggest that the
institutional conventions of the media predispose it to supporting a securitization attempt;
however this does not have to be the case. There may be some situations in which it is
possible for the media to play a more active role in deciding the success of a securitizing
move. The little research that exists on securitization and the media has thus far focused
on the effect of the media on audiences, thereby assuming the acquiescence of the
media in the securitization process. This chapter questions that assumption, and seeks
to develop a fuller understanding of the role of the media in securitization, and in cyber-

securitization specifically.
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What is ‘Security’?

In security studies, ‘security’ is generally understood to involve the state and its
experience of threats (Weldes et al., 1999, p. 9). Drawing on Arnold Wolfers’ definition of
national security as “the absence of threats to a society’s core values”, Eriksson and
Giacomello suggest that, “[i]f modern, economically developed countries are increasingly
becoming ‘information societies’, then, following Wolfers’ argument, threats to
information can be seen as threats to the core of these societies” (2007, p. 2). However,
what these core values are and how they should be protected is understood differently
through different theoretical perspectives. The three main perspectives in security
studies are realism, liberalism, and constructivism, and they bring different elements to
the study of security. Eriksson and Giacomello argue that constructivism, which is the
basis for securitization theory, is the best fit for examining the discursive process through
which cyberspace is framed as a concern of national security. Realism takes the state as
its primary unit of analysis, and therefore there is little room in this interpretation for non-
state actors to exercise power. Eriksson and Giacomello suggest that “[r]lealists might
consider IT-related security threats to be largely an economic issue, not necessarily
affecting the security of states and not in themselves security threats” (ibid, p. 12). If
such threats were to be acknowledged, it would be through an information warfare
framework, as a new technological or psychological component in a traditional conflict
(ibid). Liberalism takes a much broader perspective, emphasizing the plurality of
international actors and the significance of non-state actors, as well as the importance of
domestic political factors on the behaviour of states (ibid, p. 13). This broader view is
more suited to an analysis of cybersecurity as attacks are not often militarily-based,
attribution is difficult due to the remote nature of the attacks and the ease of
anonymization, and cyberthreats involve a range of trans-national actors. However
liberalism tends to see the costs of the interdependence promoted by ICTs in economic
terms, and it tends to take an optimistic perspective on interdependence, rather than
seeing it as increasing vulnerability and insecurity. While networked computing has
created tremendous benefits, it is important to acknowledge that it has also brought

vulnerabilities and can be misused (ibid, p. 14 and p. 17).
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Constructivism emphasizes the interpretative nature of social reality and its

distortion depending on that interpretation. As Eriksson and Giacomello explain,

[a]t the most basic level, actors have a set of norms—beliefs about right
and wrong. Norms shape identities—the separation of ‘we’ from ‘them.’ In
turn, identities shape interests. Importantly and in contrast to rationalism,
all of these elements are seen as inherently dynamic. If interests change,
it is because there is an underlying shift in identities and norms. (ibid, p.
18)

In contrast to realism and liberalism, “[clonstructivism... does not take a general stance
as to what can or cannot be framed as a security threat and how such threats can be
dealt with” (ibid, p. 19). It focuses instead on how disparate issues become threats. This
means that the widest possible range of security threats can be addressed. In looking at
the construction or framing of reality, constructivism makes clear the choices that result
in the characterizing of issues in certain ways. Copenhagen School scholars Buzan et al.
assert that “[aJctors can choose to handle a major challenge in other ways and thus not
securitize it. The use of a specific conceptualization is always a choice—it is politics, it is
not possible to decide by investigating the threat scientifically” (1998, p. 32).

Acknowledging that threats to security are constructed does not mean that they
are fictional. This becomes clear by looking at security and the related concepts of risk
and vulnerability. Risk refers to imagined futures; as Ulrich Beck has explained, “risks
are not ‘real’, they are ‘becoming-real”—they are not real until they actually occur, at
which point they become a catastrophe (in Van Loon, 2002, p. 2). Similarly Buzan et al.
explain that discussions of security are “about the future, about alternative futures—
always hypothetical—and about counterfactuals: What will happen if we do not take
‘security action’... and what will happen if we do?” (1998, p. 32). Anthony Giddens traces
the origin of the word ‘risk’ into banking and investment, where it “came to refer to a wide
range of... situations of uncertainty” (2002, p. 22). There is no concrete way to predict
future ‘reality,” only possible constructions of future realities. While risk implies an
assessment or evaluation of a situation to ascertain the likelihood of a set of outcomes,
this assessment is just as prone to subjective influence as an assessment of security
threats. Security and risk are based upon the idea of vulnerability, which “refers to a

system’s condition- to its ability to anticipate, resist, cope with, and possibly recover from
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events that could reduce the system’s functional integrity” (Bijker, 2006, p. 57).
Conversely risk—and security—differs in that it is “an outcome-oriented notion. It
conceptualizes the effects of a possible, harmful event” (ibid). Vulnerability can therefore
be understood as an objectively characterized weakness in the system, and whether this
results in outcomes that are good or bad is down to the interpretation and

contextualization of those weakness—how they are constructed or framed.

In this way, constructivism can be used to understand the relationship between

vulnerability, risk, and security. As Bijker explains,

[a] vulnerable system may vyield certain risks, when it could produce
damage, depending on the circumstances. A risk analysis can, vice
versa, be helpful in assessing a system’s vulnerability: analysing the
chances (and resulting damage) of subsystem or component failure may
help to get to grips with at least the technical aspects of a system’s
vulnerability. (ibid)

This is especially relevant to an assessment of threats to the security of the Internet, as
its vulnerabilities can also be seen as its greatest strengths. While the openness and
flexibility of the Internet make it vulnerable to manipulation and attack, these are also the
qualities that make it most resilient and effective for independent coordinated action, and
for innovation. Bijker highlights the importance of acknowledging this duality in risk
assessment when he notes the necessity “to assess risks and benefits within one
framework: risks cannot be evaluated without also evaluating the positive effects of the

actions that generate them” (Bijker, 2006 p. 57).

Constructivism is also particularly useful when looking at issues of cybersecurity
as threats to or through networked computing would not traditionally be seen as issues
of national security. However if we understand ‘security’ as a constructed concept
wherein it represents “the condition of being protected from danger, injury, attack
(physical and non-physical), and other harms, and protection against threats of all
kinds,” the ‘harm’ that can be caused will be dependent how security is constructed
(Nissenbaum 2005, p. 64). Constructing a threat as causing national rather than
technical harm legitimates a specific type of response. As Helen Nissenbaum illustrates,
in a technical computer security framing, protection from the threat of harm focuses on

attacks which threaten the availability, integrity, or confidentiality of a system, an
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imperative which is arguably consumer or private interest-driven rather than suggesting
a moral imperative (ibid, p. 64-65). As a result, solutions seek to fortify individual nodes
on the network in order to strengthen protections before attacks occur, rather than
attempting to identify would-be attackers (ibid, p. 71). However imbuing computer
security with the moral force of national security promotes different strategies of
protection from harm. Such a response seeks to stop an imminent attack before it occurs
by making everyone suspect, and therefore promoting increased centralized surveillance
(ibid).

Cybersecurity incidents are also often framed as national security issues even
though they seem to be more accurately described as instances of computer-based
crime. For example the often-cited computer-based attacks perpetrated against Estonia
in 2007, and Georgia in 2008 involve strong elements of ‘cybercrime’ but are popularly
seen to be some of the first examples of ‘cyberwar’ (Clarke and Knake, 2010). Micheal
Van Eeten and Johannes Bauer explain that these incidents “combine criminal
resources and terrorist purposes” as the attacks targeted the infrastructure of a nation-
state, but used computer resources from Russian criminal organizations. In addition, no
nation claimed responsibility and the attacks could not be clearly attributed (2009, p.
229-230). The choice of a national security frame rather than one of law enforcement is
significant to the construction of these attacks because they produce “very different and
conflicting policies, both in terms of goals as well as means” (ibid). The law enforcement
framework acknowledges that “it is economically rational to tolerate certain level of
insecurity [sic]” and “[a]ll markets are afflicted with a certain level of crime”, however
“[tlhe costs of higher security have to be weighed against the benefits” (ibid), which
bears similarities to Bijker's assessment of the duality of vulnerability in risk assessment.
By contrast, the national security framework does not look at actual damage, but rather
potential damage—‘potential’ being understood in terms of worst-case scenarios. As the
worst-case scenarios are potentially very severe, the logical response is to do everything
possible to prevent such events from happening. As a result, Van Eeten and Bauer

explain that,

rather than interventions based on actual costs and benefits of
(in)security for societal actors, the interventions would be driven by the
potential costs to society of attacks that have not yet occurred. The word
‘benefits’ is missing from the last part of that sentence because they
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rarely seem to play a role in national security when considering policy
options. (ibid)

This focus on potential futures is further complicated due to the reliance in the
security field on 'experts' who are not always held accountable. As Didier Bigo notes,
there is a “lack of precision required for threats identified by the professionals who know
some ‘secrets.” Amateurs always need to ‘prove’ their claims, whereas professionals,
whether public or private, international, national, or local, corporate or public, can evoke
without demonstrating” (2002, p. 74). Lene Hansen and Helen Nissenbaum argue that
while the reliance on technical, expert discourse is not unique to cybersecurity,
“[technifications] have been able to take on a more privileged position than in any other
security sector” (2009, p.1168) as the field of computer security often requires
knowledge that is not available to the general public. This is important because—as
speech acts that are similar to securitization—the effect of 'technifications' is that “they
construct an issue as reliant upon technical, expert knowledge, but they also
simultaneously presuppose a politically and normatively neutral agenda, that technology
serves” (ibid, p. 1167). Therefore the simultaneous use of both securitization and
technification in cybersecurity discourse is significant because they “work to prevent it
from being politicized in that it is precisely through rational, technical discourse that

securitization may 'hide' its own political roots” (ibid, p. 1168).

It is therefore important to interrogate a construction of computer security as
having national security impacts. Given the reliance of so many areas of society on the
proper functioning of the Internet, as well as the apparent vulnerabilities that connectivity
introduces to critical infrastructures, and the centrality of networked communication to
the military and to government, the security of the Internet can be argued to be of
national importance. However, it is clear that constructing a computer security issue as
relevant to national security necessitates certain responses. This invocation of security
and its effects is the object of study of Barry Buzan, Ole Waever, and Jaap de Wilde of
the Copenhagen School of International Security Studies. Their theory of ‘securitization,’
outlined in their 1998 book, Securitization: A New Framework of Analysis, will be the

starting point for the framework of analysis developed in the rest of this chapter.
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Securitization Theory

Situated between security studies, speech act theory, and the Schmittian concept
of state and security politics, the Copenhagen School’'s concept of security involves
“national security discourse, which implies an emphasis on authority, the confronting—
and construction—of threats and enemies, an ability to make decisions, and the
adoption of emergency measures” (Hansen and Nissenbaum, 2009, p. 1158).
Securitization can be seen as a part of threat politics, that Myriam Dunn Cavelty defines
as “the political process by which threats are moved into and removed from the political
agenda or which alters the face of threats on the political agenda” (2008, p. 24). In its
focus on agenda setting, securitization can be seen as a type of framing, which Edelman
explains allows “the character, causes, and consequences of any phenomenon [to]
become radically different as changes are made in what is prominently displayed, what
is repressed and especially in how observations are classified” (as cited in Entman,
1993, p. 54). The type of frame used may provide completely different interpretation of
events, and therefore suggest different solutions when compared to another frame.
Threat frames, according to Dunn Cavelty, involve the development of interpretive
schemata through which agents decide whether something counts as a threat or risk,
how to respond, and who is responsible (2008, p. 30). According to this understanding,
security is not an objective or subjective condition, but rather a concept that has a

discursive and political force that ‘securitizes’ (Hansen and Nissenbaum, 2009, p. 1158).

The construction of a securitizing move involves a ‘referent object’, in this case
the state, which is said to be threatened in its very existence, therefore necessitating
urgent action (Buzan et al., 1998). This provides the justification for securitizing actors to
respond outside normal political procedure with countermeasures that may be
disproportionate to the threat, and may infringe upon civil liberties. According to the
Copenhagen School, “[t]he invocation of security has been the key to legitimizing the
use of force, but more generally it has opened the way for the state to mobilize, or to
take special powers, to handle existential threats” (Buzan et al., 1998, p. 21). In some
cases, a securitizing move can even be expanded beyond a 'normal' level by
exaggerating threats and promoting excessive countermeasures, a situation that Buzan

terms a 'hypersecuritization' (2004, p.172). If a securitizing move is successful, an
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audience will tolerate violations of rules that would otherwise have to be obeyed, for
example the restriction of free speech, or freedom from unreasonable search and
seizure. Therefore the central question of securitization theory asks who is able to
securitize, which issues or ‘threat subjects’ are securitized, who or what is threatened
(the referent object), the results of this securitization, and under what conditions this is

able to occur (Buzan et. al, 1998, p. 32).

In focusing on the framing of insecurities, Buzan et. al are less concerned with
providing an objective characterization of threats, vulnerabilities, and modes of defence,
and more with providing a systematic account of the ways specific conditions, states-of-
affairs, or events are posed by significant social actors as threats to security and come
to be widely accepted as such. As Dunn Cavelty notes, this perspective essentially
absolves the researcher from the task of judging whether or not a threat is ‘real’ (2008,
p. 25). Without a clear understanding of the ‘reality’ of the threat, it is difficult to establish
an accurate characterization of the threat subject, and the legitimacy of the
securitization. But attempting to put forward an idea of objective ‘reality’ is also
problematic, especially in an area as subjective as security. As Jennifer Chandler notes,
security is not a limited value, and so we are likely to want more of it regardless of any
objective characterization of the situation. However this can be problematic as obtaining
security often involves giving up some of another value such as privacy (2008).
Estimations of what level of insecurity can be tolerated, how much security to strive for
and how much privacy to relinquish will be different for different people, dependant on
various factors such as institutional or cultural influence. Yet even subjective estimations
of the threat subject can be considered to be just as important as objective or ‘real’
estimations, as a response can be easily mobilized when there is a subjective
understanding, whereas a lack of subjective response to a ‘real’ or objective threat could
be more dangerous for a nation, as it creates a false sense of security and promotes
behaviour that might otherwise be seen as unwise. Securitization theory holds that those
with the power to speak security have the ability to define reality, and therefore the
researcher must denaturalize the 'common sense' by viewing dominant representations
of insecurity not as objective truths but rather “interested constructions” (Weldes et al.,
1999, p. 17). This allows for the examination of the vested interests behind a claim of

security for new threats such as those in the cyber-realm, questioning “the putatively
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given agents, such as states and other communities... the relations given among
subjects... [and] the insecurities faced by those subjects as apparently objective threats”
(ibid, p. 20).

The concept of securitization relies upon the understanding that “the very
utterance of ‘security’ is more than just saying or describing something but the
performing of an action,” with the potential to create a new reality (Stritzel, 2007, p. 362).
This idea is taken from speech act theory, developed by Austin (1975) and suggests that
language is performative in that “expression is a social act involving a sender and a
receiver who operate under arbitrary conventions or ‘constitutive rules’ that affect their
behaviour” (Dunn Cavelty, 2008, p. 25). However as Fred Vultee points out, this
conceptualization contains an unresolved contradiction: “How can the act of speaking
security be performative if it relies on the consent of the audience?” (2011, p. 77). Buzan
et al. qualify their speech act proposition by explaining that it is “not defined by uttering
the word security. What is essential is first the designation of an existential threat
requiring emergency action or special measures, and then the acceptance of that

designation by a significant audience” (1998, p. 27; italics in original).

Despite acknowledging the central importance of the audience, this remains an
underdeveloped aspect of securitization theory. Ole Waever himself has highlighted the
conceptual flaw of the operationalization of audience acceptance, as “it remains largely
unclear which audience has to accept what argument, to what degree, and for how long”
(in Dunn Cavelty, 2008, p. 26). Further, the theory suggests that there are two
‘facilitating conditions’ which promote the acceptance of a securitizing move, but does
not explore how these conditions aid the process. Insights from framing as a theory of
media effects could therefore be helpful in exploring the way in which audiences come to
accept a securitization. Vultee points out that the central question of securitization is very
similar to Harold Lasswell’s model of communication: “who says what to whom, through
that channel, and to what effect” (1948). This model underlines the central influence of
the media in the forming and shaping of public opinion, and its insights could therefore

enhance our understanding of how the audience functions in securitization theory.
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Securitization and Media Framing

The Copenhagen School's theory of securitization employs a broader
understanding of ‘security’ than is allowed for by more traditional security studies
scholars, and it can be applied to a wide range of fields—for example the environment or
the economy as well as the nation-state—however the actors who are able to securitize
in each of these areas are very different (Buzan et al., 1998, p. 22-23). When examining
national, or state and militarily-oriented security, it is clear that security is to some
degree institutionalized, and therefore certain actors are able to speak from a position of
greater authority. Certain actors speak on behalf of the state and are also understood to
act—theoretically—in the best interests of the populace. A social contractarian
understands this dynamic as the voluntary giving up of a certain measure of an
individual’s freedom in exchange for the protection of a legitimate political authority, thus
ensuring that “security is a primary obligation of the state since that is what individuals
have contracted for in submitting to state authority” (Chandler, 2008, p. 126). Taking this
understanding, political leaders, governments, the military, and various security
professionals are already accepted voices of security.

According to Antonio Gramsci, political society or formal government apparatus
work in conjunction with civil society (which includes the media, the church, universities
etc) to develop “historically organic ideologies” (Gramsci 2005, p.376). The civil society
institutions in this 'hegemonic bloc' produce “the complex of ideas, values, and
ideologies which together form the ‘common sense' of society and provide a bloc with 'an
element of ... moral and intellectual order” (Pozzolini, in Neubauer, 2011, p. 197). This
conceptualization of society suggests that the media plays a central role as one of the
spaces through which the “permanent persuaders” of the public could make themselves
heard (ibid). Similarly Der Derian asserts that “[e]lvents come wrapped in
representations, bundled in ideology, edited by the media, distorted by official stories”
(Der Derian, 2008, p.70). In their seminal text, Securitization: A New Framework for
Analysis, Buzan et al. allow for the potential role of the media as a securitizing actor in
some cases. This idea is not explored further, and given the institutionalization of
national security, it is unlikely that the media would be able to securitize an issue by

itself, as it does not speak from a position of authority on national security.
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However this does not mean that the media is insignificant in the process of
securitization. Fred Vultee suggests that the media is “the lens through which the public
sees an issue” (2007, p. 3), which has major implications for the requirement of
‘audience acceptance' in securitization. This is especially the case with a highly technical
field such as computer security, due to media conventions that promote a reliance on
expert opinions, as will be explored (Pan and Kosiki, 1993). As noted earlier by Bigo
(2002) and Hansen and Nissenbaum (2009), cybersecurity is a field which is prone to
technification due to the prominence of and reliance upon experts. As a result, “[tlhe
mobilization of technification within a logic of securitization is thus one that allows for a
particular constitution of epistemic authority and political legitimacy” (Huysmans in
Hansen and Nissenbaum, 2009, p. 1167). To add to this, Hansen and Nissenbaum also
note the importance of the ability to manage public opinion of cybersecurity, as the
public is understood to have a direct impact on the security of the nation through its own
actions in cyberspace. Therefore securitizing actors seek to “mobilize 'normal'
individuals' experiences in two ways: to secure the individual's partnership and
compliance in protecting network security, and to make hypersecuritization scenarios
more plausible by linking elements of the disaster scenario to experiences familiar from
everyday life” (2009, p. 1165). These arguments thus suggest that the role of the media

in the securitization of a technical field like computer security could be a pivotal one.

In spite of this, the role of the media in securitization, and especially with regards
to cybersecurity, remains underexplored. Myriam Dunn Cavelty (2008) has expanded
upon the theory significantly, however she does not pay much attention to the role of the
media in promoting certain threat frames, or indeed how the frames are promoted at all
outside of internal political processes. Little consideration is given to the role of any
audience outside of policymakers and technocrats, despite the importance that these
groups place on public representation. Helen Nissenbaum (2005) has also been
successful in developing an understanding of the application of a discourse of national
security to computer security, and her work with Lene Hansen (2009) has argued that
securitization theory should be applied to this field—an application that Copenhagen
School founders had previously dismissed (Buzan et al., 1998). They argue that the
apparently disjointed sector of cybersecurity can be better understood when examined

through a securitization framework, which makes clear the connections between a
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‘wealth of referent objects, competing securitizing actors, and multiple threat
constellations” (Hansen and Nissenbaum, 2009, p. 1157). In a 2005 paper, Nissenbaum
also acknowledges that “[i]t is possible... that others in a society [besides military and
government officials] might have achieved sufficient salience and persuasive capacity to
construct the conception of threat necessary for securitization. One could imagine that
trusted media sources... might accumulate this degree of salience” (p. 67). She notes
the presence of a securitizing discourse in media sources, but does not go any further
towards exploring the role of the media in a successful securitization, or the significance
placed on the media by securitizing actors. Similarly Ralph Bendrath notes that the
entertainment sector has capitalized on the popularity of what Dunn Cavelty (2007a)
refers to as “cyber-doom” scenarios. He highlights the wealth of movies, popular fiction,
and TV shows that take hacking, cyber-terrorism, and cyberwar as their subjects
(Bendrath, 2003). Examples include classics from the 1980s like the movie Wargames
and the novel Neuromancer, and more recent hits like TV series 24, and movie Die Hard
4.0. Bendrath notes that “these works are not made only for entertainment. They
produce certain visions of the future and of the threats and risks looming there” (ibid, p.
49). However he does not consider the parallel role that news media plays in this
shaping or framing of reality, and of the public perception of risk.

There are a number of scholars who have identified this weakness in
securitization theory, and they point to a wealth of literature on media effects and
framing which could be used to enhance the understanding of the role of the media in
securitization (Balzacq, 2005; Vultee, 2011; O’Reilly, 2008). In the Copenhagen School’s
terms, the media can be seen as a ‘functional actor’: an actor who is able to “affect the
dynamics of a sector... [and] who significantly influences decisions in the field of
security” (Buzan et al., 1998, p. 36). The media are able to exert this influence through a
central aspect of securitization: the facilitating conditions through which an audience
comes to accept a securitizing move. Buzan et al. explain that these conditions fall into
two categories; firstly internal or linguistic-grammatical elements, and secondly external
or contextual and social elements. The internal elements which consist of the
identification of the existential threat to a referent object necessitating extreme measures
in response. In Dunn Cavelty’s terms, this involves viewing the frame as an independent

variable, meaning that it is understood to be able to have an effect in its own right. This
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view highlights a number of problems within securitization theory which will be explored
later, including the underdeveloped criteria of ‘audience acceptance’ and the equally
vague and subjective idea of ‘extraordinary measures’ (2008). The second condition
considering the external elements of a securitizing move approaches the frame as a
dependant variable which is a product of the situation in which it is created. This
necessitates an examination of the socio-structural or organizational factors that might
influence the way key actors frame security issues, and suggests that institutions and
their normative orders, values and bureaucratic subcultures can constrain the
construction of reality (Dunn Cavelty, 2008, p. 31). For example Buzan et al. note that,
with recurrent or persistent threats, the sense of urgency is often institutionalized, as in
the military “where states have long endured threats of armed coercion or invasion and
in response have built up standing bureaucracies, procedures, and military
establishments to deal with those threats” (1998, p. 27-28). In what follows, the role of
the media will be examined in framing as both an independent and a dependent
variable, or as Fred Vultee terms it, framing as an effect of media and an effect in media
(2011).

Linguistic-Grammatical Elements: An Effect of media

By looking at the frame as an independent variable and examining its effects, a
number of weaknesses in the securitization model can be seen, specifically to do with
the underdeveloped idea of ‘audience acceptance’, wherein it is unclear how and why an
audience comes to accept the securitizing speech act. The equally vague idea of
‘exceptional measures’ is also problematic as the judgment of what is exceptional is
guite subjective. Insights from communications research can be used to develop these
elements. If Vultee is correct in characterizing media frames as “the lens through which
the public sees an issue” (2007, p. 3) then the media may have a strong role in the
guestion of whether or not an audience accepts a securitization, as it will likely be
experienced through the media. As has been noted, news can transform occurrences
into “publicly discussable events” (Tuchman 1978, p. 3), while the frameworks employed
“‘narrow the political alternatives” (ibid, p. ix). Further to this, Tuchman highlights the
agenda-setting function of news media, wherein “[tjhose topics given the most coverage

by the news media are likely to be the topics audiences identify as the most pressing
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issues of the day” (ibid, p. 2). Agenda setting approaches to media influence therefore
assert that media accounts “tell audiences not 'what to think' but 'what to think about”
(Vultee, 2011, p.80). This is important when viewed alongside the concept of the
‘availability heuristic,” which suggests that audiences “assess the probability of an event
by the ease with which occurrences can be brought to mind by recall or imagination,”
therefore “[flamiliar, recent, or salient events seem more probable because they are
more available to the mind than the less famous, older, or less dramatic events”
(Chandler 2008, p. 127). This idea suggests that people react to the possibility of an
event, rather than the probability, especially with respect to strongly negative events
(ibid, p. 128). Therefore the choice of media frames and the space given to covering an

issue may have an effect on audience perception of that issue.

This apparent influence on public opinion is important because the influence of
mass audiences is a key component of exceptionalism. This is the state which
securitization seeks to bring about, wherein ‘exceptional measures’ are used to manage
a threat. Timothy Garton Ash makes this link more explicit, asserting that this state of
exception is brought about by “an atmosphere of menace which the media help to
transport and magnify” (in Huysmans, 2004, p. 324). Such exceptionalism “distorts the
relation between the people and the leadership by more radically asserting the need for
unity in times of crisis” (ibid, p. 333). ‘Unity’ results in the silencing of dissenting voices
and thus the limiting of the possibility for democratic debate, and it can “collapse the gap
between the people and political leaders [so that] [flallibility and institutionalized
slowness of decision-making give way to a sovereign leadership that necessarily speaks
the infallible truth of and for the people” (ibid, p. 333-334). This results in “unrestrained
and irrational mass politics [as]... the will of the people slips from a rationally and
formally constrained contest of opinions to a violent and emotional assertion of a unity of

opinion among the masses” (ibid, p. 335).

However as Dunn Cavelty notes, the idea of ‘exceptional measures’ is poorly
defined by the Copenhagen School, which asserts that securitization can be taken to an
extreme level through what Buzan et al. have termed ‘hypersecuritization’ (1998). This
involves the “expansion of securitization beyond a ‘normal’ level of threats and dangers
by defining ‘a tendency both to exaggerate threats and to resort to excessive

countermeasures”™ (Hansen and Nissenbaum, 2009, p. 1163-1164). Ole Waever, one of
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the founders of the theory, identified a central conceptual weakness in this ‘extraordinary
measures’ component, in that such measures are “highly contextual and subjective: they
might not always be ‘security measures’ in a restricted sense, and security measures
might not always be exceptional to everyone” (in Dunn Cavelty, 2008, p. 26). Hansen
and Nissenbaum have also questioned the idea of exaggeration in this definition,
suggesting that it implies that there are ‘real’ threats that are not exaggerated, and also
pointing out that securitizations which are unsuccessful are often seen as exaggerated,

whereas accepted securitizations are seen as ‘real’ (2009).

A more concrete understanding of ‘exaggerated threats’ can be found in Giorgio
Agamben’s detailed historical analysis of the increasing use of ‘exceptions’ or the
suspension of law as a response to insecurity, resulting in the expansion of the power of
the executive and the erosion of freedoms (2005). He documents a shift in the way
nations are governed, involving the gradual emancipation of a ‘state of exception’ from
periods of warfare, through the declaration of a state of emergency in times of economic
crisis, strikes, and social tensions. The result of this expansion of ‘exceptional
circumstances’ has been that “the declaration of the state of exception has gradually
been replaced by an unprecedented generalization of the paradigm of security as the
normal technique of government” (2005, p. 14). Examples of such suspensions of law
can be seen in today’s War on Terror, wherein freedoms are restricted and minority
groups targeted due to ‘necessity’, and these exceptions continue almost indefinitely due
to the constant generalized anxiety produced by a never-ending war against a non-

specific enemy. Agamben explains how,

President Bush’s decision to refer to himself constantly as the
“Commander in Chief of the Army” after September 11, 2001, must be
considered in the context of this presidential claim to sovereign powers in
emergency situations. If, as we have seen, the assumption of this title
entails a direct reference to the state of exception, then Bush is
attempting to produce a situation in which the emergency becomes the
rule, and the very distinction between peace and war (and between
foreign and civil war) becomes impossible. (ibid)

Another useful concept is that of ‘threat inflation’, a term taken from political
science which refers to “the attempt by elites to create concern for a threat that goes

beyond the scope and urgency that a disinterested analysis would justify” (Brito and
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Watkins, 2011, p. 2). In Jerry Brito and Tate Watkins’ examination of the role of the
media in the run-up to the lraqg War, they claim that a securitizing framework promoted
threat inflation rather than reliance on empirical research, as “[lJacking any clear casus
belli, the administration sought popular and congressional support for war by promoting
several rationales that ultimately proved baseless” (ibid). They warn that, “[wlhen a
threat is inflated, the marketplace of ideas on which a democracy relies to make sound
judgements—in particular, the media and popular debate—can become overwhelmed by
fallacious information. The result can be unwarranted public support for misguided
policies” (ibid, p. 2). They suggest that the media is particularly guilty of aiding threat
inflation due to its tendency to conflate threats by referring to qualitatively different
threats as if they are the same, and due to its repetition of unverified 'evidence'. This is a
result of media conventions which tend to support the technification of a subject due to a

reliance on 'expert’ testimony.

This is not to say that the media has a 'hypodermic needle' effect wherein media
frames inject messages into the minds of the audience. The propaganda models and
ideas of ‘mass persuasion’ developed by Walter Lippman and Edward Bernays in the
post-World War One period have long been abandoned in favour of more nuanced
models of media influence which take into account the role of social, cultural, political
and economic factors, as well as the role of public opinion leaders and individual
differences in public opinion formation (Schiller, 1996). As Entman notes, “[c]ertainly
people can recall their own facts, forge linkages not made explicitly [by the media], or
retrieve from memory a causal explanation or cure that is completely absent from the
text” (1993, p. 56). However he also notes research from Zaller (1992), Kahneman and
Tversky (1984), and lyengar (1991) which suggests that “on most matters of social or
political interest, people are not generally so well-informed and cognitively active, and
that framing therefore heavily influences their responses to communications” (1993,
p.56). These findings suggest that the framing of an issue is likely to be accepted when
the issue is not well understood by the audience. In the case of highly technical issues
such as that of cybersecurity, a full understanding by the audience is unlikely, and
therefore the mass dissemination of the securitizing framework by the media may
encourage the acceptance of this frame as ‘reality,’ thus legitimizing emergency

responses.

31



Fred Vultee has contributed important empirical research to the media effects
field, specifically dealing with securitization (2011). His work expands on the body of
research into the ‘limited effects’ of media, which examines the influence of factors
internal both to the news article and to the individual reader on an audience’s
acceptance. By editing news reports so that they contained securitized or non-
securitized statements about an issue, Vultee examined the likelihood of a securitization
being successful according to the impact of frame and personal variables such as
geographical proximity to the threat, scale of violence, association of the threat with
‘terrorists’, level of trust in the government, attention paid to security issues, and degree
to which audience members considered their political stance to be aligned with that of
the media (2011). His research indicated a high level of contextual influence, resulting in
a situation where “[t]Jo speak security on an issue will not invoke security for all, but it
appears quite able to invoke a particular security for some” (ibid, p. 92). This suggests
that the success of a securitization is dependent not only on the speech act itself, but on
a host of facilitating conditions external to its linguistic structure.

Therefore while it is clear that the media are well-suited to securitization because
they have the ability to influence the opinion of an audience, external factors can
mitigate this influence. Vultee’s focus on the response of a mass audience to a
securitizing framework is certainly important; however it assumes the acquiescent role of
the media in the securitization process. A gap in the literature remains with regard to
how different media organizations respond to such frameworks, and what degree of
autonomy media institutions have in choosing to employ a securitizing frame to a news
report. Institutional conventions of media may predispose it to securitization, however
members of the media constitute an audience themselves who will also be subject to
contextual influences that may have nothing to with the securitization, but may greatly
affect its impact. Therefore an exploration of the external or contextual and social
elements of a securitization can be used to assess the media’s ability to question a
securitizing move, and can also develop the contextual requirements of media effects

research.
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External, or Contextual and Social Elements: An Effect in media

The second facilitating condition has two main elements, the first of which has to
do with the threat itself. As Buzan et al. note, “[i]t is more likely that one can conjure a
security threat if certain objects can be referred to that are generally held to be
threatening—be they tanks, hostile sentiments, or polluted waters. In themselves, these
objects never make for necessary securitization, but they are definitely facilitating
conditions” (1998, p. 33). This complements the media’s approach to news coverage,
which involves a necessary reduction in the complexity of an issue, given the constraints
of print space and airtime, through the referencing of existing schemas. Therefore it is
common for news articles to use past events, terms, or phrasing to give the reader
context and to quickly explain how an incident should be viewed, for example
characterizing something as ‘terrorism’, or invoking Pearl Harbour, 9/11, or weapons of
mass destruction. Unfortunately, this oversimplification can often result in threat
conflation, or the repetition of unverified ‘evidence’ as Brito and Watkins have noted
(2011). This is especially likely to be the case in media reports of ‘cybersecurity’
incidents, which are highly technical and thus difficult to explain to a lay audience in a
short amount of time. In addition, Entman suggests that once specific terminology has
gained salience, the use of a new term might result in a lack of understanding or an
issue being taken less seriously, so there is an increased likelihood of threat conflation

or the use of inaccurate terminology in cybersecurity (1993).

The second element of the external condition involves the position or social
capital of the securitizing actor who usually speaks from a position of authority, for
example political leaders, bureaucracies, governments, lobbyists and pressure groups.
Although this does not have to be a position of official authority, as Buzan et al. have
emphasized, the institutionalization of security has resulted in the accepted security
expertise of members of the military, intelligence community, and government (1998).
Norman Fairclough notes that speech act-based theories tend to understate “the extent
to which people are caught up in, constrained by, and indeed derive their
individual identities from social conventions” (1989, p. 9). He contends that, while
actors do use conventions, they also follow them. Therefore explorations of
securitization must emphasize “both the determining effect of conventions and the

strategic creativity of individual speakers, without reducing the practice to one or the

33



other” (ibid, p.9-10). This is especially important when considering the role of the media,
which may not promote a securitizing actor’s ideas with deliberate intent, but which is

operating within conventions that limit its ability to question ‘official’ ideas.

The role that the media plays in supporting the authority of the securitizing actor
has been explored by Piers Robinson, who states that “[a] wealth of critical literature
written over the last 25 years maintains that the political and economic positioning of
major news media institutions leads to a situation in which news accounts tend to
support dominant perspectives” (2001, p. 525). Pan and Kosicki's highlighting of
professional conventions of news writing sustain these assertions, as they suggest that
“claiming empirical validity or facticity by quoting experts or citing empirical data” and
“linking certain points of view to authority by quoting official sources” are common tropes
of the media (1993, p. 60). The reliance of the media on official sources to legitimize
news reports contributes to what Robinson refers to as “the ability of government to
influence the output of journalists and the tendency of journalists to both self-censor and
perceive events through the cultural and political prisms of their respective political and
social elites” (2001, p. 525). This supports the ‘manufacturing consent’ school of thought
which holds that “the media functions primarily to mobilize support for the policy
preferences of dominant elites” (Robinson, 2001, p. 524; see also Chomsky and
Herman, 1988; Hammond and Herman, 2000; Herman, 1993).

Similar conclusions are reached by John Kingdon in his study of effects on policy
agenda; he notes that the media has a less-than-anticipated effect on the policy agenda
due to the high turnover of stories in press coverage, thus diluting its impact. One of the
journalists he interviewed explained: “[tlhe press has the world's shortest attention span.
We don't stick to a story for long enough to educate anybody. We move from one crisis
to the next” (1995, p.59). In fact, the policymakers that Kingdon interviewed were of the
opinion that the media became aware of policy developments only after they were
already well underway, and that the media therefore could only report on what was
already happening rather than shape the form that these policies would take. Kingdon

explains that

[tthe media's tendency to give prominence to the most newsworthy or
dramatic story actually diminishes their impact on governmental policy
agendas because such stories tend to come toward the end of a policy-
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making process, rather than at the beginning... the agenda was set much
earlier and by processes not much affected by the media. (ibid, p.59)

Other interviewees stated that “media coverage is not critical” because policymakers in
government “have alternatives of leverage on the system, and we don't have to use the
media very much” but “the media will follow us because what we do makes news” (ibid,
p.61).

Elite Dissensus

This assessment presents the weaknesses in the media’s ability to be critical of
the views of securitizing actors. The similarities between media conventions and the
facilitating conditions of securitization make clear that the media can assist in the
promotion of a securitizing attempt, and is perhaps even predisposed to do so. However
this does not entirely circumvent the media’s ability to act independently, or to make
choices about the issues and views covered. Piers Robinson (2001) suggests that there
is opportunity for the media—or other actors—to take a much more active role in the
framing and dissemination of policy debate when dominant elites are not in agreement
over the best approach to combating a threat. He terms this situation “elite dissensus.”
This acknowledgement of the complexity of policy debate prior to a securitization attempt
is missing from securitization theory, as Dunn Cavelty notes in her critiqgue; the process

through which an actor comes to speak security is underexplored (2008).

There are many U.S. institutions that have been created to manage different
aspects of security, from the military, to state police, the Federal Bureau of Investigation,
and the foreign and domestic intelligence agencies of the Central Intelligence Agency
and the National Security Agency. Within these organizations are various departments
and individual actors with different responsibilities and ways of viewing security threats.
The so-called Paris School—scholars from the Institut d’Etudes Politiques de Paris—
have noted that the Copenhagen School does not explain how it is decided which actor,
of all the possible actors, will be the one to perform the securitizing speech act over a
particular issue (in Dunn Cavelty, 2008). The Paris School therefore suggests that a
broader group of potential securitizing actors must be identified, known as ‘professionals

of security’ whose “voices are inherently endowed with more weight than others due to
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the symbolic capital at their disposal, which corresponds to their positions of authority”
(ibid, p. 27). This understanding indicates that securitization is not simply a case of the
mobilization of rhetoric, but also of resources. Such an understanding can account for
the current turf wars that occur between different military, intelligence, and law
enforcement branches as they attempt to legitimize their post-Cold War existence by
creating new practices and institutions to deal with new threats such as cybersecurity
(ibid). Dunn Cavelty explains that “this multiplicity of positions leads to struggles between
competing discourses, the goal being to gain legitimacy and to become the dominant
discourse” (ibid). The mobilization of resources to support this discourse can significantly
affect who wins the discursive struggle and becomes the securitizing actor, thus
legitimizing their continued existence. Kingdon's research supports this; he suggests that
“[s]lometimes active participants in a bureaucratic process want to enlarge a conflict
beyond the confines of usual channels. If they appear to be losing a battle, one way to
turn the tide is to leak information to the press that would be embarrassing to their
opponents” (1995, p.61). Therefore within this struggle, decisions made by the media
over whose views to promote could make all the difference in who becomes the
securitizing actor, and whose approach to the threat is legitimized.

This view of the role of media in securitization suggests that the media does not
only reflect debate and dissensus over paolicy, but can in fact become an active player in
the creation of policy. Piers Robinson points to broader policy studies literature which
suggests that there is a correlation between policy dissensus and “the ability of ‘external’
actors to influence policy formulation” (2001, p. 533), while research from George (1980)
and Hilsman (1987) suggests that policy-making is “the outcome of a complex
bargaining process between a set of subsystems in government” (ibid, p. 535).
Communications research has demonstrated that the media can be used as a tool
during times of policy uncertainty; Tuchman notes that officials will sometimes call
themselves ‘reliable sources’ and “anonymously float an idea in the mass media in order
to gauge the reactions of other cabinet officers, senators, or citizens to a potentially
controversial program” (1978, p. 4). This is corroborated by Kingdon's research, which
suggests that policymakers often communicate indirectly, and that “one way to bring an
idea to the attention of someone else... is to be covered in the pages of the major
papers” (1995, p. 59).
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However Robinson suggests that the media could play an even more active role
in policy creation; an idea he has explored in his policy-media interaction model. He
suggests that elite dissensus over an approach to an issue can result in negative media
coverage of the government, which brings the possibility of public opinion being
influenced by the negative press. This can in turn result in damage to the government's
image and credibility, and policy-makers might start to question the cogency of existing
policy (Robinson, 2001, p. 535). If dissensus is a result of disagreement over policy, then
the media can provide additional bargaining power to either side of the debate. If
adequate policy simply doesn't exist, pressure from media coverage can push policy-
makers to create policy without full consideration of its implications, rather than be
‘caught on the hop' (ibid). And finally, without an established official line, government is
ill-equipped to respond to journalists, causing policy-makers to be even more vulnerable
to a hostile press (ibid), therefore the swift resolution of elite dissensus is even more
important. This is supported by Kingdon's findings that “media attention to an issue
affects legislators' attention, partly because members follow mass media like other
people, and partly because media affect their constituents” (1995, p.58). Unfortunately
this model suggests that the media’s ability to exert influence on policy may be limited to
incidents of policy dissensus, and extends only to choosing to support one of the various
official viewpoints in a policy debate. This is reflective of Entman's contention that
“[d]issenting opinions are not necessarily shut out, but they have a better chance of
being aired if they reflect a dissent that has already begun among elites (in Vultee, 2011,
p. 82). In fact Robinson notes that “if government policy is decided on, policy-makers are
likely to resist the pressures of negative media coverage. Indeed, policy-makers are
more likely to work harder to sell existing policy by drawing upon their substantial
resources and credibility as an information source in order to influence media debate”
(2001, p.535).

This emphasis on the 'selling' of policy highlights the importance of framing which
is largely missing from Kingdon's account of media influence on policy agenda setting.
Dunn Cavelty posits that not all problems are propelled onto the security agenda,
meaning that the media may be able to influence not only how the threat is
characterized, but also which threats are securitized at all. In addressing the question of

why an issue is taken up, discursively fought over, and finally securitized by an actor,
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she uses Kingdon’s agenda-setting theory to illustrate the conditions which allow for an
issue to be moved onto the security agenda when there is a ‘policy window’ (2008, p. 33-
34). Such a window, or opportunity for attention to be given to a specific issue, opens
either due to a change in the political stream, or when a new problem comes to the
attention of officials (ibid, p. 34). In the latter case, societal conditions that are less than
ideal must come to be perceived as serious problems; this can occur in one of three
ways. The first possibility is through an indicator “in the form of statistics, particular
studies, or budgetary impacts that shows clearly that there is a problem” (ibid, p. 34).
Secondly, focusing events can occur in the form of a disaster or crisis. And finally a shift
in perception can be caused by formal and informal feedback, which refers to
“systematic monitoring and evaluation studies... or complaints or routine casework”
(ibid). These are just the sort of events that are covered in the media, and so choices
made by media agencies as to whether and how to report on these occurrences can
affect how an issue is viewed when it is placed on the policy agenda (Robinson, 2001).

This analysis suggests that while the media may not be able perform a
securitizing move by itself, its position as mediator between the securitizing actor and an
audience who must accept the securitization indicates a potentially significant role in this
process. The Copenhagen School would define this role as that of a ‘functional actor’.
This role is extremely important because it allows the media to have an effect on the
likelihood of a securitization’s success by their accepting or questioning this framing, and
either repeating it or framing the apparent threat in an alternative way. It has been noted
that the media has a level of autonomy in the way it chooses to frame events. While
media convention may predispose it to supporting official perspectives, multiple other
factors affecting individual news sources will also play a role, and within the frame of a

debate, the media can choose to support one perspective over another.

This is important because of the potentially damaging effects of a successful
securitization. As has been made clear, security involves a degree of sacrifice. Framing
Internet-based risks as posing a threat to national security legitimizes responses that
increase control and surveillance as a way of minimizing risk. However such responses
threaten to reduce privacy and freedom of speech, as the availability of surveillance
systems could result in the legitimization of ever-widening surveillance dragnets,

especially in the context of terrorism, where everyone is potentially suspect (Lyon,
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2003). At the same time, once established the original purpose could be distorted and
expanded in a process Langdon Winner refers to as 'function creep' (1977), leading to
the application of surveillance systems to progressively less extreme circumstances like
copyright infringement (Parsons, 2012). The media’s choice to highlight the costs to
privacy and civil liberties or to encourage their acceptance as necessary, or even to
ignore these costs altogether, could change the way the public views and discusses
these responses. The process through which an issue is framed as relevant to national
security must therefore be examined, and the concept of security denatured, if we hope
to have a frank discussion about the costs and benefits of security actions. The media

may be one space in which this discussion can occur.
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Chapter 3.

Facilitating Conditions: Historical Context

Within a quarter of an hour, 157 major metropolitan areas have been
thrown into knots by a nationwide power blackout hitting during rush hour.
Poison gas clouds are wafting toward Wilmington and Houston.
Refineries are burning up oil supplies in several cities. Subways have
crashed...Freight trains have derailed... Aircraft are literally falling out of
the sky... The financial system has also frozen solid... And the U.S.
military is a series of isolated units, struggling to communicate with each
other. Several thousand Americans have already died, multiples of that
number are injured... (Clarke and Knake, 2010, p.67)

This chaotic scene is the potential aftermath of a major cyberattack on the U.S.,
according to Richard A. Clarke, who served as the National Coordinator for Security,
Infrastructure, and Counter-Terrorism under President Clinton and again as the Special
Advisor to the President for Cybersecurity under President George Bush Jr. According to
this 'cyber-doom' logic, any infrastructure that relies upon a digital system is vulnerable
to a cyberattack. The belief in cyber-disaster scenarios caused President Obama, during
his 2008 presidential campaign, to declare the U.S. information infrastructure a ‘strategic
asset,” a move which positioned the Internet as a significant issue for the military (Clarke
and Knake, 2010, p.116). This is problematic because, as James Lewis of the Center for
Strategic and International Studies (CSIS) points out, “it is not at all clear that a military
response [to cybersecurity challenges] is either appropriate or effective” and that most of
what is included under the term ‘cyberwar “are really acts of crime, espionage, or
political protest” (in Lawson, 2011, p.22). The depiction of such scenarios, it has been
argued, is a reaction to a perceived lack of attention by policymakers to computer-
mediated threats, resulting in emotional appeals in order to prompt a reaction (Lawson,
2011, p.1; Dunn Cavelty, 2007b). Much of the research on cybersecurity has been
accepting of the idea that a cyberattack could cause widespread chaos, though authors

differ in their assessment of when future attacks may occur, or if they are even possible
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(Dunn Cavelty, 2007b). Therefore this chapter will address the factors—or to use the
language of the Copenhagen School, the external 'facilitating conditions'—that promote
the acceptance of securitizing and even hypersecuritizing discourse in discussions of
networked computer security in the media. By providing an account of the external
context within which media reports of cybersecurity issues are framed—thereby
highlighting the complexity of the social, institutional, and political-economic influences
on a successful securitizing speech act—an overly deterministic media effects model

can be avoided.

This chapter will outline the history of the relationship between networked
computing and the military, and will argue that computer security has been increasingly
brought under the purview of the defense sector, resulting in its resignification as
‘cybersecurity’. As a result, military logic has shaped popular understandings of the
strategic importance of these technologies, and media groups may have difficulty
contradicting or questioning the national security framing of developments within the field
of networked computing. Computing—especially networked computing—and the
systems and organizations that created and support information and communication
technologies (ICTs), have a long and rich history with the defence sector and with
security issues. The first packet switching network, ARPANET, was the result of a
military-funded project that aimed to solve a national security problem. However, when
this network became a public resource, the military relinquished its oversight. The
subsequent explosive growth of the Internet, its integration into society and its eventual
designation as a ‘strategic asset’ integral to the functioning of critical infrastructure, have
resulted in an attempt by the defense community to re-establish control over the Internet.
Many scholars have argued that “prior conventional wisdoms about the open, liberal
character of the Internet and its many attendant consequences reflect less some
inherent “nature” than they do the properties of the technology at a specific moment in
time” because “code is not neutral or transparent but actively shapes what can be
communicated and how” (Deibert, 2003, p.3-4; see also Lessig, 2000). While this is true,
the shift away from the idealized 'lawless frontier' of cyberspace towards a more
controlled Internet should be seen less as a new development and more as a return to
the origins of networked computing. The application of a national security discourse to

networked computing is not simply an attempt to address a new security concern; rather,
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an understanding of communications history allows us to interpret the current situation
as a 'resecuritization' of the Internet, prompted by new social, technical, and global

developments.

These external influences on the media’'s representation of established
frameworks will be examined in three parts; to begin, the chapter will address the
development of the military-industrial complex and its relationship to what is how being
referred to as the 'cyber-industrial complex' (Brito and Watkins, 2011). This relationship
between security, money, power, and technological development is central to the
development of the cybersecurity field. The next section will address conceptual shifts
and historical developments within military and technology sectors which have resulted
in the emergence of three dominant cybersecurity concerns as defined by Helen
Nissenbaum (2005). The first concern is that the digital infrastructure itself is threatened
and faces attacks that could result in complete debility. This will be contextualized
through an examination of the centrality of communications to national security. The
second concern is that critical societal infrastructures—including banking, transportation,
the power grid, communications, healthcare, and government among others—could be
targeted and made vulnerable by virtue of their connection to and dependence on the
digital infrastructure. This will be examined by looking at changes to the way wars are
fought, also known as the revolution in military affairs, or the informationalization of war.
The third concern will is that networked computing provides opportunities for the
encouragement, organization, and implementation of disruptive and dangerous activities
including terrorism. This will be examined as an effect of the broadening scope of
national security, resulting from the changing nature of security threats. In the final part
of the chapter, John Kingdon's agenda setting theory will be used to highlight how these
shifts allow for an opening of a 'policy window' through which specific cybersecurity
issues can be moved onto the political agenda, and the ways in which the media is

predisposed to assist in that move.

Cyber-Military-Industrial Complex

According to Jerry Brito and Tate Watkins, the government “is expected to spend

$10.5 billion per year on information security by 2015, and analysts have estimated the
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worldwide market to be as much as $140 billion per year. The Department of Defense
has also said it is seeking more than $3.2 billion in cybersecurity funding for 2012”
(2011, p.24). While demonstrating the level of concern attributed to cyber-vulnerabilites,
these numbers also suggest heavy financial investment in a growing cybersecurity
industry. The government has long been dependent upon military contractors to provide
the research and production of advanced military technology, and Brito and Watkins
argue that cybersecurity is the latest threat upon which the burgeoning military-industrial
complex has focused its attentions. The relationship between defence, research and
development (R&D), and private industry is therefore important to examine, as these
groups all have a vested interest in the development of the field of cybersecurity. By
taking a historical look at the technology industry, we can see that war has been the
rallying call for industrialization and mass mobilization of the labour market towards a
specific goal. The First World War prompted the mobilization of mass industrial power
and facilitated the longterm implementation of Taylorism in American factories (Whyte,
2010). Chris Hables Gray notes that while Taylorism met with worker resistance,
“‘worker's strikes and anti-Taylor legislation from pro-labor members of Congress were
swept away by the U.S. entry into World War |. Militarization consolidated Taylorism in
the arsenals and in many other industries” (1997, p. 118). Merritt Roe Smith tells a
similar story in examining the implementation of Fordist management practices. He
claims that “[t]he history of virtually every important metalworking industry in nineteenth-
century America — machine tools, sewing machines, watches, typewriters, agricultural
implements, bicycles, locomotives — reveals the pervasive influence of military

management techniques” (in Gray 1997, p. 118).

This ramping up of industry as facilitated by warfare was paralleled by
developments in the way universities functioned. In his history of the information age,
Wade Rowland notes the shift in universities towards a targeted research and
development model throughout the twentieth century (2006, p.100). David Noble
explains that the aims of corporate engineers were not only to “standardize specific
industrial processes and secure corporate command over the patent system” but also to
“direct the human processes of scientific research and to create an educational
apparatus which could meet the demand for research manpower” (1977, p.168). He also

cites corporate engineers as “[leading] industry and schools in effecting close industry-
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university cooperation over matters of curriculum and recruitment” (p.168-169). This link
between university research and industry development was clearly articulated during the
First World War, which provided a “unique opportunity” due to its ability to unite under a
common goal individuals and corporations who had previously been in competition,
resulting in “an entire community as a single working plant for the purpose of organizing
it for the most intelligent production of human wealth” (Charles Mann in Noble, 1977,
p.207).While this perspective is somewhat idealistic, and ignores the competition that
could and obviously did result from military contracts, it illustrates the attitude which
resulted in the incorporation of higher education into the military-industrial complex. By
late 1916 the Naval Consulting Board, the Council of National Defense, and the National
Research Council had devised a personnel index of available manpower, and the
following year the Intercollegiate Intelligence Bureau was formed to “facilitate the ready
placement of college men (particularly graduates) in the government service” (ibid,
p.207).

The Cold War was a boon for the military-industrial complex, providing a constant
threat in the form of the Soviet Union and the possibility of nuclear war, which legitimized
the massive build-up of weaponry to deter the apparently imminent attack. The
increasing outsourcing of military research and development to corporations or, as Peter
Singer puts it, the ‘privatization of the military,” is now a common solution to the
limitations of military resources. However it is problematic because of the motivations of
private industry as opposed to the publicly-run military. Singer explains the distinction
thus:

Traditionally, the government provides all its citizens with certain services,
which are generally paid for through taxation. This takes place in what is
known as the public sector. In contrast, in the private sector, individual
citizens, now known as consumers, purchase needed goods and services
in an open market, paying with their own discretionary funds. This market
is made up of private firms motivated by profit. Thus, the distinctions
between these two sectors are the sources of funding, the nature of the
relationship between provider and user, and the employment status of the
deliverers. (Singer, 2003, p.7)

The power of this union of military with capital was acknowledged by President

Eisenhower in his 1961 farewell address, in which he warned against the “acquisition of
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unwarranted influence, whether sought or unsought, by the military-industrial complex”
and that “in holding scientific research and discovery in respect, as we should, we must
also be alert to the equal and opposite danger that public policy could itself become the
captive of a scientific-technological elite” (in Der Derian, 2001, p.viii). Frank Fischer
(1990) notes the dangers of living in such a 'technocracy', wherein “technically trained
experts rule by virtue of their specialized knowledge and position in dominant political
and economic institutions” (p.17) and “governance becomes less a matter of determining
the appropriate direction for society than one of adjusting its institutions and policies to
the flows of economic and technological development” (p.16). According to Brito and
Watkins, a 'cyber-industrial complex' may be emerging today. They note that “[ijn 2009
the top 10 information technology federal contractors included Lockheed Martin, Boeing,
Northrop Gruman, General Dynamics, Raytheon, SAIC, L-3 Communications, and Booz
Allen Hamilton” (Brito and Watkins, 2011, p.25), highlighting the consistency between
traditional military contractors and those relied upon for information technology today.
They note how the military-industrial complex was able to grow because it facilitated
mutually beneficial development, as “[ml]ilitary expansion and increased defense
spending help grow Pentagon budgets and provide steady revenues to defense
contractors. They also allow congressmen to win constituents’ approval by sending
appropriations and jobs back home” (ibid, p.21). This relationship can be seen today in
the competition over the location of the permanent headquarters of the new U.S. Cyber
Command. Brito and Watkins note that, despite cuts to traditional defense spending,
cybersecurity has opened up a new industry for spending. Investment in this field would
have a knock-on effect on the economy of the state that hosts this industry. As a result
“[ilt was estimated that Cyber Command headquarters would bring at least 10,000 direct
and ancillary jobs, billions of dollars in contracts, and millions in local spending” (Brito
and Watkins, 2011, p.27).

As technologies and the society that depends on them become more complex,
the reliance on technical experts and the industries that support them grows. Dallas
Smythe has noted the integration of transnational corporations (TNCs) with the
Department of Defense and national government structure and policy as demonstrated
by the mobility of executives, lawyers, engineers, and scientists between these sectors

(1986, p.70). An example of this mobility today can be seen in the career of Mike
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McConnell, a former vice admiral in the U.S. Navy who also held the position of Director
of the National Security Agency from 1992-1996, and served as the Director of National
Intelligence between 2007 and 2009, while before and after his appointment as DNI, he
had been the Senior Vice President of military contractor Booz Allen Hamilton (Wright,
2008). So long as profit is the motivating force behind the provision of military resources,
there will be a tendency to promote conflict rather than to solve it, so as to ensure a
steady stream of revenue. This is similarly the case for the military itself: conflict is
needed to justify its existence and to legitimize its influence. Therefore claims that the
national security of the United States is threatened due to the vulnerabilities of
cyberspace must be viewed critically, because while valid concerns do exist, they may
be manipulated due to the imperative to guarantee continued cybersecurity development
and profit.

Communications in Warfare

The first category of cybersecurity concern that Nissenbaum (2005) highlights is
that U.S. digital infrastructure itself could become a target in warfare, and faces attacks
that could result in complete debility. This concern with the vulnerability of a national
digital communications system is a logical one given the fact that communications
systems and the information they provide have long been a central part of warfare. The
endless quest to eliminate the inherent uncertainty in military operations, often referred
to as the 'fog of war', is evident throughout military history, as each side strives for the
tactical advantage of informational awareness (Van Creveld, in Arquilla and Ronfeldt,
1993, p. 58). RAND Corporation analysts John Arquilla and David Ronfeldt draw from
past examples of the centrality of communications to warfare in order to develop a
theory of the way in which new information and communication technologies are
enhancing an age-old strategy of information dominance. They argue that during the
Second Punic War of the 3rd Century B.C., “[bletter communications contributed
significantly to the ability of Hannibal’s forces to win a string of victories over a period of
sixteen years” and that “[ijn the most dramatic example of the use of superior
information, Hannibal’s relatively small forces were able to rise literally from the fog of
war at Lake Trasimene to destroy a Roman army more than twice its size” (ibid, p. 33).

Similarly, the targeting of an enemy's communications technologies has been
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instrumental to maintaining information and by extension tactical dominance, as
demonstrated in the Napoleonic Wars by the British army's raiding of French semaphore
signalling stations, and then striking while French communications were disrupted (ibid,
p. 33).

The attempt to use new communications technologies as a tool of national
security dates back to at least the beginning of the Cold War, when the National Security
Agency was created with the sole task of encoding and decoding communications
intelligence (Saco, 1999). Similarly, Myriam Dunn Cavelty has highlighted the growing
awareness in the United States of the importance of reliable telecommunications to
national security, which she traces back to the Cuban Missile Crisis in 1962, “when
difficulties in terms of communication between the United States, the Soviet Union,
NATO, and other national leaders threatened to complicate the crisis even more”
(Fursenko and Naftali in Dunn Cavelty, 2008, p.41). Shortly thereafter, an investigation of
communications systems which “served national security needs” resulted in President
Kennedy issuing a Presidential Memorandum establishing the 'National Communications
System' (Dunn Cavelty, 2008, p. 41). Its mandate involved “linking, improving, and
extending the communications facilities and components of various federal agencies in
order to further the interconnectivity and survivability of vital information infrastructures”
(ibid, p. 41-42). This rationale, emphasizing the need for communications in emergency
management and response, mirrors the imperative for the creation of the system of

networked computers which were a precursor for the modern-day Internet.

While the Internet has its origins in the military ARPANET, the communication
network it developed into was not a military creation. Nor was it the intention of the
public bodies who were given control of the ARPANET project that the network would be
used as a medium for interpersonal communication. In fact it was designed “to allow
scientists to overcome the difficulties of running programs on remote computers”
(Abbate, 1999, p. 2), but it evolved into something far more communication-oriented
through what Janet Abbate terms “an unusual and sometimes uneasy alliance between
military and civilian interests” (ibid). In her history of the Internet, Abbate tells the story of
the transformation of the Internet from a relatively small set of networks with connections
to defence research or operations, into a mass of civilian controlled, privatized networks

which became our modern day Internet. The Internet was not the first military-funded
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technology to become popularized and appropriated by civilians; rather as Dallas
Smythe argues, there is a long history of military-funded research and development
which has resulted in the creation of some of the major technologies upon which our
society relies today. Military projects are reappropriated or “profitably spun-off’ and
tailored to a civilian market (1986, p.69). For this reason, Smythe proposes that the
capitalist war-machine be termed the ‘military-civilian-industrial complex’ (MCIC), due to
the central role of civilians in the creation of technologies by the military-industrial
complex. He argues that “the prime mover (institutionally speaking) is the creation and
management of a nonmarket demand for military goods which is linked to the creation
and management of market demand for goods in the civilian markets” (ibid, p.66). To
illustrate, Smythe gives the example of aeroplanes; the research and development of
bomber planes for warfare was subsidized by the military, and from this research
passenger aeroplane designs were created (ibid, p.69).

Smythe notes that the shift of military projects into civilian markets is a trend that
is particularly prevalent in the field of communications; much of the technological
development during World War 1 was reliant on the federal funding for research and
development. For example Smythe argues that the eventual creation of the transistor,
which was central to the development of radio communications, would not have been
possible without the funding Bell Telephone Laboratories received as one of the largest
military contractors (ibid, 69). Similarly, computing was developed due to the need for
rapid fire-control of anti-aircraft artillery, again demonstrating the “endless flow of
research and development money from the military budget to the [transnational
corporations], which promptly established business empires providing hardware and
software for communications both for military and, as a lower priority, for civilian use”
(ibid, 70). Though creation of the Internet began as the U.S. military research project
'ARPANET', it quickly expanded under the influence of the international computer
research community and developed into a bigger, more flexible and decentralized
system (Abbate, 1999, p. 113). The work of Vint Cerf, Robert Kahn, and others on
internetworking—the ability to transmit packets of data between different technically
incompatible networks—resulted in the creation of TCP/IP, the standard host protocol
upon which the Internet is built. However, “few people outside the computer science

community had even heard of the ARPANET in the early 1970s, and fewer still could
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have recognized that the Internet would someday become an important public and
commercial technology” (ibid, p. 127). In the following years, many separate networks
and bulletin board systems (BBS) were independently developed, indicating the wider
commercial potential of networked computing not only for communication and research,
but also for making new friends, sharing ideas, and finding communities (Sterling, 1992).
However, even at this early stage, there was concern that sensitive information might be
stolen by malicious actors, prompting the separation of the military users of ARPANET—
who desired strict access controls—from the academic researchers of the network who
favoured open access” (Abbate, 1999, p. 142). Once sensitive military activities were
separated into their own network, the potential was much greater for ARPANET to be
transferred to civilian control, and the need for similar levels of security on a civilian
network was not given consideration. This shift distanced networked computing from the
idea of security, as ARPANET became a public utility and no longer a military and, by

extension, a security medium.

When the military relinquished control of ARPANET, it was a research tool used
mainly by academics according to strict guidelines, and commercial use was not
permitted. There was no anticipation of the way it would change and grow, becoming
central to the functioning of society and thus becoming a source of vulnerability for the
nation. Computers at that time were very basic- the first personal computer, the Altair
8800, was made available in 1975 as a DIY project for hobbyists; it often didn’t work, had
no screen, and was programmed by flicking little switches on and off. By 1977 there
were some ready-made computers on the market, such as the Apple I, but it wasn’t until
1981 that IBM entered the market and made its PC the industry standard (Abbate, 1999,
p. 186). When single-user computers became available and technological advances led
to the creation of graphic interfaces, keyboards, and the mouse, demand for computers
surged and with it, a desire for local area networks to connect to them (ibid, p. 187).
However, this was still a long way from the level of network dependence we have in our
current society, so it is unsurprising that the first conversations about network security
occurred in technical circles, and were concerned with the integrity of the network, rather

than the implications of security threats for wider society.

Considering the rapid growth of the computer industry and the increasing

automation of many areas of society since the 1980s, there is an element of inevitability
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in the renewed military interest in the Internet and the security risks associated with
networked computing. Ralf Bendrath explains how the terminology around computer
security shifted in the 1990s, drawing strong connections between the threats posed to
network security and historical threats to the state (2003, p. 50). Cybersecurity expert
Winn Schwartau claims to have coined the phrase ‘electronic Pearl Harbour’ in his 1990
testimony to Congressional Subcommittee on Technology and Competitiveness,
Committee on Science, Space and Technology (Schwartau, 2012). He similarly claims to
have aided in the mainstream adoption of the term ‘information warfare,” which was
previously a military term (ibid). Also in 1990 the National Academy of Sciences
produced a report on computer security which employed a strong securitizing discourse.
It began, “[w]e are at risk. Increasingly, America depends on computers... Tomorrow’s
terrorist may be able to do more damage with a keyboard than with a bomb” (Bendrath,
2003, p. 50; see also Hansen and Nissenbaum, 2009). A few years later these concerns
were more clearly articulated in the 1996 Joint Chiefs of Staff publication, “Information
Warfare: A Strategy for Peace... the Decisive Edge in War”, which explained how “the
seamless relationship [between the US National Information Infrastructure and the
Defence Information Infrastructure] makes distinguishing between them impossible.
They share terrestrial telecommunications networks, a variety of information databases,
and satellite communication networks. These infrastructures connect geographically
separated forces and span international boundaries” (p. 2). The Joint Chiefs' contention
that “[u]se breeds dependence, dependence creates vulnerability” (ibid, p. 1) neatly
sums up the shift in emphasis from networked communications as a strategic asset, to a

point of national vulnerability.

Changing Nature of War, or The Revolution in Military Affairs

The second concern that Nissenbaum highlights is that critical societal
infrastructures could be targeted and made vulnerable by virtue of their connection to
and dependence on digital infrastructure. This new fear highlights the aforementioned
shift in the way the Internet is thought about; the military's attitude towards ICTs on the
battlefield moved from their conceptualization as a 'force enabler' or a ‘force multiplier’,
to being seen as a source of vulnerability (Dunn Cavelty, 2008, p. 41). Initially, the

dominant idea was that ICTs could provide the essential information advantage in
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warfare. Bruce Berkowitz suggests that “the Information Revolution has fundamentally
changed the nature of combat. To win wars today, you must first win the information war”
(2003, p. xi). As we have established, information dominance and superior
communications have always been central to warfare and to national security, however
the advance of technology coupled with the creation of weapons of mass destruction in
the second half of the 20™ century reenforced this imperative. The use of nuclear
weapons on Hiroshima and Nagasaki during the Second World War both realized and
ended the idea of ‘total war'; mutually assured destruction or ‘MAD’ ensured that total
war was no longer viable in nuclear-armed states (Gray, 1997, p. 168). During the Cold
War, the logic of deterrence held that the leader in the arms race could be determined by
comparing humbers of tanks and missiles between the U.S. and the Soviets; however
this idea was questioned by Andrew W. Marshall, who contended that “[c]ountries
playing offense need different weapons from countries playing defense” (Berkowitz,
2003, p. 33). Albert Wohlstetter expanded upon this idea, suggesting that “even the
strongest army or air force could have an Achilles' heel” and that “a critical flaw, astutely
exploited by an opponent, could leave even the most powerful military force dangerously
weak” (ibid). This concept of 'asymmetric threats', wherein a much stronger force could
be defeated by a weaker opponent, became a popular alternative to the impossibility of
total war and the endless race to mass ever more weaponry. The development of
computing therefore became central to gaining information dominance so as to ensure
that the blows struck are at the opponent’s weakest point. As Berkowitz puts it, “control
the information flowing through your adversary's computers and communications

networks, and you could control the outcome of a battle or a war” (2003, p. 30).

Modern computing was a solution to this desire for control and certainty in
conflict, developing through the military-industrial partnership which grew in force during
the Cold War. Paul Edwards contends that “computers created the technological
possibility of Cold War and shaped its political atmosphere” while at the same time, the
Cold War shaped computers: “[i]ts politics became embedded in the machines—even, at
times, in their technical design—while the machines helped make possible its politics”
(1996, p. ix). The ability for computing to provide the desired control and therefore
security by dispersing the so-called ‘fog of war' was firmly established during the Cold

War, as Edwards argues in a summary that is worth quoting at length:
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As machines, computers controlled vast systems of military technology
central to the globalist aims and apocalyptic terms of Cold War foreign
policy. First air defenses, then strategic early warning and nuclear
response, and later the sophisticated tactical systems of the electronic
battlefield grew from the control and communications capacities of
information machines. As metaphors, such systems constituted a dome of
global technological oversight, a closed world, within which every event
was interpreted as part of a titanic struggle between the superpowers.
Inaugurated in the Truman Doctrine of “containment,” elaborated in Rand
Corporation theories of nuclear strategy, tested under fire in the jungles of
Vietnam, and resurrected in the impenetrable “peace shield” of Ronald
Reagan’s Strategic Defense Initiative, the key theme of closed-world
discourse was global surveillance and control through high-technology
military power. (1996, p. 1)

The themes of control, total information awareness, and surveillance highlighted
in this paragraph are perhaps even stronger imperatives today, as the asymmetric threat
has moved from purely one of differently sized and armed militaries, to militia groups,
terrorist groups, and suicide bombers who act outside the parameters of traditional
warfare to avoid U.S. strengths, making the idea of a 'front' obsolete and blurring the
lines between civilians and soldiers. Writing in the Bulletin of the Atomic Scientists, Eric
Arnett tried to make sense of the implications of ICTs on this new warfighting landscape,
suggesting that the superior processing power of computers would allow for ‘cyberwars’,
which in turn would created a more fast-paced kind of warfare which he termed
‘hyperwar'. He predicted that these technologies would allow for the progressive
separation of man and machine, as ‘autonomous’ weapons such as smart bombs and
planes without pilots were developed. Vast amounts of data would be collected from the
field by sensors and processed by computers, meaning that humans would be
increasingly reliant on the interpretation provided by these computers due to their
inability to process such volumes of data themselves (Arnett, 1992 p. 15). His
predictions were not far wrong. One of the earliest examples of this kind of use of
computers was the Vietham War, when the Ho Chi Minh trail was littered with sensors
designed to detect all kinds of human activity from motion and body heat to the scent of
urine, in an attempt to locate and destroy the ellusive North Vietnamese army. However
despite the $1 billion a year that was poured into 'Operation Igloo White', and claims of
the destruction of over 35,000 North Vietnamese trucks carrying supplies to the

insurgency in South Vietnam, following “more than four years of intensive computer-
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controlled bombardment of their heavy-equipment supply lines, the communists were
able to field a major tank and artillery offensive inside South Vietnam in 1972” (Edwards,
1993, p. 4).

A criticism of Arnett’s definition of 'cyberwar' and its application in Vietnam is that
it allows for a divorce of ‘cyber’ from ‘war’, so the emphasis is placed on the role of the
technology. As Chris Hables Gray has noted, revolutions in military affairs “require a
transformation of episteme as well as techne”, or a “change the way we think about war,
not just how we wage it” (2005, p.1). John Arquilla and David Ronfeldt agree with this
idea and offer an important caveat for the assumption that technology is a force
multiplier: technology enhances strategy, therefore it is not so much the hardware that is
important as the enhanced strategy that it allows. Information technology in the
battlefield allows for greater decentralization, as all personnel are networked through a
variety of communication technologies. At the same time the increased flows of
information can allow for greater ‘topsight’, meaning that strategy can be formed by
central command with a fuller understanding of the situation, while tactics can be left up
to more independent teams in the field, as different situations permit. Because of this,
they see the Vietham War as an example of the unsuccessful use of new technology.
They argue that new technology gave the U.S. superior communications, which allowed
for greater knowledge and topsight, but this encouraged a much more active role of the
geographically distant central command, which used this enhanced knowledge to decide
not only on strategy but also on tactics. Conversely the North Vietnamese military used
communication for strategic central control (or topsight) but allowed those in the field to

decide tactics with greater flexibility (decentralization) (1993, p. 39).

Edwards suggests that the mishandling of technology during the Vietham War
was due to the unique context of Cold War nuclear paranoia, in which “quantitatively
oriented “scientific’ administrative techniques, and the global objectives of U.S. military
power combined to drive forward the centralization of command and control at the
highest levels” which created “serious—and in the case of Vietnam, finally fatal—
impediments both to effective action and to accurate understanding of what was going
on in the field” (Edwards, 1996, p. 6). For Arquilla and Ronfeldt, the earliest and most
successful example of the force multiplying potential of new technologies came in 1992,

with 'Operation Desert Storm' during the Gulf War. This was the first conflict in which an
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army came close to operating a truly networked communications system, using local
radio, military satellite, and commercial satellite. Enemy communications were largely
destroyed, leaving the U.S. army to outflank the Iraqi forces because they knew exactly
where the enemy was and the enemy had no idea where they were. Around the same
time as Arnett was focusing on the new possibilities of technological warfare, Arquilla
and Ronfeldt coined the term ‘cyberwar’ to describe networked war-fighting as a new

phenomenon (Arquilla and Ronfeldt,1996).

While new ICTs were generally seen as force enablers in the early days of
networked computing, there was still some concept of the potential vulnerability that
networked computing could introduce to the nation. For example Tom Rona, a professor
at MIT who worked on early networked computing, also saw the potential for these
networks to become targets themselves. As Berkowitz explains, Rona understood that,

any widget that collected, moved, or processed data was part of a
system, each dependent on the other. He could also see that every
widget in a system was a potential point of vulnerability, as was the
information that passed through them. These so-called support systems
were potentially a better target than the weapon itself. (2003, p. 29-30).

Berkowitz notes that this thinking was new, probably due to the unfamiliar concept of
computers talking to each other, but it meant that if an army could control the information
moving through an enemy's computer networks, it might be possible to control the
outcome of a war (ibid). This idea expanded a strategy of war that had been used for
centuries; targeting an enemy's communication system. The interception and
codebreaking of German communications proved essential to the British war effort
during World War One—a method that was facilitated by the cutting of undersea cables,
leaving the Germans with few alternative communication options (Berkowitz, 2003). The
targeting of communication systems was also central to the German Blitzkreig doctrine
of World War 1l, wherein mass bombings were carried out as it was understood that
“[d]estruction of this central (communications) nervous system is tantamount to
destruction of the army” (Arquilla and Ronfeldt, 1996, p. 38). The difference with modern-
day networked computing is that a physical attack on the communications infrastructure
is not necessary; an attack could be carried out remotely, with little investment and little

risk to those carrying out the attack. As Wesley K. Clark and Peter L. Levin put it, “[t]here
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is no form of military combat more irregular than an electronic attack: it is extremely
cheap, is very fast, can be carried out anonymously, and can disrupt or deny critical
services precisely at the moment of maximum peril” (2009, para. 3). This growing
understanding of the vulnerability of the system necessitated a rethinking of where the

battlelines were drawn; war could no longer be confined to the battlefield.

Changing Nature of National Security

While cybersecurity was developing as a major concern in the context of warfare,
the expansion of the concept of national security allowed for the consideration of the
defensive implications of computer security in a more general context, and provided
justification for the argument that the security of the civilian Internet should come under
the purview of the defense community. This is at the heart of the third concern that
Nissenbaum highlights; that the Internet could be a resource for the organization and
implementation of subversive acts (2005). The securitization of domestic issues can be
seen throughout history; there are many examples of the executive taking control of
civilian sectors for the good of the nation during times of unrest and therefore setting a
precedent for future expansions of federal government jurisdiction. This began with the
gradual separation of emergency powers from a 'state of exception' wherein the rule of
law is suspended. According to Agamben’s account, use of the state of exception to
facilitate the creeping expansion of executive powers began as far back as the U.S. Civil
War, when President Lincoln “acted as an absolute dictator,” suspending the writ of
habeas corpus along military lines between Philadelphia and Washington, imposing
censorship of the mail, and authorizing the arrest and detention in military prisons of
those suspected of being disloyal. After Congress ratified his actions, he proclaimed the
emancipation of slaves, and generalized the state of exception throughout the territory of
the United States (ibid, p. 20-21). According to Agamben, “the president openly justified
his actions as the holder of a supreme power to violate the constitution in a situation of
necessity” (ibid). During World War One, President Woodrow Wilson took even broader
powers, not by ignoring Congress, but by having the powers in question delegated to
him each time: “from 1917 to 1918, Congress approved a series of acts (from the
Espionage Act of June 1917 to the Overman Act of May 1918) that granted the president

complete control over the administration of the country” (ibid). Thus rather than declaring
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a state of exception as Lincoln had, he preferred to have exceptional laws issued (ibid,
p. 21). This allowed him to use a generalized state of anxiety to pass specific laws,
giving greater permanent powers to the executive without the President having to

become a 'dictator.'

These actions broadened the scope of national security by separating
emergency powers from a state of exception, but an even more significant shift came
with the discursive attachment of these powers to periods of civil unrest, rather than war.
Agamben explains that “[blecause the sovereign power of the president is essentially
grounded in the emergency linked to a state of war, over the course of the twentieth
century the metaphor of war becomes an integral part of the presidential political
vocabulary whenever decisions considered to be of vital importance are being imposed”
(ibid, p. 21). Therefore, the rhetoric of war, or the discourse of securitization, becomes
connected to the ability to make potentially unconstitutional changes in law. During the
Great Depression, President Franklin D. Roosevelt took extraordinary powers by framing
his actions through the discourse of national security (ibid, p. 22). Agamben calls this
unlimited power to control the economy of the nation, “a fact that is in perfect conformity
with the already mentioned parallelism between military and economic emergencies that
characterizes the politics of the twentieth century” (ibid). Again, during the Second World
War, a similar claim to sovereign power was made, leading to the declaration of an
unlimited state of emergency on May 27, 1941. This same rhetoric was used to suggest
that Congress was unable to do what was necessary to protect the nation, allowing the
president take the extreme measure of interning 70,000 US citizens of Japanese

descent.

The increasingly slippery concept of national security, paired with geopolitical and
technological changes to the nature of warfare in the second half of the 20" century,
meant that military and domestic concerns were becoming increasingly inseparable. The
creation and use of nuclear weapons changed the possibilities of warfare, prompting
what Hannah Arendt calls “a radical change in the very nature of war through the
introduction of the deterrent as the guiding principle in the armament race” (Arendt,
1965, p. 6). This resulted in the dissolution of any kind of real or imagined separation
between the civilian and military domains, and expanded the concept of security into a

more civilian enterprise. Smythe notes that, until this point,“the proper function of the
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military [was] to “defend” the country against attack in order that the civilian sector may
prosper in “peace.” The two types of activity [had] been assumed to be separate and
distinct” (1986, p. 71), however, this idea is based on the “myth that the military arm can
protect the civilian activity against disruption. While never true in reality, the coming of
total mobilization in World Wars | and Il, and the advent of nuclear weaponry, should
have dramatically demolished the myth” (ibid, p. 74). Civilians would be the majority of
the victims in a nuclear attack, but in another sense civilian experts, from physicists to
economists to sociologists, were needed to expand military knowledge in this new war-
avoiding climate of deterrence (Buzan and Hanson, 2009, p. 2). The role of civilians
grew even more important to military efforts due to the increasing reliance on research
and development as the military struggled to come up with more intelligent and effective
weapons to accommodate these shifts in warfare. This prepared the way for a dramatic
expansion of the military-industrial complex, as Noble points out:

[tlhe notion of a “citizen army” greatly expanded the scope of the military
activities which were now aimed at the preparation of the entire citizenry
for possible military service: the new military creed, which identified
training for industry with military training, coincided nicely with the
corporate need for an “industrial army” of properly adjusted and
assembled “economic units” (1977, p. 226).

The all-consuming national security imperative of the Cold War further collapsed any
remaining distinctions between civilian and militarized spaces. National Security Council
Resolution 68 (NSC-68)—possibly the most important doctrine of the Cold War—is
referred to by James Chace and Caleb Carr as “the most forthright expression of... the
universalization of threats to American security” (in Edwards 1996, p. 12). It stated that
“a defeat of free institutions anywhere is a defeat everywhere” (ibid), thus expanding the

national security prerogative and defining it in very ambiguous terms.

As a result of this collapsing of civilian and military domains, and the increasingly
non-traditional format of national security threats, the need to protect the privately run
critical infrastructure had become a focus during the Cold War. Emily Frye notes that
“[plrotecting the nation's roads, bridges, and telecommunication systems became a top
priority when the possibility of massive and crippling physical damage resulting from

nuclear attack, following the devastation evident at Hiroshima and Nagasaki, was clearly
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no longer a myth” (2002, p. 349). It is therefore unsurprising that one of the earliest
focuses of cybersecurity was in terms of critical infrastructure (Dunn Cavelty 2008, p.
87). Since becoming connected to computer networks, these facilities have become
vulnerable to attack, as they could be hacked into by outsiders and damaged. Because
networked computing, and particularly the Internet, grew according to market demand
after it left the purview of the military, it was developed without the same level of
awareness of national security implications. In addition, the challenge that networked
computing poses to “conventional ways of thinking about space, sovereignty, and
security” (Saco, 1999, p. 262) due to its transgression of national borders, and the
challenge that this in turn poses to state authority through the “blurring of traditional
boundaries”, prompted great anxiety from security advisers (ibid, p. 263). The inability to
control the traffic which crosses into U.S. cyberspace, combined with the integration of
information systems into all areas of life including critical infrastructure and the military,

played into fears about asymmetric threats.

Therefore while the military had been wondering about the security of networked
computing in warfare for some time, concern with cybersecurity was propelled onto the
national agenda as a result of the information revolution in other areas of society.
Networked computing had transformed rapidly from a handful of networks that were
used mostly for defense research or operations at the beginning of the 1980s, to a
civiian and commercial enterprise in the 1990s involving an enormous number of
networks, and a much more practical and user-friendly system of organization following
the creation of the world wide web (Abbate, 1999, p. 181). This resulted in the
progressive automation and informationalization of businesses, industry, transportation,
government, healthcare, and critical infrastructure, meaning that a system that had not
been built with security in mind, was increasingly being used to store and communicate
information that needed to be secure. While early understandings of network security
outside of the military had been very technologically oriented and focused on the
integrity and operability of the network, Hansen and Nissenbaum note that “it moved
beyond a mere technical conception of computer security when proponents urged that
threats arising from digital technologies could have devastating societal effects” (2009, p.
1155).
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However Ralf Bendrath highlights a more self-serving motive for this concern,
asserting that “[t]he [cybersecurity] debate started around 1990, when the Soviet Union
collapsed and the threat-estimation professionals in the security community began
looking for new ideas” (2003, p. 50). Barry Buzan, agrees with this assertion, noting that
the end of the Cold War brought a ‘threat deficit,” as the Soviet Union “for more than 40
years had created a common cause and a shared framing that underpinned US
leadership of the West” (2006, p.1101). In the following years a scramble ensued to find
a new enemy focus for US foreign policy. Despite the move away from total war owing to
the possibility of nuclear warfare after World War Il, it is clear that the system for modern
war remained, including the military-industrial complex, military development of
technology, and the centrality of war as a political tool for policy makers (Gray, 1997).
Having lost their exterior enemy, the security professionals of the military-industrial
complex had to find new threats to legitimize their existence. Gray argues that “[tjoday's
international system of ongoing fear and tension is the second Cold War”, that it grew
out of the first Cold War, and is “part of the same postmodern war system that has been
in effect since 1945” (2004, p. xii, emphasis added). The events of September 11, 2001
provided a focus for the threat deficit, and allowed for the continuance of the postmodern
war system Gray refers to. The devastating attacks, targeting civilians and carried out
not by a rogue or enemy state but by terrorists, created a new concept of security in
which everyone was a potential threat, and everyone was therefore suspect. David Lyon
argues that “[a]nti-terrorism initiatives pick up where the Cold War rhetoric and attitudes

left off, replacing the old “Communist” bugbears with “terrorist” ones (2003, p. 7).

The Global War on Terror would require a whole new set of weaponry and
methods of defence. While foreign terrorists can be hunted out on their home soil,
domestically-based terrorists require different tactics. As mentioned earlier, the necessity
to pre-empt terrorist attacks is particularly great due to the ineffectiveness of punishment
after the fact (Chandler, 2008). Increased surveillance and control of the Internet can
therefore be understood as a way to combat the vulnerabilities introduced to critical
infrastructures by connecting them to an insecure system which may be the target of
non-traditional attacks in warfare. However it also mitigates the potential for the Internet
to be a “staging ground for antisocial, disruptive, or dangerous organizations and

communications” (Nissenbaum, 2005, p. 64). Therefore the unique features of
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cybersecurity seemed to fit well with existing concerns about asymmetric war and

terrorist attacks. Bendrath notes that as concern with cybersecurity was popularized,

it did not take very long until the highly technical problems of IT security—
encryption, password protection, and intrusion-detection systems, to
name but a few—were framed in terms previously known only from
military policy. “Password security” became “computer security,” then
“‘information-systems security,” “information protection,” and now
“information warfare.” (2003, p. 50).

The next two decades witnessed a turf war over who would take responsibility for
this burgeoning security industry and what ‘solutions' to security threats they would
promote. The Air Force had long been a champion of cybersecurity, and had set up its
Info War Centre shortly after the Gulf War in 1992, while the National Defense University
graduated the first class of officers trained in cyberwar in 1995 (Clarke and Knake,
2010). The Pentagon's Strategic Command—also responsible for nuclear forces and
Space Command—was given centralized responsibility for cyber war in 2002 but the Air
Force's newly established Cyber Command would direct the war-fighting units. While the
Air Force continued to assert its authority over cybersecurity, the Navy followed suit and
formed its own cyberwarfare unit, and other Pentagon officials voiced concern over the
Air Force's dominant role in the field. As a result, a multiservice Cyber Command was
formed and opened its doors in October of 2009, and the Air Force Cyber Command
became a numbered unit (ibid).

The intelligence community was also interested in taking responsibility for the
security of cyberspace. The National Strategy to Secure Cyberspace, a component of
the 9/11-inspired National Strategy for Homeland Security, charges the Department of
Homeland Security (DHS) with the security of government networks and the coordination
of national efforts to protect critical infrastructure. This has caused conflict with the
National Security Agency (NSA), who some view as “the world's leading centre of
cyberspace expertise” (Clarke and Knake, 2010, p. 37). Rather than attempting to
replicate the NSA's skills in the U.S. Cyber Command, some have suggested that the
NSA simply become the new Cyber Command (ibid). Director of National Intelligence
and former NSA Director Michael McConnell is one such proponent. The DHS has

voiced concerns about the increasing power of the NSA and the threat posed to the
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democratic process when one organization is responsible both for the security and
monitoring all government networks, and foreign surveillance (ibid). In spite of these
concerns, in 2010 General Keith Alexander assumed the joint role of Director of the NSA
and Commander of the United States Cyber Command. This move has been guestioned
due to U.S. law which states that military operations should be governed by Title 10 of
the U.S. code, and should be separate from intelligence operations which are governed
by Title 50. Peter Singer has expressed concern about this move, noting that “[dJouble-
hatting the NSA and military Cyber Command has raised deep concerns about the
militarization not just of cyberspace, but of an intelligence agency’s core function of

collection and analysis” (in Shachtman, 2010, para. 3).

The broadening of the scope of national security, and conflict over which
government agencies should have jurisdiction in these new domains, has resulted in a
messy and complicated turf war over the security of cyberspace, wherein national
boundaries are increasingly difficult to enforce, and attribution is extremely difficult. The
lack of clarity around jurisdiction in cyberspace, and the rhetorical power of 'national
security' has allowed for some of the most egregious infringements on the freedoms of
American citizens. Using what security expert Bruce Schneier (2008) has called “a
terrifying piece of legal contortionism,” George Bush in 2005 defended his authorization
of a domestic warrantless surveillance program being carried out by the National
Security Agency, by relying on his Constitutional powers and a joint resolution passed by
Congress after 9/11 which led to the war in Iraq. This rationale suggests that “the
president has unlimited powers to fight terrorism. He can spy on anyone, arrest anyone,
and kidnap anyone and ship him to another country... merely on the suspicion that he
might be a terrorist” (ibid, p. 26). When brought before court, an act of Congress granted
retroactive immunity to the telecom companies involved in the warrantless wiretapping,
while the government argued that the case should be barred as it could expose
government secrets and undermine national security. Many believe the dragnet

surveillance program continues today (Kravets, 2011).
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Policy Window

This historical overview illustrates the central role that the military and the
intelligence community have played both in the development of networked computing,
and in the articulation of and response to developing concerns around the security of
cyberspace. As Bendrath notes, “[tjhe debate about national security in cyberspace... is
not the only one about predicting the future, but also about how to prepare for it in the
present; it is therefore highly political” (2003, p. 51). Different actors' predictions about
future threats and how to combat them represent their divergent interests, and compete
with each other for dominance. The history covered in this chapter facilitates the
securitization of the computer security sector, framing information and communication
technologies as part of a national cybersecurity concern. However the suggested
responses to this threat are wide-ranging, and as Dunn Cavelty posits, not all problems
or particular framings of problems are propelled onto the security agenda (2008). The
winner in the battle to legitimize a certain response will be determined according to the
social position of the actor, and their ability to effectively mobilize securitizing rhetoric
and it is clear that the media’s role in agenda-setting could have a strong influence on
this. As previously noted, John Kingdon's agenda-setting theory explores the conditions
which allow for an issue or favoured response to be moved onto the security agenda; a
moment which he terms a ‘policy window’ (in Dunn Cavelty, 2008 p. 33-34). He suggests
that indicators, formal and informal feedback, and focusing events provide this window of
opportunity. While these categories are not reasons themselves for an issue to be
moved onto the security agenda, they can serve as focal points for debate around the
type of response that is necessitated. These focal points attract media attention which
functions as part of the agenda-setting process by mobilizing support for different threat

frames and solutions.

Indicators

'Indicators’, as opposed to 'events’, are the result of investigations into the
cyberthreat which confirm a problem and research possible solutions. One of the earliest
'indicators' that can be said to have garnered public attention for the issue of Internet

security was the (non) event known as Y2K. As the year 2000 approached, the
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government, the private sector, and increasingly the public worried about the possibility
that computers would be thrown into potentially terminal confusion when the twentieth
century became the twenty first century. According to Emily Frye, concern mounted
throughout the 1990s so that “[b]ly 1997, concern about the so-called Y2K Bug had
reached critical mass” (2002, p. 354). Y2K illustrated to the public, policymakers and
industry leaders alike the extent to which Western society was dependent on networked
computing, and the disastrous potential if the system ever failed. The media, in a frenzy
of cyber-doom reporting, emphasized the inevitability of this outcome; for example
Newsweek ran an article in June of 1997 with the headline, “The Day the World Shuts
Down”, in which they worried about everything from ATMs to weapons systems, and
asserted that the U.S. government was not spending enough time or money working on
a solution (Levy, 1997). Francois Debrix notes the centrality of the media in the
production of the emergency culture that developed around Y2K:

By hammering in the danger of the Y2K bug, multiplying scenarios of
what would happen if, for instance, computers were to suddenly read
2000 as 1900... constantly running programs which were meant to
provide the viewer with detailed checklists of what s/he needed to do in
order to be Y2K ready, and updating everyone on how well government
agencies were dealing with the anticipated glitches, the media made Y2K
into a powerfully conditioning event.... In short, panic and emergency,
fueled by the media, helped breed more uncertainty in the public about
the entire Y2K phenomenon. The only thing that people soon became
convinced of was that there were good reasons (because the media had
said so) to be fearful and prepared. (2001, p. 152-153)

In addition, Frye notes that management efforts from public and private sectors “put
cyberinfrastructure on the public-policy map” (Frye, 2002, p. 355), and although the
potential of Y2K quickly faded from the public mind after the rollover to the year 2000
was successfully navigated without incident, it was not forgotten by policy makers. In fact
Frye claims that the decision to form the President's Commission on Critical
Infrastructure Protection (PCCIP) in 1996, was a result of concerns that Y2K might not

be the only threat to cyberinfrastructure (ibid).

In the mid-1990s, at around the same time that Y2K fears were really starting to
take hold, concerns in other areas of cybersecurity had also resulted in internal

investigations to explore the risk and raise the alarm. These reports furthered the
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emphasis on computer security as an issue that should be dealt with by the government
and the military. The first of these investigations occurred within military circles, where
the importance of communications had long been acknowledged, but the centrality of the
Internet to issues of national security was only just being conceptualized. As has been
noted, the military separated its own sensitive networks from ARPANET, allowing the
Internet to be developed and privatized. However as the Y2K scare proved, these
privatized networks had become indispensable to many of the infrastructures upon
which the nation depended, prompting a desire in some areas of the military to reassert
military authority over the Internet. The formal launch of the concept of ‘information
warfare' occurred in 1992 with Department of Defense directive TS3600.1; however due
to its classified nature, the implications of this new type of warfare on the public domain
were largely unknown outside the military (Rattray, 2001). As part of this internal effort to
explore the importance of and threat to cyberinfrastructure, Major General Frank B.
Horton Il asked RAND analysts Roger Molander and Peter Wilson to adapt their nuclear
war simulations in order to portray a cyberthreat. The games were known as “Day
After...” exercises in which various Defense Department officials played different roles as
they attempted to defuse a crisis situation (Berkowitz, 2003). The “Day After... In
Cyberspace” games would begin with a simulation of a traditional conflict such as a
regional war, midway through which the situation would become complicated by a series
of mysterious technological happenings, like the power grid suddenly failing, or a
passenger train switching to the wrong tracks and ending up on a collision course with a
freight train. The games were incredibly popular, but also concerning; defense officials

began to realize they were unprepared for these kinds of attacks. As Berkowitz notes,

The biggest problem was simply that you often did not know who the
cyber attacker was. Sometimes you could not even tell an attack was
underway. Did someone intentionally crash a computer to keep you
confused? Or was it a normal system glitch? After all, everyone knew that
computers were always crashing of their own accord. And, even if you
think someone is screwing around with your computers, how do you
respond? As one participating admiral said, “What am | supposed to do,
nuke them for turning off our TVs?” (2003, p. 139)

The buzz around the “Day After” games spread throughout the military and began
to reach the media, and in 1994, the first publicly available explanation of information

warfare was released in the annual report of the Secretary of Defense (Rattray, 2001).
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This was followed in 1996 by the Joint Chiefs of Staff report which gave a more
comprehensive discussion of the public implications of information warfare, drawing the
link between the dependance of the protection of military networks on the security of
public networks. The report explained that, “the seamless relationship [between the US
National Information Infrastructure and the Defence Information Infrastructure] makes
distinguishing between them impossible. They share terrestrial telecommunications
networks, a variety of information databases, and satellite communication networks.
These infrastructures connect geographically separated forces and span international

boundaries” (p. 2).

The other sector in which cybersecurity was developing as a focus was private
industry, as the Internet was increasingly being used for commercial transactions,
prompting concerns over the security of that information. However efforts to ensure
personal security came into conflict with national security concerns over Internet
security; a conflict that can be illustrated by what Diane Saco (1999) and Stephen Levy
(1994) refer to as the 'cypto wars', or the tensions between government and software
companies over the availability of encryption software. When Philip Zimmermann
released his encryption program called Pretty Good Privacy (PGP) in 1991, he landed in
hot water, as cryptographic devices in the 1990s fell under the definition of “Auxiliary
Military Equipment”, and were therefore regulated by the International Traffic in Arms
Regulations (ITAR) (Saco, 1999). By posting the software online and making it freely and
globally downloadable, Zimmermann had unwittingly violated export restrictions on the
distribution of 'arms' (ibid). The concern from within the government originated from the
desire to ensure its ability to monitor foreign intelligence; an ability that was curbed by
the use of encryption software. As a solution, the Clinton administration promoted the
use of the 'Clipper Chip', a microchip used to scramble phone conversations that could
be adapted for use in computers (a version of which the NSA developed, known as
'‘Capstone’). The messages or data can be decoded with the use of two wiretap 'keys'
which are held in two separate locations 'in escrow' and are only obtainable by
government entities by a warrant (ibid). Unsurprisingly, a solution to the encryption
debate that involved the government being given a key to decode private data was
unpopular, and received critical attention from the media. Saco notes that, “[ijnstead of

the breachable 'privacy' that key-escrow programs offer, opponents favor the 'Pretty
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Good Privacy' that Zimmerman's program promises and, by all accounts, delivers” (ibid,
p. 271). As a result of this opposition, in 1995 the Clinton administration established a
joint defense-civilian board that “pledged to accommodate a mix of commercial and
federal methods for protecting electronic transactions” (in Saco, 1999, p. 282). New
proposals had private entities holding a “commercial escrow”, and offered export
privileges to software companies who were willing to build wiretap escrow keys into their
products (ibid).

Formal and Informal Feedback

Since the early 1990s, the U.S. government carried out various formal
investigations into cybersecurity with the aim of persuading the major actors in
cybersecurity—i.e. policymakers, industry leaders, and the public—of the need to
develop a coherent policy. These policy documents consulted a range of actors,
including industry representatives, military and government officials, and to a lesser
extent, the general public and civil society groups. The first significant attempt at
promoting awareness and acceptance of the cyberthreat was in a 1997 report written by
the President's Commission on Critical Infrastructure Protection, called Critical
Foundations: Protecting America’s Infrastructures. It is on this report that the Clinton
Administration’s cybersecurity policy, Presidential Decision Directive 63 (PDD 63) was
based. The policy document is brief—only fifteen pages—which is in keeping with its
position as a first attempt at articulating cybersecurity policy, however the Critical
Foundations report was a much more in-depth exploration of the issues, as little was
known or understood about cyberthreats, meaning that policy makers first needed to be
convinced of its importance. The National Strategy to Secure Cyberspace (NSSC) was
written half a decade later by the Bush Administration, by which time, according to PDD
63, the security of critical infrastructure should have been achieved, but this had not
been the case. Internet penetration in the U.S. was much higher, and the networking of
critical infrastructure much greater, resulting in greater awareness and acceptance within
government of the vulnerabilities in national security which could be exploited through
the Internet. Therefore a much more concerted effort was made in this document to

communicate this knowledge not only to government and industry, but to the general
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public whose use of this digital infrastructure could have a direct impact on the security

of the nation.

The NSSC superseded PDD 63, and gave responsibility for the coordination of
national efforts to protect critical infrastructure to the new Department of Homeland
Security, situating cybersecurity firmly in the context of counter-terrorism efforts. The
emphasis on the threat of terrorism and the emotive appeal to the public to fall in line
with a national effort to improve national security through cybersecurity is clear
throughout the document. This was followed by the Comprehensive National
Cybersecurity Initiative (CNCI) of 2007, “which is neither comprehensive, nor national”
and focuses on securing government networks (Clarke 2010, 115). It is also classified,
except for a one-page outline released in 2010. The most recent development to
cybesecurity policy is the Cyberspace Policy Review (CPR) of 2009 which does not offer
much in the way of new policy, but rather reaffirms existing efforts, and places slightly
greater emphasis on public awareness-raising. Like the NSSC, it focuses on security
holistically, including government, industry, and civilian networks. However both
documents are conspicuously silent on the role of the military, despite being focused on
national security and defence. They were written in very different political climates, and
under different presidents who had very different expectations. The CPR gives little
attention to a description of the vulnerabilities of cyberspace and the threat this poses to
the nation, while the NSSC dedicates an entire section to the case for action. This
different framing has two likely reasons; firstly, in the time that elapsed between the
writing of the NSSC and the CPR, cybersecurity became an accepted priority issue that
did not require justification. Secondly, former President Bush had a fairly low approval
rating prior to the 9/11 attacks, and the onus was therefore on the administration to
justify its every move. Conversely, Obama entered the presidency accompanied by an
expectation of hope and change, and so the CPR was framed as an attempt to improve
existing policy, not justify its existence in the first place. The NSSC was one of the first
documents of this nature, suggesting new cooperation between industry, government,
and the public to increase control over and therefore security of the national computer
networks on which the country depends. By comparison, the CPR was dealing with
currently existing partnerships, policies, and protocol, giving this document more of a

bureaucratic management emphasis.
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Focusing Events

While media coverage reflected the growing concern over the need for
cybersecurity, and the debates over how to ensure it, much of the discussion has been
purely hypothetical, resulting in a reliance on terms such as 'E-Pearl Harbour' and 'E-
9/11', to tie the future threat to something more tangible. However in recent years, there
have been several apparent manifestations of these scenarios that have served to bring
the threat out of the realm of the hypothetical and into the real. In 2007 Estonia claimed
to have been the victims of what was termed a ‘cyberattack’ that it claimed was waged
by Russia. According to media reports, the attack was assumed to have been a
response to the removal of a Soviet statue from the Estonian capital of Tallinn.
Government websites, those of various political parties, banks and the media were
targeted with Distributed Denial of Service (DDoS) attacks, which involves the flooding of
a server with requests so as to overload it and render the sites it hosts inaccessible, in
this case for weeks (Hughes, 2007, p. 2). In the following year, similar attacks against
Georgia coincided with a physical invasion of the nation by Russian troops. The attacks
were very similar in nature to those that had been carried out against Estonia; in the
Georgian case the websites of the Ministry of Defence, Ministry of Foreign Affairs,
various English language media, and Georgian President Mikheil Saakashvili, were
taken offline by DDoS attacks. However in this case, the direct military action on the
ground led media reports to reference the incident as the “world’s first cyberwar”
(Portilho-Shrimpton, 2008, para. 1).

The realization of previously hypothetical cyberattacks struck closer to home in
2010, as search engine giant Google announced that it had been the victim of an attack
that was traced to servers in China. Along with up to 34 other U.S. companies, Google's
proprietary software had been targeted in an attempt at cyberespionage, and the Gmail
accounts of several Chinese dissidents had also been compromised (Nakashima and
Cha, 2010). This admission by Google marked a watershed moment for the regulation of
the Internet for several reasons. Firstly, Google’s admission was a bold move which
risked shaking public confidence in online information sharing by confirming the
vulnerability of U.S. digital infrastructure and the private sector which relies upon it.
Secondly, the attack prompted the unusual involvement of the government in the private

sector, as the NSA was given access to Google's digital infrastructure to conduct an
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investigation (Nakashima, 2010a). And finally, the incident allowed the U.S. to challenge
China’s Internet governance policies, shifting the framing of Google's fraught relationship
with China from that of a commercial dispute, to one which was a concern for national
security. This highlighted growing tensions between China and the U.S., and illustrated
the increasing role which the ICT industry plays in international relations (Bremmer,
2010).

The attacks on Google were instrumental in bringing the reality of cyber-
espionage to the attention of Americans, and highlighting the fact that private
communications were targets in internal and also state-based conflicts. The attacks on
Georgia and Estonia were important illustrations of the extent to which technologically
dependent societies could be disrupted by fairly simple and low-cost attacks, although
these were seen by many to be examples of mass disruption, not mass destruction. The
way that these events were framed, drawing on the rhetoric of cybersecurity that had
grown out of a long history of military involvement in technological research and
development, facilitated the promotion of some security responses rather than others.
The growing concern over the threat that computer-based attacks posed to national
security emphasized the need for these responses without the necessary consideration
of the impact they would have on civil liberties.
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Chapter 4.

Method

Introduction

As has been explored, research suggests that the media can have an influence
on the promotion of cybersecurizing rhetoric, and potentially on the development of
cybersecurity policy. To explore this possibility, this study tracked the development of the
discourse around 'cybersecurity' in the U.S. media, and examined the frames through
which this issue is presented. While the expectation was that securitization will be a
dominant frame as 'cybersecurity’ has national security implications, due to the
contested nature of this field there are several competing frames that are employed in
reporting on cybersecurity. These include a computer security frame, a crime frame, a
privacy and civil liberties frame, an anti-regulatory or free-market frame, and a public-
private partnership frame. This study aimed to answer the following questions: Can a
securitizing frame be identified in news reports on cybersecurity? Is this frame
guestioned? What other frames are used as an alternative to or in conjunction with the
securitizing frame? This investigation did not address the ways in which computer
security issues more generally are framed, as this is would necessitate the collection of
an extremely broad data set that is beyond the scope of this thesis. Rather it verified the
assumption that securitizing rhetoric is present in discussions of cybersecurity, and

assessed how this frame is mobilized and changes over time.

In order to map the rise in the acceptance of the national security approach to
networked computing in the media, two methods were used. In the first stage, content
analysis was used to identify keywords based on existing cybersecurity literature that are
understood to be indicators of a national security approach to computer security. These

keywords were used to identify news articles on this topic, and to conduct a content
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analysis to indicate the popularization of these terms. Visually mapping the results of this
analysis allowed for the identification of periods of increased focus on or interest in
cybersecurity issues. The second part to this method involved a qualitative framing
analysis of these periods of high concentration. The aim was to discover to what extent
the chosen keywords are actually used to reference a securitizing frame, and whether
these periods of increased coverage are indicative of events which may have influenced
the development of the meaning of cybersecurity. My hypothesis was that the meanings
of these keywords were discursively contested, but settled over time, and therefore while
multiple frames may have been used initially, the eventual dominance of the securitizing
frame indicated an acceptance within the media of computer security as a legitimate

concern of national security organizations.

Part One: Content Analysis

| began by conducting a content analysis, using the databases LexisNexis and
ProQuest to pull data from five of the U.S. newspapers with the widest circulation, so as
to get a sense of dominant or popular frameworks. These included the New York Times,
Washington Post, Wall Street Journal, USA Today, and the Daily News (New York). The
Daily News was included in place of the Los Angeles Times, which has a wider
circulation, but whose archives were not fully accessible through the databases used for
this project. Newspapers are not fully representative of how most Americans access
news, and ideally a more comprehensive study would include an analysis of
cybersecurity frameworks employed within major television networks, as well as
alternative and online media sources. However this study is mainly interested in the
circulation of dominant discourses, and research has shown that even in the digital age,
traditional “brand name” news sources like USA Today and the New York Times are
valued for their perceived authenticity, accountability, and autonomy (Hayes et. al,
2007). Studies show a high degree of convergence between traditional news sources
and online alternatives like weblogs; Thomas Johnson and Barbara Kaye (2004) note
that, while bloggers are often critical of traditional media, in order to present this critique
they must pay attention to traditional media. Bloggers also often try to increase their
credibility by citing traditional news sources, and similarly journalists often pay close

attention to the 'blogosphere’, and also host their own independent blogs. They also
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found that studies suggest Internet-based news supplements rather than replaces
traditional news media (ibid). Of the news sources selected for this study, the New York
Times, Washington Post, and Wall Street Journal are influential publications in
Washington D.C., and therefore are likely to be more attuned to policy development as
they are based close to the center of national government. John Kingdon notes in his
research into policy agenda-setting that policymakers sometimes find it difficult to ensure
that important information reaches Congressmen and senators due to the “oversupply of
information,” but that “if the Times or Post picks up [a] report and does a story on it, they
do read that, and it gets their attention” (1995, p.60). Therefore the relationship between
these publications and policymakers is clearly important for an investigation of media

effects in cybersecurity policy formation.

The choice of time period under examination was informed by the literature
review, which identified a shift towards a distinct cybersecurity rhetoric in the 1990s. As
Cavelty points out, concern with information and communication technologies dates
back to at least the Second World War, however at this point ICTs were seen as ‘force
enablers’ or ‘force multipliers’ (2008, p. 41). It was not until the 1980s when
technological innovation resulted in the merging of telecommunications networks and
computers, and the subsequent popularization of personal computers, that ICTs were
conceptualized as possible vulnerabilities, or even targets for national security threats
(ibid, p. 42). While an understanding of the central importance of ICTs is apparent in the
literature, Ralph Bendrath asserts that a distinct rhetoric of ‘cybersecurity’ was not
present until around 1990, “when the Soviet Union collapsed and the threat-estimation
professionals in the security community began looking for new ideas” (2003, p. 50).
Therefore the time period examined begins at 1990, and ends in 2010, which was the

most recent complete year of data at the time of writing.

In order to identify a securitizing discourse as applied to computer security within
these sources, and to produce data that was manageable in size and scope, a set of
keywords were chosen—again informed by the literature review—which are
representative of a framework of security that looks at ICTs through a national security
lens; these are 'cybersecurity' and its various componants, 'cyberattack’, 'cyberwar' and
‘cyberterrorism' (including variations in spelling wherein the ‘cyber' is hyphenated or

exists as a separate word, for example 'cyber-security' and ‘cyber security’). The prefix
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‘cyber’ as a designation of computer-based function has become ubiquitous, as Burnett
and Marshall note (2003). Originating in part in the cyberspace of Wiliam Gibson’s
Neuromancer (1984), and also drawing on Norbert Wiener's theories of cybernetics,
wherein information systems function using feedback loops which allow for constant
adjustment according to changing circumstances, an array of neologisms have resulted
(Burnett and Marshall 2003, p. 25). Of these, cybersecurity, cyberattack, cyberwar, and
cyberterrorism reference a range of traditional threats to the nation. The term
‘cybersecurity’ represents a broadened concept of 'security' which can be used to
assess a wider range of potential threats to the nation. This is appropriate for a post-
Cold War world in which total war is not an option, international conflicts are increasingly
non-traditional, and a threat deficit created by the fall of the Soviet Union has resulted in
a scramble to find a replacement enemy focus for US foreign and military policy (Buzan
2006; Gray 1997). It encompasses virtually all possible computer-based threats in a
world where traditional notions of warfare and nationhood are constantly challenged.
The inclusion of the more specific keywords 'cyberwar, 'cyberterrorism,’ and 'cyberattack’
allowed for an indication of which threats were of primary concern during different
periods. However while these keywords represent very specific militarized threats which
are posed by certain types of people in specific circumstances, their meanings are not
static and their use can be flexible. They invoke the idea of security, but can be used in a

range of circumstances.

In an initial search for data, the keyword ‘information warfare’ was included. This
is a military term which was popularized early on in mainstream discussions of
cybersecurity. It is used to refer to a range of strategies in warfare including propaganda,
electronic warfare, targeting communications, misinformation, espionage, and both
human and signals intelligence (Berkowitz, 2003). It was decided that its meaning is both
too broad for the purposes of this study as it encompasses far more than networked
computing, and at the same time is too narrow, as it originates from a specific lexicon of
military strategy, rather than being a popularized neologism. This does not mean that
‘information warfare’ cannot be re-appropriated and used in similar circumstances as the
other keywords, however it does not originate from the same cybersecurity discourse

which began to circulate in both military, government, and the popular press in the
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1990s; rather, it has been used to reference an established part of military strategy since
at least the 1980s (Bendrath, 2003).

The keywords suggest which frame the reader should use to interpret pre-
existing mental schemas, which contain pre-set understandings regarding
consequences and responses (Fairclough, 1986). Therefore the chosen keywords
reference general schemas with implied frames. This referencing is a common strategy
of news media as it allows for a necessary reduction in the complexity of an issue, given
the constraints of print space and airtime. However, condensing complex issues in this
way does carry the risk that a term could be used incorrectly as it reduces an issue to its
bare bones and presupposes prior knowledge of the origins of the term. Entman
suggests that once a term has gained salience, the use of a new term might result in a
lack of understanding or an issue being taken less seriously (1993). This could explain
the unintentional (and in some cases intentional) flexibility and fluidity in the definition of
the keywords which were sometimes used in what would appear to be inappropriate
circumstances, as will be explored in the analysis. It was decided that the unit of analysis
should be the articles in which the words were used as a whole, rather than the number
of times the keywords appeared within the articles as, according to framing theories,
“even a single unillustrated appearance of a notion in an obscure part of the text can be
highly salient, if it comports with the existing schemata in a receiver's belief systems”
(Entman, 1993, p.53).

A comparison of the frequency of keyword usage across the specified time
period was then used to illustrate the changing level of acceptance of and familiarity with
the keywords, and the evolution of the salience of the threat. It was hypothesized that
the different keywords would fluctuate in popularity year by year, influenced by external
events which change the characterization of the threat. For example, it was expected
that there would be an increase in usage of all keywords in the period directly preceding,
and especially following, the attacks on the World Trade Centre in 2001. It was also
expected that there would be an increase of the use of the term ‘cyberterrorism’ during
this period relative to other keywords, as terrorism became the most salient threat-frame
as a result of the attacks. In addition, a degree of overlap in terms of keyword usage
within the individual articles was expected, potentially leading to an inflated estimation of

keyword use, which is not something that would be indicated by a content analysis. For
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example, three of the four keywords might have been used in the same article, so this
would count as three separate data points in the quantitative analysis, however they

occurred within only one article.

Part Two: Framing Analysis

The second stage in this study involved a qualitative examination of a sample of
the data retrieved. This examination was conducted to show whether the securitizing
frame is present when these keywords are used, or if these words are used in
conjunction with other frames. The ‘point’ of an article cannot be reduced to the ‘topic’;
cybersecurity or networked computer security may be the topic, but the point involves
the meaning that the reader is supposed to take from the article. The data compiled was
too large to conduct a close reading on every article; therefore the second part of this
analysis was conducted on one keyword only—'cybersecurity' as the primary keyword of
concern—and on select years as determined by the data. The first and final years from
which data was gathered were focused on so as to provide a comparison of the

development of cybersecurity framing over time.

The analysis examined two features of discourse: frames and schemas.
According to Norman Fairclough, a schema represents the elements that are covered
when outlining a specific activity, for example in security there is that which is
threatened, an aggressor, and proposed solutions. Frames tell us how we should feel
about each of these elements, for example what national security means, who the
aggressor is and what they have done in the past. Schemas therefore “act as cues for a
particular frame, and the frame provides a place for each textualized detail within a
coherent whole” (ibid, 80). In Copenhagen School terms, frames and schemas convey
some of the facilitating conditions necessary for a successful securitization; the linguistic
structure of the speech act constitutes the way that the issue is framed, while the wider
socio-political context is represented by the schemas that are referenced. Fairclough
notes that this method of discourse analysis examines both the meaning built into the
structure of the text, and the influence on the interpretation of text that is exerted by an
audience's relation to the author of the text, and any referenced 'experts’, thereby

illustrating the connections between language, power, and ideology. Therefore this
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analysis examined both “what's in the text and what's already 'in' the interpreter - that
is, the common-sense assumptions and expectations of the interpreter” (1989,
p.78). This necessitated an awareness of intertextual context, or the fact that the current
discourse is connected to a series of previous discourses, and that this understanding
“determine[s] what can be taken as given in the sense of part of common experience,
what can be alluded to, disagreed with, and so on” (Fairclough 1989/2001, p.121).
However an examination of audience members was beyond the scope of this thesis,
therefore the analysis was limited to a discussion of the frames used and an awareness
of the socio-political context in which they were communicated, rather than their

interpretation by specific audiences.

There are several different schemas and corresponding frames that could be
employed in the reporting of cybersecurity issues and events, and they will be outlined
here in turn. Within securitization, the main framework of analysis, the three main
components of a schema are the situations or ‘threat subjects’ which are presented as
issues of security; who or what is threatened, also known as the ‘referent object’; and the
‘extreme measures’ or proposed solutions that are necessitated in order to mitigate the
threat (Buzan et al 1998). The referent object is usually the nation, however the frame of
national security allows for an expanded range of referent objects to those that are
essential to the survival of the nation, for example critical infrastructure. According to the
Copenhagen School, a threat must be 'existential,’ however the national security frame
allows for a broadening of the idea of 'survival' so that even a threat to the national
economy or ideology could be understood to threaten the nation's very existence. The
national security frame differs slightly depending on the nature of the threat subject.
Understood by the Copenhagen School as an 'external facilitating condition' and by
Fairclough as a 'schema’, this could involve referencing objects that are generally
perceived to be threatening (for example nuclear bombs or terrorist groups), or the
comparison of the threat to past events that posed major threats (for example Pearl
Harbour or 9/11). The way the issue is framed also shifts depending on the historical
relationship that the U.S. has with the threat subject, which could be nation-states such
as Russia and China, or a variety of non-state actors which are given a pre-existing
history by invoking the amorphous schema of 'terrorism'. Depending on the threat

subject and the referent object, the frame proposes different solutions. For example a
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threat posed by a nation state may require diplomatic maneuvering, or perhaps
economic sanctions, or increased development and funding for U.S. defense in that
particular area. A threat from a non-state actor, on the other hand, might require
increased control, regulation or surveillance of a particular area, and often increased
powers for defense organizations. The proposed solution may also be influenced by the
securitizing actor who performs the security speech act, as different organizations vie for

dominance in different areas of defense.

There were a number of alternative potential frames which were also used in
articles concerning ‘cybersecurity.” These frames show concern with the security of
information, but the repercussions of the threat were different than within the
securitization frame; the threat was not existential and does not result in cascading
effects throughout society. The first of these is computer security which Helen
Nissenbaum characterizes as being concerned with protecting computer systems
against attacks which threaten the availability, integrity, and confidentiality of data and
information networks (2005, p. 63). Therefore the 'threat subject’ may not even be an
attack, but rather the dependability or survivability of a system in the face of accidental
failures (ibid). The 'referent object' does not include broader objects such as 'the nation'
or 'society'; rather this frame focuses on the security of the system itself and the
implications of a breach or failure on the individual users of that system, perhaps to the
extent that businesses and organizations may be affected either directly or due to a lack
of public confidence. The proposed solutions are therefore also very different; Ross
Anderson suggests that this frame may portray computer security as “driven more by
what customers want than by a mission to provide protection against objectively (or
inter-subjectively) construed harm” (in Nissenbaum 2005, 65). By contrast the
securitization frame goes beyond securing the private interests of stakeholders (at least

rhetorically) and suggests a moral imperative to safeguard the public as a whole (ibid).

The cybercrime frame bears some strong similarities to the securitization frame,
but differs in its characterization of the threat, and the proposed alternatives. The threat
is not existential—though it may impact some isolated areas of society, it does not have
a cascading effect throughout society. Because the threat is not existential, the proposed
measures in response are unlikely to be extreme as they do not appear to be justified if

the circumstances are not exigent and do not require a response beyond the realm of
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politics as usual (Buzan et al., 1998). Most instances of cybercrime are not obvious until
they are discovered; they rely on their covert nature in order to continue being
successful. While this is sometimes the case with issues of national security—for
example espionage is similar in this respect—most widely publicized threats are
assumed to result in a major event affecting the entire population. Some of the most
commonly cited cybercrime concerns that are likely to elicit an emotive response similar
to that of securitization are that of fraud, intellectual property theft, and online distribution
of child pornography—incidents that clearly affect individuals (Nissenbaum 2005, p. 64).
The importance of individuals as the ‘referent object’ is central in framing the threat as

cybercrime rather than a national security concern. As Nissenbaum explains,

[a] virus attack on the Internet that corrupts thousands of computer
systems [could be] presented as a criminal attack against thousands of
individuals and is the business of domestic law enforcement, constrained
by relevant protocols of investigation, arrest, and so forth. This same
attack, within the cyber-security model, may be construed as an attack
against the nation, and count as evidence for securitization. (2005, p. 72,
emphasis added)

However in some cases the cybercrime frame can overlap with the securitization
frame as economic impacts have begun to be discussed in national security terms, and
the 'damage’ caused by a cyberattack is often measured in economic terms in both
frames. Similarly, specific types of cybercrime (for example those involving distributed
denial of service attacks) are increasingly absorbed into a national security frame as
some nation-states are known to 'sponsor' attacks that are carried out by criminal or

independent organizations so as to ensure deniability (Van Eeten and Bauer, 2009).

It is often suggested that privacy and civil liberties need to be balanced with
security, or that one must be traded for the other, and so such a frame is often at odds
with various security frames. Jennifer Chandler highlights the paradox that “security
measures intended to protect a liberal democracy can end up eroding the civil liberties at
the heart of that liberal democracy” (2008, p. 121). This frame is almost the reverse of a
national security frame; where securitization equates government and the populace as
‘the nation’, the privacy and civil liberties frame divorces them and focuses on the
populace and sometimes marginalized groups as the ‘referent object’. The ‘threat

subject’ is therefore government regulation, and the threat comes from the government
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or law enforcers themselves. Such a frame therefore questions the effectiveness of
security measures, and asks whether a less privacy-invasive method could be used to
the same effect, whether the benefits to security are worth the costs to privacy, and
whether the privacy of certain people is more adversely affected than others (ibid, p.
122). The motives of the government and security institutions are often called into
guestion, and the securitization frame is critically engaged with. Given this critical
approach, and the suggestion that privacy and security are on opposite poles, the
privacy and civil liberties frame is not often seen alongside a securitizing frame, as
securitization emphasizes the urgency of the situation in order to promote security above

all other concerns.

However the civil liberties frame does sometimes complement an anti-regulatory
or free-market frame, which focuses on the positive effects of a free and open Internet,
especially to a growing economy, and questions whether government regulation and
cybersecurity measures might negatively impact business (Saco, 1999, p. 266). The
anti-regulatory frame emphasizes the private sector’s mistrust of government regulation
(Clarke and Knake, 2010) and questions the state’s need to assume a mediating role to
manage the use of the new technologies (Saco, 1999, p. 273). It is similar to the civil
liberties frame in that it takes government regulation as the threat subject and poses
industry, the consumer, and by extension the nation, as the referent object. In this way it
is sometimes possible for a free-market frame to suggest that national security moves
are damaging to the economic security of the nation. In the case of cybersecurity is can
be suggested that the state’s policy “is causing [industry] to lose international sales to

foreign competitors unconstrained by similar restrictions” (ibid, p. 270).

The public-private partnership frame is very similar to the anti-regulatory frame
as it focuses on the importance of industry and the economy, and supports a free-market
approach. However in this frame the government is not a threat to this approach; rather
is seeks to foster innovation and economic development while also promoting security
by partnering with industry. Due to the increasingly transnational nature of industry and
corporations this frame may similarly emphasize the global nature of the Internet and the
need for the government to enforce international regulation or to conduct foreign policy
with the best interests of national industry in mind. The government does not regulate

industry, but works alongside it towards a common goal. This idealistic frame mirrors the
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relationship fostered by the military-industrial complex, however it is dependent upon the

belief that government and industry's goals can always be in line with one another.

News articles do not always follow so crude an outline; the choice over how to
frame a news event often results in a more complex telling. However as Fairclough
notes, the framing of a news report may be what is remembered by an audience, as
“once we identify a text as an instance of a pattern, we happily dispense with the mass
of its detail and reduce it to the skeletal shape of the familiar pattern for purposes of
longer-term memory and recall” (1986, p. 160). Furthermore, he suggests that “aspects
of events which do not conventionally get separated out as structural elements, will tend
to disappear from view and consciousness” (ibid, p. 138-139). Therefore information
that does not fit within a frame may not achieve the same degree of salience with an
audience. In addition, Kahneman and Tversky demonstrated that “frames select and call
attention to particular aspects of the reality described. This logically means that frames
simultaneously direct attention away from other aspects” (Entman, 1993, p.54), and so a
frame may actively discourage consciousness of information that does not fit within it,
even if it is mentioned in the article. An analysis of the frames employed therefore took
note of which frames were used in the article, the frame that was dominant, and the

frame that was most often employed over time.

Case Study: Google vs. China

A media framing analysis of the 'cybersecurity' data allowed for conclusions to be
drawn about the way this sector is discussed in the media, and how this changes over
time. It illustrated the prevalence of a securitizing discourse, and how often the dominant
news sources questioned the official framing of an incident. It highlighted any differences
in the way different events are framed, and while it did not show causality, suggestions
can be made as to why events were framed in this way. The method of data gathering
limited this analysis owing to the securitizing bias of the keywords used for the content
analysis. Therefore it focused on the use of the frame, and did not accurately reflect how
the frame was mobilized and how issues were discursively fought over. Therefore this
analysis was supplemented by a secondary qualitative analysis of a case study of a

cybersecurity event, the selection of which was informed by the analysis of the
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‘cybersecurity' data set: cyberattacks originating in China and targeting search engine
giant Google received a proportionately high level of media coverage in 2010 (43 articles
out of the total 233), suggesting that it was a significant cybersecurity event. A second
set of data was gathered using the same method and the same sources as were used in
the first data set collection in order to ensure the inclusion of all alternative frameworks
and avoid a securitizing bias. The keywords used to gather this data set were “Google”
and “China”, with the search parameters being limited to the year 2010. The data were
sorted manually to ensure that the cyberattacks were mentioned in the articles, rather
than another incident involving these two actors. The framing of the event in this case
study was analyzed to establish the dominant framing that was used. An analysis of the
treatment of a specific cybersecurity event allowed for a better understanding of the
effectiveness of the securitizing frame, both in terms of its ability to trump alternative
frames, and in terms of its ability to facilitate the promotion of cybersecurity policy
developments.
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Chapter 5.

An Analysis of Competing Media Frames

This chapter will present the findings in the analysis of the frames used in news
reports on cybersecurity issues. It will first present the results of the content analysis,
examining the shifts in the use of this framing over time, and the external ‘'facilitating
conditions' that may have influenced the choice in framing during different periods. Then
the results of the qualitative framing analysis will be presented which will examine the
internal facilitating conditions that support or question the securitizing move. This
analysis will focus on the data relating to the 'cybersecurity' keyword during 2010, and
the spikes in usage will be looked at more closely in order to get a clearer idea of the

way issues are framed and why this might be.

Part One: Content Analysis

A total of 2205 articles were gathered using the search terms—referred to here
as keywords—'cybersecurity,’ 'cyberattack,’ ‘cyberwar,’ and 'cyberterrorism' and
searching five news sources between January 1990 and December 2010. There was
some overlap as multiple keywords were used within the same article, however as
illustrations of the popularity or commonality of the keywords, it was important to count
each occurrence as a discrete piece of data regardless of whether the article contained
more than one keyword, and regardless of how many times that keyword appeared in
the article itself. The term 'cybersecurity’ was the most commonly used, appearing at
least once in 1052 articles. 'Cyberattack’ was the next most common with 746 articles,
followed by 'cyberterrorism' at 245, and 'cyberwar' at 162. In what follows the periods
and frequency in which these keywords appeared will be analyzed to highlight patterns,
and to formulate hypotheses about the reasons behind these fluctuations. The results of

the initial quantitative analysis are displayed in Figure 1 below.
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Figure 1. Number of Articles Referencing Keywords 1990-2010

As the graph indicates, the first usage of any of the keywords was in 1995, which

suggests little public awareness of these issues prior to this, or that the hypothetical

threat was not considered particularly newsworthy. However this does not mean that the

issues referenced by the keywords were not being discussed prior to this; different

terminology may have been used, for example the military term 'information warfare', or

much less specific terminology such as ‘computer security'.

The general increase between 1990 and 2010 could simply be due to the fact

that more people own computers and more of the nation’s infrastructure relies on

networked computing, meaning that it is a more familiar concept. It could also be that

since the term has become more familiar a greater range of events are being described
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as issues of cybersecurity; for example internet-based crime, online smear campaigns,
website defacement etc. Or it could be the case that greater focus is being given to
computer-related events which impact national security as a result of an increased
awareness and acceptance of the threat. The year 1995 was mid-way through the
Clinton administration's first term, and was the year before President Clinton formed the
Presidents Commission on Ciritical Infrastructure Protection (PCCIP) which was tasked
with formulating a national security strategy to protect critical infrastructure against cyber
attacks. The growing awareness among security professionals of computer-based
threats that prompted the first steps in policy creation and official response therefore

coincides with the beginnings of public awareness of these issues.

The keywords all begin with low level usage over the first few years. The
‘cybersecurity' line begins to steadily increase after 1998, increasing sharply after 2001
and peaking in 2003. The high activity around this time is likely owing to the attack on
the World Trade Centre in 2001, resulting in a sudden and heightened awareness of
security threats of all kinds. This peak of media awareness coincides again with the
development of new cybersecurity policy, as President Bush's National Strategy to
Secure Cyberspace was released as a component of the larger National Strategy for
Homeland Security in 2003. After 2004, occurrences of the keyword 'cybersecurity’
decline, dropping off sharply between 2004 and 2007, before rising again and suddenly
increasing in 2009 and continuing upward in 2010. The rise following the World Trade
Centre attacks in 2001 could be part of an expected general increase in security
awareness following a major domestic security incident. However there is no
corresponding national security incident 2009 or 2010 on the same scale that could
account for the massive increase in usage of the 'cybersecurity' keyword. Therefore it is
likely that any incident resulting in this increased focus would be an occurrence that is
specifically related to networked computer security. It is also likely that such an incident
would have occurred in conjunction with a conscious attempt to carry out a securitizing
move; as we have established, the media has a short attention span, meaning that
newsworthy events are covered and quickly replaced by new occurrences, so this level
of usage is unlikely to have occurred due to the coverage of a single event. Therefore
this sustained and increasing usage of the keyword suggests an effort by security

professionals to maintain public focus on the issue.
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The 'cyberattack' keyword mirrors the development of ‘cybersecurity' until 2001,
although the numbers are slightly higher, perhaps indicating a connection between
understandings of security as being related to attacks, either defensive or offensive. This
relationship seems to decrease between 2001 and 2006, as 'cyberattack' drops off in
usage while 'security' continues to rise and then declines much later, after 2003. This
could be explained by the socio-political climate following the World Trade Centre
attacks; the 'attacks' themselves were fleeting, whereas the response was a steady
increase in 'security' efforts so as to prevent any future attack. From 2008 'cyberattack’
parallels 'security' again, but the numbers for 'security’ are now above 'attack’, and both

increase dramatically in 2009-2010.

The 'cyberterrorism' keyword also mirrors the development in usage of 'security'
and ‘'attack’' up to 2001 which is, unsurprisingly, its high point, coinciding with the 9/11
attacks and the subsequent focus on terrorism. Perhaps surprisingly, however, it begins
to decline after this rather than indicating a sustained media focus on terrorism relating
to networked computing, and rises only slightly again in 2003, perhaps as a result of the
policy development around this time. After 2004 it drops suddenly and stays close to the
baseline, with a slight rise in 2008 and 2010, perhaps reflecting the reporting of specific

incidents.

The 'cyberwar' keyword follows the same pattern as the other keywords initially,
but only rises until 1999, dropping off again rather than continuing to rise until 2001 as
the other keywords do. Rather it decreases steadily to 2002, perhaps as terrorism
became rhetorically established as the main challenge to security and nation-states
became less of a focus. 'Cyberwar' remains close to the baseline until 2007, when there
is a slight increase and subsequent drop, as if in response to a specific incident—
perhaps the so-called cyberwar between Georgia and Russia that occurred at this
time—however it then increases steadily to 2010, perhaps as part of the securitizing
move indicated by the increase that can also be seen in the use of ‘cybersecurity’ and

‘cyberattack'.

However to assess the level of acceptance within the media that is indicated by
the increased use of these keywords it is hecessary to look more closely at the articles

themselves. This data merely indicates that the terms themselves were being used and
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therefore have increased in familiarity, but the context in which they appear could be
critical of their usage, or of the actions that the terms are used to reference. Acceptance
of the terminology does not indicate acceptance of the securitizing frame itself. However
there is not space in this thesis to carry out a detailed analysis of all the articles;
therefore the results of the content analysis will be used to isolate periods of interest
upon which a qualitative analysis can be conducted. While all the keywords evoke
national security schemata, 'cybersecurity' and 'cyberattack' are the most flexible in their
definition and could therefore be applied to a wider range of phenomena. It is likely that
these words could be used as well as, or even in place of the terms 'cyberwar' and
‘cybterterrorism'. The graph in Figure 1 indicates that 'cybersecurity' also demonstrates
the highest growth and most radical change over the period under examination.
Therefore in the interest of time and given the focus of this thesis on security discourse,
further investigation will be limited to the term ‘cybersecurity’. Figure 1 also indicates that
2010 was the year in which the keyword was used in the highest frequency and would
therefore be an important year to examine. While 2009 experienced the largest shift in
usage of the term, in 2010 the frequency of usage continues to increase, suggesting
something more than a response to a specific event, but rather the acceptance of an
ongoing agenda-setting effort. This analysis will assess the validity of this hypothesis,
guestioning what caused this shift and whether it is an indicator of a rise in popularity
and acceptance of the term. In order to provide a point of comparison for the coverage in
2010 a qualitative analysis will also be conducted on the years 1995 and 1996, when the
first instances of keyword usage were recorded. This will give some context for the spike
in usage of cybersecurity terminology and establish whether the frameworks through

which these issues are portrayed have shifted over time.

Part 2: Framing Analysis

‘Cybersecurity' Framing During 1995 and 1996

Usage of the keyword 'cybersecurity' is fairly low between 1995 and 1996, with
only six articles in total using the term. The first usage comes at the end of 1995, so the
decision was made to also include the articles from 1996 in order to have a wider

sample to draw from in making a comparison to later uses of the term. Figure 2 below
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indicates the distribution and frequency of the articles containing the keyword during

these two years.
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Figure 2. Cybersecurity Reporting Between 1995 and 1996

The first mentions of cybersecurity in 1995 and 1996 illustrate a conflict of two
clearly defined frameworks wrestling for dominance; the free-market or anti-regulatory
frame which focuses on the importance of economic progress, and the national security
frame which promotes the importance of regulation. In the first article that mentions
cybersecurity—in October of 1995—the ‘'topic’ is the 'Clipper Chip'; a proposed
encryption method for which the government would have a key, and which would be the
only method of encryption allowed for computer communications in the U.S. The 'point’
or dominant frame is the free-market frame, although others are also present. It is an
editorial that is highly critical of government regulation which purports to increase
cybersecurity while having the side effect of limiting the economy. ‘Cybersecurity’ in this
article is defined as the degree to which the Internet is “safe for business” (USA Today,
1995, para. 1), something which would be achieved through powerful encryption.
However such encryption was “blocked by government export regulations that make the
programs difficult if not impossible to market, even for domestic purposes” (ibid, para. 4).
Government regulation is clearly framed as the antithesis of successful business; is it

proclaimed to be “not right” and moreover, “not necessary” (ibid, para. 5, 6). There is a
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strong emphasis on self-determination and the rights of individuals to protect their
property which overrides government concern with national security. Alongside the anti-
regulatory frame, a civil liberties frame is also invoked to describe the government-
proposed solution involving the distribution of powerful encryption to which the
government would have a ‘key’. This solution would override a “citizen's right to be free
from government monitoring” (ibid, para. 9) and is “vulnerable to abuse” (ibid, para. 10).
The events at Waco and Ruby Ridge invoke schemata that emphasize distrust of the

federal government (ibid, para. 11).

An article using the same frames appears in December of 1996 covering the
same issue, however the emphasis is slightly different according to which frames are
given the most weight. The government is portrayed as behaving in an underhand
manner, as it “sold the rules [that limit encryption exports] to the industry this fall as a
liberalization of such exports. But in the writing, the administration bowed to demands of
law enforcement and security officials” (USA Today, 1996, para. 8). This also suggests
that the government did not act in the best interests of businesses and the “legitimate
customers of the U.S. software and computer industry” (ibid, para. 11). The civil liberties
frame is stronger in this article, as the title itself proclaims that “Privacy takes another hit
from new computer rules”, suggesting that regulation is primarily damaging citizens’ right
to privacy. Later in the article, it is stated that encryption is “free speech”, again
emphasizing the underhandedness and perhaps unconstitutionality of government

regulations (ibid, para. 10).

The other articles in 1996 promote the alternative frame of national security. The
'topic' of these articles is the development of a cybersecurity strategy, which seems to be
related to the report generated by the President's Commission for Critical Infrastructure
Protection and the resultant Presidential Decision Directive 63. Government attempts to
secure the Internet are not portrayed as regulation that pre-emptively controls, but rather
that is a necessary response to attacks by adapting existing legal systems to the new
challenges of cyberspace. The securitizing frame is strongly supported; the title of one
article proclaims that the cybersecurity plan is “urgent,” a connection is drawn in the first
paragraph between the necessity of securing cyberspace and the need for an atomic
bomb program in World War Two (Zuckerman, 1996a, para. 1), and the article compares

a cyberattack to the attack on Pearl Harbour (ibid, para. 20). Another article makes a
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comparison to the Oklahoma city bombings (Zuckerman, 1996b, para. 5), and another
puts a cyberattack on par with a Unabomber (Zuckerman, 1996c, para. 5). Potential
aggressors are identified as “terrorists or foreign attacks” (Zuckerman, 1996b, para. 3)
and the referent object is the nation’s critical infrastructure—for example the power grid,
transportation, and financial services—without which the country could not function. The
articles are based around the testimonies of various security officials and members of
government, for example the Deputy Secretary of Defense, the Attorney General and
her deputy, various senators, and CIA General Council. Each article opens by noting
that these actions are being taken by the Clinton Administration, and are therefore fully
endorsed by the President. This reliance on official discourse is typical of both the
securitization framework and of news reporting, and it adds legitimacy to an uncritical

reporting of government actions.

The second frame that is clearly present in these articles is that of public-private
partnership. One article states in the title, “Clinton administration sees role for both
public, private sectors on new commission” (Zuckerman, 1996a) and emphasizes that a
cybersecurity strategy would be a “cooperative venture” (ibid, para. 7) with the private
sector based on “trust” (ibid, para. 8), and that the private sector role is “critical” (ibid,
para. 8). This frame complements the securitization frame, which is unsurprising given
its reflection of the relationship between security and industry that was central to the
military-industrial complex. However the frame that is conspicuously absent is that of
civil liberties; for example the legal protections prohibiting CIA involvement in domestic
investigations are referred to as “turf disputes” (Zuckerman, 1996a, para. 12) which
merely complicate government efforts to secure cyberspace, rather than being
necessary restrictions on the jurisdiction and power of the intelligence community. While
the civil liberties frame appears with the articles whose focus is anti-regulatory, it is

largely incompatible with the national security frame.

From these examples, it is clear that anti-regulation and civil liberties frameworks
are invoked when government regulation negatively impacts industry. However when a
framework of public-private partnership is used, national security frameworks are much
more positively portrayed in the press and civil liberties are less likely to be of concern.
The connection between government actions and policy development is also apparent;

the 'topic’ of the articles is either the development of cybersecurity policy, or the impact
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that government decisions around cybersecurity are having on the public sector. This
indicates that the public perception of cybersecurity is being driven by policy initiatives,
and therefore suggests that those articles with a national security frame may be part of
government efforts to perform a securitizing move towards computer security. The
presence of frames which question this approach, promoting considerations of civil
liberties or taking an anti-regulatory stance, suggest that this securitizing move has not
yet been successful, perhaps because ideas of cybersecurity are new and the threat has

not gained enough salience to be fully accepted.

'‘Cybersecurity' Framing During 2010

By 2010, there are 233 articles which use the term ‘cybersecurity’, a dramatic
increase from a total of 6 between 1995 and 1996, that indicates a much greater
awareness of the issue. To investigate my hypothesis that greater focus is being given to
computer-related events which impact national security, it is helpful to look at the pattern
of usage of ‘cybersecurity’ during 2010. The graph in Figure 3 below shows a major
spike in January (when the Chinese cyberattacks on search engine Google were
announced), followed by a drop to a more consistent level of usage thereafter. However
this consistent level is still high with an average of 19 articles per month mentioning
‘cybersecurity'—an average that only reduces to 18 when the spike in January is

excluded, illustrating a relatively high awareness of the issue throughout the year.
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Figure 3. Frequency of ‘Cybersecurity’ Usage in 2010 by Month

The first step of a closer examination must differentiate the 'topic' of the articles
from the 'point’, which is indicated by the frame and schemata that are mobilized. The
term 'cybersecurity' is used in a range of situations or 'topics'; the data reveals nine
different categories of article, with some overlap between them. The first category
includes 53 articles in which cybersecurity is referenced as part of a name or title, for
example in weekly listings of museum exhibits or television shows. This indicates the
growing popularity of the term and significance of the field, but does not really contribute
to an understanding of the framing, and therefore will be excluded from further analysis.
A second category involves articles on computer-related crime, and a third, technical
issues with specific computer systems. The remaining groups are much more clearly
related to national security. The fourth topic is the institutionalization of computer
security, whereby military or intelligence organizations are given increased authority in
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these areas. Foreign policy and international relations concerning cybersecurity
constitutes a fifth category. A sixth set of articles focus on the education or training of
cybersecurity-related personnel, usually within traditional security-based institutions such
as the military. A seventh set features specific events or attacks on the information
infrastructure. Policy developments and new regulation make up the eighth group, and
finally independent and government-commissioned reports on cybersecurity

developments are also reported on.

These findings suggest that there is a greater awareness of and investment in
networked computing in 2010 as compared to 1995, and that a wide range of issues is
being included under the banner of 'cybersecurity'—for example cybercrime and
technical issues with individual systems. However the majority of articles have a strong
national security connection, suggesting that ‘cybersecurity’ has become an accepted
concern of national security. There are a substantial number of articles (52) that do not
focus on cybersecurity as the main topic, but rather contain broader discussions of
national security issues and their relation to developments within industry; for example
developments in defense contracts with Northrop Gruman including those in the area of
cybersecurity, or a company's maneuvering to become a bigger player in this field, or
government investment in research and development that included cybersecurity. These
articles often used a securitizing frame, however cybersecurity was not the main focus.
This highlights the strong connection between national security and industry that is

reflected in the framing of some of the other articles.

Of the remaining articles in which cybersecurity was the central topic, 58 clearly
demonstrated the securitizing frame while 53 emphasized the importance of public-
private partnerships. These two frames were used together almost 50% of the time,
emphasizing the strong connection between public-private collaboration and national
security. In comparison to the articles from 1995 and 1996, it is clear that this has
become the dominant pairing; appearances of the securitizing and public-private frames
account for over half of the total identified frames in 2010. Computer security and
cybercrime tended to be used discretely, with 13 of the 18 articles that focused on crime
framing cybersecurity in terms of crime alone, and 7 out of 8 articles that focused on
computer security framing cybersecurity as an issue only of computer security.

Conversely, the anti-regulatory frame is only used alone in 3 out of the 9 articles in which
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it appears. This would seem to indicate that the definition of the term 'cybersecurity' is
still contested to a certain extent, however the meaning or 'point' is converging on a
dominant understanding that involves national security and industry, while other
definitions involving technical or criminal understandings are used separately and less

often.

However the most interesting shift is in the framing of privacy and civil liberties;
26 articles invoked a civil liberties or privacy frame and of these only 6 articles focused
exclusively on privacy issues. In contrast to the articles from 1995 and 1996, a civil
liberties frame was often paired with a securitizing frame, and these were not always
placed in opposition. These frames appeared together in 10 of the 26 articles, including
some overlap with a combination of public-private and civil liberties frames, which
appeared together in 13 articles. The combination of a civil liberties frame with
securitization and a public-private frame highlights a different meaning of cybersecurity
to that emphasized in 1995 and 1996, when the media voiced concern over government
interference with industry. Instead, these articles seem to emphasize the role of the
government in protecting civil liberties online, and the benefits this freedom brings to
private industry.

This new combination of frames is seen most frequently in articles which discuss
the topic of an incident that occurred between China and search engine giant Google.
The majority of these articles were published in January, accounting for the spike seen in
Figure 3. A total of 43 articles in the 2010 sample either have this incident as their main
topic or make reference to the incident, indicating that it has been incorporated as a
referent object into a schema for which the corresponding frame is securitization. This
may influence the framing of future cybersecurity discussions even though this incident
is not the central topic. Fairclough (1989) highlights the significance of schemas in
critical discourse analysis as, while a frame may not appear in a particular article, the
referencing of a schema may connect the text to a frame that was promoted elsewhere,
if the framing has been consistent. As Figure 4 below illustrates, the frequency with
which the incident was reported on in the data set is lower than the overall number of
articles but mirrors the pattern of reporting on cybersecurity issues at least until June.
This suggests that the incident had a longterm impact in the way that cybersecurity was

framed.
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Figure 4. ‘Cybersecurity Usage in 2010 Compared to ‘Google’ and ‘China’

Note. Frequency of keyword ‘cybersecurity’ usage in 2010 by month was compared with the
number of these articles that also reference the Google-China incident.

The incident involved the breaching of Google’s digital infrastructure, and that of
as many as 34 other major U.S. companies in a cyberattack that was traced back to
Chinese servers. The attack appeared to have been an attempt to access the email
accounts of Chinese human rights activists, and to target the source code of Google and
various other US companies. A close reading of these articles reveals a much more
sophisticated mobilization of the securitizing frame than that used in 1995 and 1996. The
dominant framework in the Google-China incident is not purely one of securitization but
also one of public-private partnership; these articles usually employ the two frames
together. Google appears to be almost the test case for public-private collaboration over
cybersecurity. This illustrates the influence that industry has on the international stage by

necessitating that the U.S. government step in on behalf of Google in its conflict with
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China. At the same time, the civil liberties frame is used to emphasize that 'do no evil’
Google and the 'land of the free' are collaborating against an act of Chinese aggression
against the U.S., and the repression of Chinese citizens. The definition of 'security' is
beginning to shift, focusing on the defense of 'freedom'. After examining the original data
set which includes all four keywords, it is revealed that initial reporting on the incident
used the term 'cyberattack' rather than the more general 'cybersecurity', perhaps
indicating a framing of the incident as a one-off rather than part of an ongoing security
issue. In addition, the framing suggests that the attacks should be viewed as a company
issue with broader implications for human rights, but that the industry itself and not the
government should decide on a moral and economically viable response. The
cybersecurity keyword and the 'security' frame appears more later on when the foreign
policy implications start to be considered and Google's position as a representative of
US business interests and potentially as a US national security asset starts to be talked
about.

This analysis suggests that the framing of this incident is far more complex than
could be ascertained from this data set. As a result, it was concluded that the Google-
China incident should be analyzed as a separate case study using a new data set,
gathered from the previously chosen news sources. This analysis has confirmed that the
awareness of the national security implications of cybersecurity issues has grown over
time, and that the way in which these concerns are framed is influenced by external
socio-political facilitating conditions. It is also clear that the framing used in conjunction
with the security frame suggests that private interests are being subsumed into national
security concerns, as the importance of industry is acknowledged. Similarly, alternative
tactics are being developed to handle civil liberties critiqgues, and the Google-China case
seems to be a watershed moment in achieving this. Therefore the Google-China
cyberattacks will be examined as a case study in order to examine the way in which
different frames are mobilized to deal with a specific event, and how this framing

continues to have an effect in future reporting.
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Chapter 6.

Google vs. China: A Case Study

There's little doubt this is a watershed moment for Google. By publicly
contemplating a withdrawal from China, the company is showing it values
its reputation for providing a secure service to users more than a leading
position in a huge and growing market. (Peaple, 2010, para. 1)

The Cyberattack

The U.S. defines itself as the defender of the free world and as we have seen
has emphasized both the threat of cyberattacks and the need to have free and open
access to information. Google, as one of the more internationally successful
representatives of the U.S. technology industry, had cast some doubt on this label due to
its acquiescence to China's censorship requirements. This agreement was not beneficial
to Google either as it contradicted its own identity as represented by its moto 'don't be
evil'. However China was a large and lucrative market that any technology company
would be hard-pressed to walk away from over ideological differences, and Google was
unable to challenge the policies of the Chinese government without U.S. government
backing. The U.S. government was unwilling to put pressure on the Chinese government
due to its reliance on Chinese trade, a relationship that had faced significant troubles
over the years on economic, national security, and civil rights fronts. China had
previously been equally dependent on the U.S., but in recent years China has gained
more economic independence and begun to assert its power (Bremmer, 2010). Due to
the their unstable but essential relationship, the U.S. has been cautious about how it
responds. Therefore the cyberattacks on Google gave the U.S. the perfect excuse to
challenge China on censorship as Google's announcement was conveniently timed to

coincide with Secretary of State Hillary Clinton's address on Internet freedom.
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The Google cyberattack is significant for the securitization of cyberspace for a
number of reasons. Firstly, it is a high-profile example of the kind of cyberattack that
cybersecurity rhetoric has warned of, thereby justifying the implementation of certain
extraordinary measures. Secondly, the framing of the Google cyberattack in the media
reflects some of the key issues raised in the analysis of the cybersecuritization frame;
namely the need for the collaboration of private industry with the government, the
development of a cyber-industrial complex, and the justification for increased control and
monitoring of cyberspace. Finally the most important effect of the framing of this incident
for our purposes is that it changes the terms of the cybersecurity debate; rather than
presenting civil liberties as a necessary casualty of increased security, the Google
incident makes Internet freedom the target of the attacks, with Google and U.S. ideology
as the representatives of this freedom. This is not the first time that this rhetorical
strategy has been used; it has its history in the framing of the 9/11 attacks. As Vultee
explains,”[w]hen President Bush told the nation that 'freedom itself was attacked this
morning," he was naming 'freedom' as a victim (Anker, 2005), but more importantly he
was placing freedom at the core of the nation's identity” (2011, p. 81). Therefore a
security response—even one that reduces privacy to a degree—is justified because it
allows for the protection of a broader freedom. Rather than giving up a little of our
individual civil liberties to guarantee our security, this trade-off is framed as an exchange

for a more fundamental, global freedom.

The reporting on this incident focuses on three major concerns that are central to
national security: physical safety, economic security, and civil liberties. Physical safety is
threatened as China and the U.S. have historically been at ideological odds and were
once on the opposing sides during the Cold War. The openness of the Internet is
important as it provides a way for the U.S. to challenge Chinese ideology by opening up
a channel whereby Western ideals can reach the Chinese people. China is also a major
trading partner of the U.S. and is a nation upon which the U.S. largely depends for its
economic security, while its attacks targeted the intellectual property of the U.S.
technology industry. The economic discussion in the articles emphasizes the importance
of China to American economic interests, and how Chinese policies threaten these
interests. Finally China is known for its human rights infringements and closed-off

ideology in contrast with the self appointed position that the U.S. holds as defender of
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the free world. The discussion of human rights in the reporting emphasizes that Google
is in the right, encourages the U.S. to support Google, and highlights the role of the U.S.
as defender of the free Internet and of Chinese dissidents. Therefore the framing of this

incident converges around one or a combination of these three threat focuses.

The analysis of the framing of the Google-China incident will be broken into three
parts. The first part will analyze the significance of the incident in terms of quantity and
longevity of reporting. It will look at the shifting focus on the incident over time to see
when it is the 'topic' of news reporting and when it functions as a schema to evoke a
framing of or way of understanding future events. To this end the dominant frames in the
reporting of the incident will be analyzed, as well as the frames evoked in references to
the attack throughout the year. The second part will take a more in-depth look at the
initial framing of the incident in order to assess how the articles mobilize the
securitization frame, and how this reporting is reflective of more general cybersecurity
media coverage. The final part will look at the policy discussions that are facilitated by
the coverage of this significant incident. These policy debates will be assessed to see
whether they fit the extraordinary measures that are prompted by the cybersecuritization

frame.

Overview of the Coverage

A search for articles reporting on this incident throughout the year shows a
continuing interest in the conflict and its long-term ramifications. The graph in Figure 5
shows how the level of interest in the incident fluctuated throughout the year, with the
highest periods of sustained reporting composing almost a month of coverage following
the occurrence of the incident in mid-January, and then again for around two weeks in
March. In addition there are spikes in reporting in June and November, as well as
sporadically and to a lesser extent throughout the year. The significance attributed by the
media to the incident can be seen in the sheer number of articles which report on the
cyberattacks during that first month of coverage—262 in total between January 13" and
February 11". Similarly the renewed interest in March results in 113 articles between
March 23rd and April 1st.

98



40

35
30
25
[:]
@
S 20
<
')
(=]
g 15
2
£
=
2
10
5
. Il ‘ A ||||‘|.....|\.| ‘...|\...|.|.||....|...|......| ! ||.|\..||‘ bl
O~ —NONONONOOOTONOOMNOTHOOoOWTO—NOTOTOONOMMSD T Mt
—rNANNOO~~NANO =N ANNOO N O~0NONNO~r—~NO~N—ON—OON
CCCCCO oo O00= =i i b b e 2 CCS =SS == DoODE =S >0 00
Tooooooaecoo oo J33333 o000
SS888 0Pl PP P22 225337 °°°°222300284848
Date
Figure 5. Number of Articles Reporting on the Google-China Incident by Date

A closer reading of the texts indicates that the initial sustained reporting occurs
as details of the cyberattack are revealed, the relevant actors respond to the event, and
the potential ramifications are discussed. The renewed interest in March is prompted by
Google's long-deliberated decision to stop censoring its search results in China. The
resulting furor of reporting indicates the continued interest in this conflict as it develops
over time. This announcement was reported alongside developing problems between
the U.S. and China over China's refusal to allow its currency to appreciate against the
dollar, resulting in broader economic conflict and hardship. The Google cyberattack thus
becomes an example of the negative impact that Chinese economic policies are having
on American industry, as well as symbolizing a flashpoint in broader U.S.-Chinese
conflict. The spike in June occurs as coverage responds to the latest flare up in tensions
between Google and China, again indicating continued interest in the case, and its

assumed importance. Google's license to operate in China is up for renewal, but there is
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some doubt as to whether China will renew it given their recent tensions. This results in
news coverage expressing concern for Chinese citizens, as they may lose this essential
portal to democratic, Western information should Google lose its battle against Chinese
censorship. The final spike in November occurs not directly in response to further
developments of Google-Chinese relations, but as a result of the Wikileaks 'Cablegate'
incident, when confidential U.S. diplomatic cables were released publicly online.
Through these cables, it is revealed finally that the Chinese government was behind the
cyberattacks on Google, confirming largely unquestioned media and government
speculation, and cementing the framing of the cyberattacks as a national security

incident.

An analysis of the initial reporting on the Google cyberattack shows us how the
incident was framed; however the fact that it continues to be referenced throughout 2010
indicates a continued interest in the attack and its significance. Therefore it is important
to look at the framing used in these media sources throughout the year to see why the
incident receives continued attention, and whether it begins to function as a schema or
referent within articles of a different topic. Having conducted a close reading of the initial
reports on the cyberattacks it is clear that the dominant frames in these accounts are
those of national security, economic security, and human rights. Figure 6 illustrates the
presence of these frames in articles reporting on the attacks throughout the year. There
is a consistent, low level national security framing in articles which reference the
incident, and higher frequencies of economic and human rights framing. We can see that
a combination of these frames is often used. These combinations evoke human rights
most frequently, with 184 articles using this frame; a close second in commonality is
economic framing, which appears in 171 articles; the national security frame is used
significantly less often, in 121 articles. This comparatively smaller frequency does not
reduce the significance of the national security frame. As we have established, framing
relies upon the reference of schemata, or the elements that are covered when outlining a
specific activity—for example in security there is that which is threatened, an aggressor,
and solutions. The national security frame is employed most frequently during the first
month of media coverage. Therefore the framing in the initial coverage of the cyberattack
as a national security threat means that references to Google and China in the future

would call up this existing schema, in which Google as a representative of U.S.
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democratic ideology and industry was threatened by China, necessitating Google's
warning that it may discontinue its service, a démarche from the U.S. government, and
an investigation by the National Security Agency. In such an event, overt national
security framing would be unnecessary, as this would be implicit in the referencing of the
incident itself.
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Figure 6. Frequency of Frame Usage by Date

Reporting of the initial incident

On January 12, 2010, Google posted an entry on its blog entitled “A new
approach to China” which announced the company's discovery of a sophisticated
cyberattack on its digital infrastructure that appeared to target its intellectual property
and the email accounts of human rights activists. The or