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Abstract

We study bent functions which are as different as possible from linear functions. Functions
that remain bent under all bijective monomial substitutions are called hyperbent.

In Chapter 2 we introduce partial spreads to construct a family of bent functions on
vector spaces of even dimension over a finite field. This generalizes the construction given
by Dillon for fields of characteristic 2. In Chapter 3 we use finite fields to introduce an
explicit family of functions in the trace form whose hyperbentness can be tested using
results of Chapter 2. This test is more efficient than using the definition of a bent function.
It is an analogue of a result by Charpin and Gong for characteristic 2.

The motivation for studying bent functions is their important role in cryptography and
coding theory. For example, the CAST cipher constructed using bent functions is approved

for use by the Canadian government.
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Chapter 1

Background

1.1 Introduction

Throughout this thesis we assume knowledge of finite fields. The readers seeking details
about the proofs of some theorems that are used without proof can refer to [16] and [4].

In 1974 John F. Dillon in his PhD thesis proved that certain kinds of binary functions
defined by partial spreads are bent with the help of difference sets in the binary case. Our
first result is an extension of Dillon’s result. The functions we deal with are p-ary instead
of binary.

In 2006, T. Helleseth and A. Kholosha proved theorems about a family of monomial
(with exactly one term) bent functions f : szm — ¥, where p is an odd prime [9]. In
2008, P. Charpin and G. Gong proved theorems about a family of multinomial binary bent
functions [2]. With the inspiration of these two papers, we get the second result of our
thesis: a method that is faster to find a family of multinomial p-ary bent functions defined
by trace functions than using the definition.

In this chapter, we will provide knowledge that is needed to prove theorems in later
chapters such as group algebra, Dickson polynomials and characters. We will also explain

why a bent function is highly nonlinear and its applications.
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1.2 Linear Algebra

It is very important for the study of bent functions to determine if a function is linear or far
away from linear. This section contains basic knowledge about linear algebra for later use.
First, let us define some symbols.
Let p be a prime. Let ) be the finite field of order p", for positive integer n. Let F)
be the n-dimensional vector space over the field IF,,. Let the exponents be the elements in
F,, where F, ={0,1,2,...,p—1}.

Definition 1.2.1. Let S be a set. We use #S to denote the cardinality of S.

For n a positive integer, let {, be a primitive nth root of unity, {,, = emi/n,
Definition 1.2.2. Let V be a vector space with dimension n over a field K. An inner product
on'V is a mapping from V X V to K which assigns to each ordered pair of vectors (a,b) a
scalar (a|b) in K such that for all a,b,c € V

(1) (a+blc) = (alc) + (ble),

(2) (a|b) = (bla),

(3) (ka|b) = k(a|b) for k € K,

(4) if (alx) = 0 for all x € V, then a is the zero vector of V.

A well known example of an inner product on F’) is the dot product (a|b) = a-b =
Y ,ab; where a = (ay,...,a,) and b = (by,...,b,). We will see another example of an

inner product shortly. Let us first observe some general properties of an inner product.

Theorem 1.2.3. Let v be a nonzero vector in F. Then #{a. € F, : (afv) = j} = P for
all j € F),.

Proof. Let D ={a € I}, : (a|v) = 0}. By Definition 1.2.2, D is a subspace of . By the
fact that if (a|v) = 0 for all o € "} then v = 0, we have D # . So #D < p"~!. The cosets
of D each have the form D+ = {a+: o € D}. Then (y|v) = (B|v) for all y € D+ . For
B1 and B, not in the same coset, (B1|v) # (B2|v), because otherwise (1 —B2|v) = 0 implies
Bi —PB2 € Dand By =B1 — P2+ B2 € D+ P, which is a contradiction. There are p choices
for the value (B|v) where B € F). So #D = p"~! and the cardinality of each coset of D is
"' Hence #{o € 5 (av) =/} = p" ! forall j€F,. O
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The following theorem is an application of Theorem 1.2.3.
Theorem 1.2.4. Let V = F, a vector space. Then }_ .cy Qg,c‘b) = 0 for b nonzero.

Proof. By Theorem 1.2.3, Y .cy Cg,db) is a multiple of 1+, +---+ Cz_l. We have the
property that 1+, +---+ Cf;*l = 0. So the result follows. O

We reserve the following definition and theorem for later use.

Definition 1.2.5. Let W\ and W, be finite-dimensional subspaces of a vector space V. We
define Wi +Wr = {g1 +g2: g1 € Wi,82 € Wa}.

Note: For W and W, being finite-dimensional subspaces of a vector space V, Wi "W,
and W + W, are subspaces of V.

Theorem 1.2.6. (Theorem 6, Chapter 2 in [11]) If Wi and W, are finite-dimensional sub-

spaces of a vector space V, then
dimW; +dimW, = dim(W; NW,) +dim(W; + W3).

Definition 1.2.7. Let f : F} — Fp. If f(x+y) = f(x) + f(y) and f(cx) = cf(x) for all
x,y € and all ¢ € ), then f is called linear.

Next, we will find all the linear functions from IFZ to IF).

Lemma 1.2.8. Let (a|b) be an inner product. Define f, : '}, — Fp as f(x) = (a|x) for some
a € . Then {fa:ac F;’,} is exactly the set of linear functions from ¥ to F), and has
cardinality p".

Proof. Suppose f is linear. Let B be a basis of ;. By Definition 1.2.7, f is defined by
B. If for each b € B, we assign an element in ), to f(b), then f is uniquely defined. We
have p different elements in IF, and n distinct elements in B. So there are p" distinct linear
functions from I, to IF,,. Let D be the set of functions of the form f, where a € F,. Thus
#D < p" and by Definition 1.2.2, each function in D is linear. Assume there exist a € I,
and b € I, such that (alx) = (b[x) for all x € ;. We have (a — b|x) = 0 for all x € F),.
Thus a = b by Definition 1.2.2. So #D = p". Hence the result follows. U



CHAPTER 1. BACKGROUND 4

1.3 Finite Fields

In this section, we will list some basic facts about finite fields.

Let us first define some notations.

Let [, denote Fn \ {0}. We will use the notation (', +) to denote the additive group
of the field F» and (I}, ) to denote the multiplicative group of the field IF .

The following theorem is well-known and the proof can be found in many books.

Theorem 1.3.1. Let p be a prime and n be a positive integer. Let a be in some finite field.
Then a’" = a if and only if a € IF pn.

Note: The finite field of p" elements is unique.

Proof. Assume a € Fn. If a =0, then a’" =a.Ifa+#0, thena € (]Ff,n, -) and the order of
a divides p" — 1. Hence a”" = a.

Conversely, assume a”" = a. The polynomial x”" — x has p" roots. There are p" distinct
elements b in IF)» such that b"" = b and x*" — x has p" roots, so all the roots are in .
Therefore, if a’" = a, thena € F o ]

The following theorem shows that theorems proved over F; can be used for proving

theorems over (F,»,+).
Theorem 1.3.2. We can view (Fn, +) as the vector space F), over F),.

Proof. We represent each element in (F», +) as a polynomial of the form f(x) = a,_x" !
+---+ag, a; € F, forall i =0,...,n—1. Then (Fj,+) is closed under addition and
multiplication by scalars in F,. The proofs of (IF,», +) satisfying other axioms of a vector
space are trivial. Hence we can view (I, +) as the vector space [, over ), with a basis
{1,x,62,...,.x" "1} ]

Definition 1.3.3. [16] Let k and n be positive integers such that k|n. We define the trace

function Tk” (Fpn — Fpk as
n/k—1

') = Y B
[=0

Proposition 1.3.4. (Theorem 2.26 in [16]) Let m and b be positive integers. The trace
functions over I om satisfy TP™(x) = T/M(T2™ (x)).
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Theorem 1.3.5. (Theorem 2.23 in [16]) Let K = F, and F = ¥ ,n. Then the trace function
T satisfies the following properties:

(i) T"(o+B) = T{"(at) + T{"(B) for all o, B € F;
(ii) T{'(ca) = cT{" () forall c € K, . € F;

(iii) T{'(a) = na for all a € K;

(iv) T{'(a?) = T{*(av) for all o € F.

Proof. (i) We use the fact that (o0 + B)pj = a”’ + B for all integers j > 0 to get

T{ (0 +B) = (0 +B) + (ot+B)P + -+ (a+ )7
:a+B+GP+BP+...+aP"_l+Bp”_1
=T (o) + 11" (B)-

(i1) We use the fact e = ¢ for ¢ € K and all integers j > 0 to get
g g

T{'(ca) = ca+ (ca)P +---+ (COC)P’H
n—1
=co+cof + -4 cal
= CTln(OC).

(i11) We use the fact a?’ = afora € K and all integers j > 0 to get
g g

Tln(a) :a—f—ap—f—---—f—aPFI
=a+ta+---+a
=nda.

(iv) We use the fact o' = ot to get

THoP) = o + o + -+
—o’ o+ 40 ta
=T (o).

]

Theorem 1.3.6. For o€ Fjn, T{'(at) = 0 if and only if there exists some B € Fn such that
o= B? — B. Furthermore, #{0. € Fpn : T/'(a) = j} = p"~ !, forall j in F,.
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Proof. By Theorem 1.3.5, if o = B” — 3 then 7} (o) = 0. Conversely, given 7' (a) = 0, we
let B be a root of x” —x — a.. Then B” — B = a.. The thing left to be proved is that § € F .

0=T' (o) =a+0o’+...+o"
SV NV VIV S U
—p" B,
By Theorem 1.3.1, we have B € [F .

Given o € Fpn. T"(t) = 0 if and only if o = f” — B for some B € F». Claim: o= 7 — 3
for some B € F» if and only if o = B” — [ for exactly p distinct B € Fpn. (<) is trivial.
(=) Assume o = B? — B for some B € Fj». Then for each k € Fp,, (B+k)? — (B+k) =
BP +kP —B—k=P"+k—PB—k=PpP—B. And B+ k; # B+ ky for ky # k. Thus there at
least p distinct B such that oo = B” — . Also x” —x — o = 0 has at most p solutions. So we
proved the claim. Hence #{ot € Fp : T'(at) =0} = p"~1, for all j € F),. O

1

The following proposition shows that it is possible to define an inner product using a

trace function.

Proposition 1.3.7. For a, b € Fn, the mapping (a,b) — T]'(ab) is an inner product on
(Fpn,+).

Proof. Remember that (I, +) can be viewed as the vector space [, By Theorem 1.3.5
and field axioms, the first three conditions for an inner product are satisfied. For the last
condition, assume 7} (ax) = 0 for all x € F ». Suppose a # 0. The map x — ax is a bijection.

By Theorem 1.3.6, T{"(ax) is not always equal to 0, which is a contradiction. Soa =0. [J

1.4 Dickson Polynomials

The main reference on Dickson polynomials is the book [15]. Let R be a commutative ring

with identity. A Dickson polynomial is defined by

) B (=i i r-2i
D.(x,a) = Z il (—a)'x", (1.1)

i=0 "1

where r is a positive integer and a € R and |r/2| means the largest integer that is less than

or equal to r/2.
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Note: Fori € {0,...,|r/2]},

- (r B l) (1.2)
r—i 1
is an integer, because Dickson polynomials can be defined recursively as follows: Forn > 0
D;,+2(X, a) = XD/H—I (x’ a) - aD:’(x7 a)a

with initial values Df,(x,a) = 2 and D/ (x,a) = x. By induction on r, we get that (1.2) is an
integer.

From the book [15], the following properties are needed for later use. We let D,(x) =
Dl.(x,1).

Proposition 1.4.1. (Equation (2.1) [15]) For Dickson polynomials D, € F,[x], D.(x+

x~ 1) =x"+x7", for any positive integer r, i.e., R = F,.
Proof. Follows from formula in Theorem 1.1 in [15]. U]

Definition 1.4.2. Let n be an integer. If f is a polynomial with coefficient in ¥ ;n, f is called
a permutation polynomial of IF » if the associated function f : ¢ — f(c) from I n into itself

permutes the elements of | pn.

Proposition 1.4.3. (Theorem 3.2 [15]) Let m be a positive integer. The Dickson polynomial
D, (x) is a permutation polynomial of Fym if and only if ged(r, p*™ — 1) = 1.

1.5 Characters

In this section, we define characters and prove some theorems about characters. We also
introduce the Kloosterman sums.

Let G be a finite abelian group. A character of G is a homomorphism from G into the
group of complex numbers of absolute value 1. A frivial character of G is the character
of G denoted by o and defined by %o(g) = 1 for all g € G. A nontrivial character is a
character that is not trivial. An additive character of F n is a character of (IFpn, +).

Recall that {, = ¢2™/5.
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Theorem 1.5.1. (Theorem 5.7 [16]) For any character X, of (F,n,+), there exists some
¢ € Fpn such that x(u) = Y (u) = C,Z‘ (cw) forallu € Fn. When ¢ = 1 we call the character

the canonical additive character of IF .

Let G be a finite abelian group. Let G* be the group of characters of G where the group

operation in G* is multiplication and Y is the identity element of G*. Then we have:
Theorem 1.5.2. [16] Let G be a finite abelian group. The group G* is isomorphic to G.
The following theorems are used for proving Theorem 1.5.5.

Theorem 1.5.3. [16] Let G be a finite abelian group. If ¥ is a nontrivial character of G,
then

Y x(g)=0. (1.3)

geG
Proof. Since ¥, is nontrivial, there exists 4 € G with x(h) # 1. Then

x(h) Y x(g) =) x(hg) =Y x(s),

geG geG geG

because as g runs through G, so does hg. Thus we have (x(h) — 1) Y,csx(g) =0, which
implies equation (1.3). 0

Theorem 1.5.4. (Corollary 5.3 [16]) For any two distinct elements g1, g» € G there exists
a character Y, of G with ¥,(g1) # x(g2)-

Theorem 1.5.5. If g € G with g # 1¢, the identity element in G, then

Y x(8)=0. (1.4)

XEGH
Proof. If g # 1 then by Theorem 1.5.4 there exists % such that x(g) # (1) = 1. Define
2(0) = o0(g) for ¢ € G*. Then g is a nontrivial character of G*. By Theorem 1.5.3, we get
Equation (1.4). OJ

We have been equipped with all the necessary knowledge about characters. Now we
can define the Kloosterman sum.

Some definitions found in the literature are:
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(1) The Kloosterman sum is the sum
Ky (X:a,b) = Z x(ax~' +bx),
xelF*,,
p
for a,b € F,m such that a # 0 and for ) a nontrivial additive character of IF m.
(2) The Kloosterman sum is the sum
Tm( 71+d )
Kn(d)=Y ¢ 7, (1.5)
erF;m

ford € Fm.

Proposition 1.5.6. We have for a,b € IF ym such that a # 0 and for ), a nontrivial additive
character of F pn, there exists d € Fpn such that K (x;a,b) = Kyju(d).

1" (cx)

Proof. Any nontrivial additive character of [F,» can be written as Y.(x) = , where
y p p
¢ # 0 by Theorem 1.5.1. Assume a # 0, thus
T (acx™ ' +cbx)
K n(x;a,b) = Z !
prA P
XEF;m
. Z CTl’“((a_lc_lx)_lJrcbx)
= p
erF;m
o (1.6)
i Z CT1 (x~ +cbhacx)
= P
erE‘;m

T (x~ ! +c2abx)
— Z » )
erE‘;m
Equation (1.6) holds by the bijection x — a~'c¢~!x. Let d = ¢?ab. Hence Kyn(x;a,b) =
1
Kin(d). O
In this thesis we use the following definition of Kloosterman sum, which appears to be

the most common definition at the present time.

Definition 1.5.7. The Kloosterman sum is the mapping Kym : F,m — R defined by

T (x~ ' +dx)

Kpm(d)= ) . (1.7)
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In (1.7) we let 0~! = 0. Note that Kym(d) = Kpn(d) + 1. To see that K;» maps to
R, regroup the summation by pairs {x, —x}, recall that 7"(—u) = —7{"(u) and note that
¢k +C,* e Rfork € F). For p=2,3, Kpn(d) is an integer for each d but this is not the

case in general for p > 3.

1.6 Group Algebras

Group algebra is a key ingredient to prove theorems in Chapter 2. In this section, we will
introduce some theorems that are based on well-known group algebra.
Let C denote the field of complex numbers. Let Z be the complex conjugate of z € C.

Throughout Section 1.6 we work exclusively with finite abelian groups.

Definition 1.6.1. Let G be a finite abelian group written multiplicatively. The group algebra
CI[G] of G over the field of complex numbers C is the set of elements of the form:

A= Zagg, ag € C,
geG

with addition being defined component-wise; i.e.

Z ag8 + Z beg = Z (ag+bg)g,

geG geG geG

and multiplication being defined as:

(Z agg)( Z beg) = Z agbygh.

geG geG g,heG

Definition 1.6.2. For any A =} ,c;agg denote ACD = Y.ecG agg_l, which is clearly in
C[G].

Definition 1.6.3. Let A =Y ,cga,g € C[G] and B =Y ;e byh € C[G]. Let ¥ be a character
of G. We define Y(A) = LgcagX(g)-

Proposition 1.6.4. Let A,B € C[G]. Let , be a character of G. Then ¥ (AB) = y(A)x(B).
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Proof. Let A =Y ccagg and B = Y cgbyh, where ag, by € C. By the property that a
character is a homomorphism, we have that
X(AB) =x( Y. asbugh)
g,heG

= Z agth(gh)
g,heG

= Y agbux(g)x(h) = x(A)x(B).
g,heG

O

Theorem 1.6.5. Let A =Y ,cgazg and B =Y ,cbgg be group algebra elements of C[G|.
If x(A) = x(B) for all characters , of G, then A = B.

Proof. For each h € G, we have

/1G] Y, x(Ax( ) =1/IG] Y Y agx(e)x(h) (1.8)
xXEGA XEGH g€G
=1/|Gl ) a; Y x(gh™") (1.9)
geG  yeG*
= ay,. (1.10)

Equation (1.10) holds because ¥, cg X(gh™') = 0 except for g = h, when it is |G|. Hence
X(A) = x(B) for all characters  of G implies aj, = by, forallh € G. So A = B. O

Remark: By a slight abuse of notation we identify a subset of G with the corresponding
element of C[G] that is, for D C G we also denote D =}, g as an element of C[G]. Note:
on the left hand side D is a group algebra element in C[G] and on the right hand side, D is
a set.

Theorem 1.6.6. Assume G is an abelian group of order v. Let D be a group algebra element
of C[G]. Suppose that there is an n € C such that y,(D) = n for all nontrivial characters of

G. Then
X0 (D) —n

v

D=n+ G.
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Proof. Recall Yy is the trivial character. Define A to satisfy yo(D) = n+ Av and then set
E =n+AG. We can do that because we can always find a A € C such that n+Av = xo(D).
We have ¢ (E) = n = (D) for any nontrivial character y, and ¥o(E) = Xo(D). So by
Theorem 1.6.5, D = E = n+ AG, where A = KoD)—n O

14

Definition 1.6.7. Let D = Y ,cdgg, where dy € C, be an element of C[G]. We define [D]
as a matrix: [D](g,h) = dgj-1.

Remark: Here we did not use the standard indices for entries of a matrix. Instead, we
let g and & (the elements in G) be the indices.

The following are some properties of matrices defined in Definition 1.6.7.

Theorem 1.6.8. Let A and B be elements of C[G]. Then:
(i) [AB] = [A][B], (ii) [A+ B] = [A] + [B], and (iii) [A][B] = [B][A]

Proof. LetA =Y ,ccasg8 and B =Y ,c5bgg. We have

AB = Z Z agbpgh.

geGheG

Then [AB](g,1) = X,y 1_gp10ib; 1 = Lregigy 1byy 1 = [A][B)(g,h). So [AB] = [4][B].
Part (ii) follows from [A + B|(g,/1) = ag;-1 + by,-1 = [A](8,h) + [B](g, h).
Part (iii) follows from [AB] = [BA] (since the group is abelian) and part (i). O

Theorem 1.6.9. Let D =Y ,cdgg be an element of C[G). Then DY) = [D]T.

Proof. We have [D(~V](g,h) = d(gh-1)-1 = dpg1 = [D](h,g) = [D)T (g,h). O

1.7 Nonlinear Functions

In this section, we will define bent functions as the most nonlinear functions.

1.7.1 General Characteristic

In 1976, Rothaus introduced the definition of binary bent functions in [20]. In 1985, Kumar,
Scholtz and Welch generalized the definition of bent functions to p-ary in [14]. Recall

Cp = ¢*™/P_Then we give the following definitions:
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Definition 1.7.1. For any function f : ¥}, — F), and a fixed inner product (x|y) on F), we
define the Walsh transform of f to be the mapping f: [, — C such that

f(a) _ Z C;:(x)—(a|x)

n
erFI,

~

and we call f(a) a Walsh coefficient.

o~

Definition 1.7.2. The Walsh spectrum of a function f is defined as the multiset { f(a) : a €
p

Definition 1.7.3. For any function f : F — ), we state its extended Walsh transform

~ —T7(ax*
flak)="Y AU
XGFPn
where a € Fyn and ged(k,p" —1) = 1.

By the triangle inequality, |f(b)| < p" for all b € F),. By Corollary 1.2.8, if f is lin-

~

ear, then f(x) = (a|x) for some a and hence f(a) = p". So it is natural to think the most
nonlinear function should satisfy the condition that |f(a)| is small for all a € I},

Throughout the rest of the thesis, we will denote any inner product by x-y. This is
not necessarily the dot product. We use this simplified notation in order to simplify the
formulas.

We have Parseval’s Identity as follows:
Theorem 1.7.4. For all f : ), — T, we have } ;e |]/”\(a)|2 = pn.

Proof. We have

Y f@P = Y IY g0

aE]Fﬁ aE]FZ xe]Fg

= Z Z Cg(x)*a'xclf;(y)*a‘y

aclfy \ x,yeF}

= Z Z leg(x)—f(y)—wxwy

aclFy \ x,yeF}
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— Z Cg(x)_f()’) Z C;a-x+a~y

x,yeFy acly

— Z QIJ;(X)—f(Y) Z C;a~x+a~y + Z C;;(X)—f(y) Z z;;wx—ka‘y

x#y€Fy ackFy x=y€l} acky
= 04 p*".
The above proof uses Theorem 1.2.4. [

If | f(a)|? = p" for all a, then we minimize over f the maximum value over a of | f(a)|

"/2_which makes f the most nonlinear. Let us prove this.

to be p
Assume that max | f(a)| < p"/2, i.e. for all a, we have | f(a)| < p"/2. So Yoer 1f(a)|? <
p?". This contradicts Parseval’s identity.

Then the most nonlinear functions are defined as follows:
Definition 1.7.5. [14] If |f(a)| = p"? for each a € I, then f is called bent.

Rothaus [20] defined bent functions for p = 2 in 1976. Note that n must be even if
p = 2, since ]?(a) is then an integer for all a. In 1985, Kumar, Scholtz and Welch [14]
generalized bent functions to the case of arbitrary p. For p > 2, bent functions exist also

for odd n, as illustrated by the following example.

Example 1.7.6. Let f : F3 — [F3 be defined as /(1) =0, f(2) =0and f(0) = 1 and the inner
product is the dot product. We have | f(1)] = |GG+ +8| = V3, [f2)| = |G+ G+ =
V3and [f(0)| = |1+ 14| = /3. So f is bent.

Lemma 1.7.7. Let f : ) = F), c € F, and let ' : F, — ), be defined by f'(x) = f(x) +c
for each x. Then f is bent if and only if f' is bent.

Proof. For all a € F?,

~

F@ =1 ¥ &G =1 ¥ g = 1 fla) = [f(a).

m m
x€Fy} x€Fy

Apply Definition 1.7.5. The result follows. 0
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It follows from Lemma 1.7.7 that without loss of generality one could restrict attention
to bent functions that satisfy f(0) = 0. This is the case throughout Chapter 3.
In 2001, A. M. Youssef and G. Gong defined the hyperbent functions as follows.

Definition 1.7.8. [23] A function f is hyperbent if the square of the absolute value of its

extended Walsh transform only takes the value p".

In cryptography, an S-Box (Substitution-box) is a basic component of symmetric key
algorithms which performs substitution. In 1999, G. Gong and S. W. Golomb in [8] pro-
posed that S-box should not be approximated by bijective monomials (i.e. functions in the
form Tr(Ax‘) +e, ged(c, p" — 1) = 1). A bent function achieves the maximal minimum dis-
tance to all affine functions (i.e., functions in the form 7r(Ax) + e). However, this does not
guarantee that a bent function cannot be approximated by bijective monomials. Hyperbent
functions make up for the shortcoming of bent functions in this sense.

The potential applications for p-ary bent functions (p > 2) are in cryptographic com-
ponents of non-binary information technologies. In most information storage and trans-
mission technologies, more than two levels of signals are possible. We can represent these
signal levels by 0,1,2,..., p— 1. Another reason for studying bent functions with p > 2 is

that we may gain a new perspective on the important binary case (p = 2).

1.8 Applications

Because of their highly nonlinear property, bent functions are widely used in cryptography
and coding theory, for example in the construction of block ciphers. A block cipher is a
symmetric key cipher which obtains its ciphertext as follows: y;y... = ex(x1)ex(x2) ...,
where x.s are plaintext blocks of the same length, ys are ciphertext blocks of the same
length and e is the encryption function (depending on the secret key K) that is often imple-
mented as a substitution-permutation network [21, Chapter 3]. We can use bent functions
to construct the cipher to make the cipher more secure. For example, the CAST-128 block
cipher is constructed using bent functions. This cipher is used by PGP and by the Cana-
dian government, where Pretty Good Privacy (PGP) is a data encryption and decryption
computer program that provides cryptographic privacy and authentication for data com-
munication. CAST-128 is a 12- or 16-round Feistel network with a 64-bit block size and
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a key size of between 40 to 128 bits. The full 16 rounds are used when the key size is
longer than 80 bits. Components include large 8 x 32-bit S-boxes based on bent functions,
key-dependent rotations, modular addition and subtraction, and XOR operations.

A stream cipher generates a keystream z = 712> --- and uses it to encrypt a plaintext

string x = x1x7 - - - to get ciphertext y = y;y,--- as follows. Encryption is given by
yi=xi+z (mod 2) (1.11)

and decryption is given by x; = y; +z; (mod 2). Here x;,y;,z; € F, for each i and both
parties that communicate using the stream cipher have to generate the same key stream
7122 ---. This key stream generation is typically done as pseudo-random bit generation
starting from a shared secret which is used as the seed of a pseudo-random bit generator.

The AS5/1 stream cipher is used in GSM mobile telephony standards. Figure 1.1 shows
how it works: there are three linear feedback shift registers (LFSR) with 19 bits, 22 bits
and 23 bits and their outputs are added together to produce a key stream bit.

Let a; be the bits generated by the 19-bit LFSR, let b; be the bits generated by the 22-bit
LFSR and let ¢; be the bits generated by the 23-bit LFSR fori=1,2,.... We have z; = a; +
bi+c;fori=1,2,.... Assume the attacker knows some plaintext bits and corresponding
ciphertext bits. Then the corresponding keystream bits can be computed using Equation
(1.11).

Let us give a very rough sketch of an attack against A5/1. The details are much more
complicated.

Using the LFSR recurrence relation, for each i > 19 we can represent a; as a linear
combination of ay,...,aj9 and similarly for b; and c;. Suppose that the attacker knows
Z1,.--,264. The attacker can solve the system of linear equations z; = a; + b; +c¢; (1 <
i < 64) for the unknowns ay,...,a9,b1,...,b2,cy,...,c23. We give a random numerical
example for this in Appendix A.1. As soon as the attacker recovers the contents of the
individual LFSRs, the keystream generator is fully compromised. If the attacker knows
fewer than 64 consecutive bits z;, then the linear system will have more than 1 solution and
the attacker can try each solution to find the one that works.

The attack described above works only against a simplified version of A5/1. For the
actual A5/1 stream cipher, the majority value of the three bits in the middle of the three

LFSRs (shown in Figure 1.1) determines which LFSRs advance in the given time instant.
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Source: Wikipedia

Figure 1.1: A5/1 key stream generator

However, a “practical” attack against the full version of A5/1 has been given by Chris Paget
and Karsten Nohl at the 2009 Black Hat security conference [18].

It should be stressed that from our point of view, the main weakness explored in the
attacks mentioned above is due to the use of the € gate in Figure 1.1 to combine the
output of the three LFSRs. If a non-linear function was used in that place, the equations for
the unknowns ay,...,a9,by,...,b2,c1,...,c23 would involve polynomials of much higher
degree and the system of equations would be much harder to solve than a linear system (or
impossible to solve due to its huge size). Thus the design of stream ciphers presents one

application of bent functions.



Chapter 2
Bent Functions on Partial Spreads

Getting the inspiration from Dillon’s thesis [4] for the binary case, we prove theorems on
construction of bent functions over Ff,’" for general prime p with the help of partial spreads.

Dillon’s construction is the special case p = 2 of our construction.

2.1 Spreads of Subspaces

Let us start by some definitions. Let m and n be positive integers.

Definition 2.1.1. An m-spread for I, is a set of pairwise disjoint (except for 0) m- dimen-

sional subspaces of ¥, whose union equals .

Definition 2.1.2. A partial m-spread for ) is a set of pairwise disjoint (except for 0) m-

dimensional subspaces of I},.

Note that a partial m-spread might not be a subset of an m-spread. Counterexamples can
be found in [5], Section 1.3. Note also that the term “m-spread” indicates the dimension of

the subspaces in the spread.

Theorem 2.1.3. Let m|n. Let Y € F ;. Consider (IFn,+) as an n-dimensional vector space

over F . Then \F ,n is a subspace of (Fpn,+).

Proof. If m|n, then Fm is a subfield of IF». We have yF,» a nonempty subset of (F,»,+)
since the identity O of (F,»,+) is in yF,n. Let a € yF,» and b € yF,». Then a = yx and

18
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b =y for some x,y € F,n. Hence a+b =yx+yy =v(x+y) € YFpn. And let c € F),. Then
ca = cyx ="Y(cx) € YFpm. So YF ,m is a subspace of (F,n,+). O

Theorem 2.1.4. An m-spread of ¥, exists if and only if m divides n.

Proof. (=) Assume there exists an m-spread of ). Thus we have p™ — 1[p" — 1. Assume
m does not divide n. Let n = am + b, where a is a non-negative integer and b is a positive

integer such that 0 < b < m. Then

But by the condition on b, 0 < p? — 1 < p™ — 1. This leads to a contradiction.

(«) Construction: Let A = {YF |y € F,. } be the set of cosets of (Fyn, ) in (F,,-). So
elements in A are pairwise disjoint and the union of elements in A is [,,. From Theorem
2.1.3, B= {YF,n U{0}|y € F},} is a set of subspaces of (F;n,+). So B is an m-spread.
Since (IFn,+) can be viewed as [}, an m-spread of I’} exists. O

Example 2.1.5. Let F3 = F3[x]/(x* 4+ 1). Then we can find that {{0,1,2},{0,x+2,2x +
1},{0,x,2x},{0,2x+2,x+ 1}} is a 1-spread of F3 with basis {1,x}.

Remark: In this thesis, we only deal with the spreads with n = 2m. But by Theorem
2.1.4, there is an m-spread on Ff,m for any b a positive integer. These spreads are also widely
used and have their significance. For example, Patterson and Wiedemann construction [19]

is the case n = 3m, in particular, m = 5. They construct a nonlinear function on IF;S.

2.2 Matrix Form of the Walsh Transform

Let p be a prime and let n be a positive integer. Recall that {, = eXmi/p,

Again we use the notation x - y for an arbitrary inner product on .

Definition 2.2.1. The conjugate transpose of a matrix A with complex entries is the matrix

A* obtained from A by transposition of A and complex conjugation of each entry.
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Definition 2.2.2. We define the p" x p" matrix M,, whose row and column indices are the

lexicographically ordered vectors of I, by

My (x,y) =G,
for any x,y € F’).
Proposition 2.2.3. Let M,, be as in Definition 2.2.2.
(i) The inverse of M, is given by
M, (x,y) = p "G

for any x,y € F,.
(ii) We have M, = p"(M,;')* and M,;' = p~"M_:.

Proof. (i) Let M be the matrix defined by M(x,y) = p~"C},”. Then

(MaM)(x,y) = Y Malx,r)M(r,y) =) §,*"p "¢

refy refy
1 ifx=y
0 otherwise,

by Theorem 1.2.4. So M = M !.
(i1) follows from (i). L]

Using the lexicographic ordering wy, ..., wp» of the vectors in ), which is consistent

with Definition 2.2.2, any function f : [}, — C is associated with the unique column vector

(f(wl)7"'7f(wp">)T € (Cp”’

and vice versa. With a slight abuse of notation we will use the same symbol for the function
and the column vector corresponding to it.
Similarly as in Definition 2.2.2 we will keep using vectors in I, as row and column

indices of matrices (whenever it is clear from the context).

Definition 2.2.4. Given f : T, — F,,, we define J : ", — C by f(x) = ¢},
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Now we give the matrix form of the Walsh transform which was introduced in Defini-
tion 1.7.1:

Proposition 2.2.5. Suppose M,, is defined using the same inner product that is used in the
definition of the Walsh transform. For any f : F, — IF), we have

f=M,f.
Proof. Let w € ;. We have
Fow) = ;c}i(”)“ = ;cp“cﬁ“‘) — (Mo ])(w).
O

Definition 2.2.6. With each function f : ), — F, we associate the p" x p" matrix [f] whose
(u,v)-th entry is f(u—v).

Proposition 2.2.7. Let f be a function from " to I, We have
M [fIM,; " = diag(f(w1), F(wa), .., f(wpn)).
Proof. Letl=s—t. Then the (u,v)-th entry of M,,[f]M ! is
LM (s =0y 1) = EFO LG G
| AR Yl N

p"f(u)-pt ifu=v
p" f(u)-0  otherwise,

using Theorem 1.2.4 and Proposition 2.2.5. [

Recall that for any two matrices A,B over C we have (AB)* = B*A* whenever the
product AB is defined.

Proposition 2.2.8. Let f be a function from ¥, to I ;,. We have

Myl f1[fT Myt = diag(1f (wi) 2,1 F(w2) s [ f (W) ).
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Proof. Using Proposition 2.2.3 we compute

Mu[ff1 M, = MM, M [f]"M, ' = MM, p" (M, ) [f) p " M,

= My [f1M, (M, ) (£ My = My 1M, (MM, )"
Now using Proposition 2.2.7 we get
M, [fIM, " (M1, ")
= diag(f (1), f(w2), s ) diag (FO01), F(92), s F 000
= diag(|f(w1) %, [Fw2) P ooy | F (0 [2).

Definition 2.2.9. Let I;, denote the k X k identity matrix.
Theorem 2.2.10. A function from ), to ¥, is bent if and only if [f][f]* = p"Ip.

Proof. By Proposition 2.2.8, f is bent if and only if M,[f][f]*M, ! = p"I» if and only if
AT =My p My = Pl O

2.3 The Construction

The following theorem is our first main result about bent functions. In Dillon’s thesis [4],
difference sets and partial spreads are used to construct bent functions in the binary case. In
this section, we use partial spreads to generalize Dillon’s result to the p-ary case. Then in
the next section we mention the connection between bent functions and relative difference

sets for p > 2.

Theorem 2.3.1. Let m be a positive integer. Let {Sj|i=1,2,....p" ! and j € .} be a
partial m-spread ofIFI%’". For f : FIZ,’” — Fp and j € F, denote Dj := f~1(j). Assume that
for each j € F,

D;=U" sz,

where S%; := S\ {0}. Then f is bent.

The following definitions and theorems before the proof of Theorem 2.3.1 all serve for
the proof of Theorem 2.3.1.
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Definition 2.3.2. Let m be a positive integer. For any S C IFIZ,’", let S denote the group of
characters of (IF%,’", +) which agree with the trivial character X on S. That is, ), € S if and
only if x(t) = 1 for each t € S.

Theorem 2.3.3. Assume the notations as in Theorem 2.3.1. For (j,i) # (u,v), we have
Sji ﬁSuv = {XO}

Proof. Recall S;;NS,, = {0}. So dim(S;;NS,,) = 0. By Theorem 1.2.6, dim(S; 4+ S.») =
m+m=2m. So Sj; + S, = IF%,’" Ify e S”; ﬂguvv, then ) sends all elements in Sj; and S,,,
to 1. Since ) is a homomorphism, x(a+b) = x(a)x(b) =1 fora € Sj; and b € S,,. Thus

sends all elements in IFIZ,’" to 1. Hence we have §]/, NS = {Xo0}- O
Recall for a finite abelian group G, [D] is defined as [D](g,h) = d,— in Definition 1.6.7.

Lemma 2.3.4. Assume the notations and conditions as in Theorem 2.3.1. Then [D;] = [D;]"
for each j € F,.

Proof. (By the definition of m-spread, all coefficients of the element D; of C[G] are 1 or
0.) We have [Dj|(g,h) = 1if and only if g —h € Sj; for some i if and only if h —g € §j;,
which occurs if and only if [D;]7 (g,h) = 1. So [D;] = [D;]". O

Theorem 2.3.5. Assume the notation as in Theorem 2.3.1 and let X, # Y. Then we have

—pml ifxgégjiforalli

x(Dj) = | _
(p—1)p™ "  otherwise.

Proof. By Theorem 1.5.3, we have that ¥, X(g) = 0 for all subgroups Sj; of IFIZ,’" and
nontrivial on §;;. We know #57, = p™ — 1 foralli € {1,2,... ,p" Nandall j € [F,. Taking

into account Theorem 2.3.3, we have

pmfl m—1 i . "’“ .
prH(=1) if x ¢ Sj; for all i
o)=Y Y aw=1" |
i=1 gesy, (P —=1)(=1)+(p"—1) otherwise
—pml ifx ¢ S; for all i
(p—1)p™ ! otherwise.
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Lemma 2.3.6. Assume the notations and conditions in Theorem 2.3.1. For all nontrivial
characters Yy of (]Ff,’”, +), ifx ¢ gj,- forall i and j, then

p—1 p—1
x(Z(CZ—U%) =p" =y (Z(C;b—l)Db> -

a=1 b=1

Ify € §ji for some i and j, then
p—1 .
%( ) (C—1)Dg) =L p"
=1
and

1Y (C," = 1)Dy) =, p"

Proof. First recall §Sj; is an element of a partial m-spread and 3; is defined in Definition
2.3.2. By Theorem 2.3.5

—pnl ifx¢§-,- for all i
x(Dj) = N
(p—1)p™ ! otherwise.

If x ¢ S ji for all i and j, then we calculate

1 _
(X G- 000 = £ (G- 1200 @
=(=1=(p=1))(=p"" (22)

_ (2.3)

Recall y is a homomorphism, X (D) = ¥.ccd,X(g). So Equation (2.1) holds. By the fact
that 1 +§,+ &2 +---+¢5 ' =0, Equation (2.2) holds.

Similarly, x(£5"; (, — 1)Dy) = p™.

On the other hand, if ) is nontrivial and 3, € S;, for some (j, i), then

p—1

WY (-1 = Y (@ D)

a=1

= C?)X(Da) - Z X(Da)
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= (=1=-8)(=p" ) +(p-1)p""!
—(p=2)(=p" H=(p—1)p"! (2.4)
= épm_

Equation (2.4) holds because

m—1 ; ;
—p if a#j
X(Da) = .
(p—p™ ! if a=j
. p=1 _ T p—lir—b _v—J. m
and 1+C,+---+C,  =0. Similarly, (¥, _, (Cp 1)Dy,) =L, p™. O

Lemma 2.3.7. Assume the notations and conditions in Theorem 2.3.1. Then

p—1 p—1
X0 ((Z(CZ—UDa> (Z(Cpb—l)Db)> =p™(p" —1)%.
a=1 b=1

Proof. We know that for the trivial character xo(D;) = p™ !(p™ — 1), for all j € F.

So XO(ZS;% (€5 —1)Dg) = (=1—(p— D)p" 1 (p™—1) = —p™(p™ — 1) by the fact that
Y7~} {4 = —1. Thus the result follows. N

Lemma 2.3.8. Assume the notations and conditions in Theorem 2.3.1. For all nontrivial

characters | of G,

p—1 p—1

X ((Z}(C;—l)m) (Z(Cﬁ’—l)m)) =p™".
a= b=1

(<

Then by Lemma 2.3.6, for for all i and j, we get p"p™ = p*" if ¢ §ji and C{,me;jpm =
Pty €S 0

Proof. We have

- (X 6, )
b=1

_ 1

EOCRIEE

HM\

Now we give the proof of Theorem 2.3.1.
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Proof. For ease of notation, we let G = IFI%’”.
Let I be the p>™ x p>" identity matrix. Let

p—1 p—1
A= (Z,I(CZ - 1)Da)(b;(Cpb —1)Dy).

26

Let J be the p?" x p*™ matrix with all entries 1. By Theorem 1.6.6, Lemma 2.3.8 and

Lemma 2.3.7, for any nontrivial character ,

A=p*"+(x0(A) —%(A))/vG
=p"+ (P (p" = 1)> = p™") /PG
=p™+((p" -1 - 1)G.

Hence, after recalling Definition 1.6.7 we get

1 1
<p>;l<c; - 1>[DaJ><Z;<cpb D)D) = P4 (P~ 1~ 1)
We have
p—1 p—1
MIEIEATES W T

because each entry of [D,]J is #D,. Similarly,

p—1 p—1
Y (€, = DDplr =Y (" = 1)p" (p" = 1))
b=1 b=1

We also have [Dg] = J — ):Z;ll [D,]. By Lemma 2.3.4 (for equation (2.8)),
p—1 p—1
AT =Y Gpa (Y, §, D))"
a=0 b=0

p—1 p—1
=+ ;(CZ = D[Da])(J + ;(Cpb— 1)[Ds))

(2.5)

(2.6)

2.7)

(2.8)
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p—1
=pI+ Y (L —-1)p " (p"—1)J (2.9)
a=1

-1
T N T
b=1

+p (P - 1) = 1)
= p*™J —2p" (p™ — )+ p* I+ ((p" — 12— 1)J (2.10)
= p?"].

Equation (2.9) follows from Equation (2.5), Equation (2.6), Equation (2.7) and J? =
p*™J. Equation (2.10) follows from the property that 14§, + ...+ Cg_] =0.
Therefore, by Theorem 2.2.10, f is bent. L]

Next we will prove the converse of Theorem 2.3.1 that will be used in Chapter 3 as

follows.

Theorem 2.3.9. Let m > 1. Suppose that S is a partial m-spread of IFI%’” and f . ¥ %’" — F,
is constant on T* for each T € S and f(0) = 0. Note: T* =T \ {0}. Forall j € F,, let N;
be the number of T such that T* C f~1(j). Suppose UypesT* = Ujeﬂz; FY). If f is bent
then Nj = p" L forall je F.

Proof. Assume f is bent. Let b; be the cardinality of f1(j), for j=0,...,p—1. Then
£(0) = IS Cf,c(x) = Z‘}’;& b;¢}. By Property 7 and Property 8 in [14], for all a € F2",
there exists some integer k such that f(a) = =+ pm(;’;,. Hence f(0) =+ p’"C’]‘, for some integer
k. We know that the polynomial /2(x) = x?~! +- - -4-x?> 4 x4 1 is irreducible over the rational
number field and 2({,) = 0. Thus A(x) is the minimal polynomial of {, over the rational
numbers. Let /'(x) = bg +b1x+---+b,_1xP~1. Then /' (x) is a polynomial of degree at
most p— 1 and /'({,) = 0. So /'(x) is a constant multiple of i(x). We have

p—1 )
Y bG,F "G, =0.
j=0
So b are equal except for by that differs from the rest by +-p™. By assumption, p™ > 2. The

cardinality of each T* is p™ — 1. We have s(p™ — 1) =¢(p"™ — 1) + | where s, t are positive
integers if and only if (s —¢)(p™ —1) = 1. But p" — 1 > 1, thus s(p™ — 1) #t(p" — 1)+ 1.
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For each j € IF),, we have b; is multiple of p™ — 1 except at by we need to add 0 (because
£(0) = 0). In order for all b; to be equal (for each j € IF,), except for by, and f(0) =0, k
has to be 0.

Case I: ¥/ b;C} — p™ = 0 which implies by = b;+ p" for j # 0. For all j € F, let
bj = B. We have (p — 1)B+ B+ p™ = p?™. Thus b; = (p*™ — p™)/p = p" }(p™ — 1) for
j € F5. Hence Nj = p™~! forall j € F}.

Case II: Z;’;& bjg{; +p’"§’l‘, = 0 which implies by = b; — p™ for j # 0. For all j € F,
let b; = B. We have (p — 1)B+ B — p™ = p?™. We have |T*| = p™ — 1. Hence b; = (p*" +
p™)/p = N;(p™ —1), for j € F}. Forall j € F%, observe that N; = (p*" + p™) /(p(p™ —
1)) = p™ Y (p™+1)/(p™ — 1) is not an integer except for m = 1 and p = 3 where N| =
Ny =2orm=1and p =2 where N| = 3, because p" ! (p" +1) =2p" ! (mod p" — 1),
ged(p™ !, p™ —1) =1 and hence (p™ — 1)]2.

Soform>landeIF*,Wf:haveNj:pm’l. O

We will give an example for the exceptional case where Theorem 2.3.9 does not hold,

that is, the m = 1 case:

Example 2.3.10. We can find this example in Appendix A.2. Let m = 1 and p = 3. Let
f :F5 — 3 be defined as f(x) = T3 (x*). As we will see in the next chapter, f satisfies all
assumptions of Theorem 2.3.9 (except for the assumption m > 1). The function f is bent,
but N; = N, =2 # 31~ = 1. For the special case where m = 1 and p = 2, we get a similar

example.

In Figure 2.1 we see an illustration of a 2-spread of Fg. Each slice represents a subspace
of dimension 2. The corresponding function f is constant on each slice with value notated
in the figure. (e.g. 0,1,2). There are three slices with function value 1 and three slices with

function value 2. By Theorem 2.3.1, f is bent.

2.4 Difference Sets and Relative Difference Sets

In this section, we will discuss the relation between bent functions in our construction and
difference sets. Since we only deal with abelian groups in this thesis, we use additive

notation for all groups.
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Figure 2.1: A bent function on Fg

Definition 2.4.1. Recall p is a prime. An elementary abelian group is an abelian group

every nontrivial element of which has order p.

Note: All elementary abelian groups with every nontrivial element of order p are of the

form IF’;.

2.4.1 General Binary Case

In Dillon’s thesis [4], he characterized bent functions in the binary case using difference

sets defined as follows.

Definition 2.4.2. A k-subset D of the group G of order v is called a (v,k,\)-difference set
if every non-identity element of G is represented in exactly A ways as the difference of two

elements of D.

From Theorem 2.4.3, we can get another characterization of bent functions.
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Theorem 2.4.3. A function f : 5 — I, is bent if and only if for all j € F, and all a €
F2\ {0}, f(u+a)— f(u) = j has exactly 2"~ solutions for u running through F5.

Proof. By Theorem 2.2.10, f is bent if and only if [f][f]* = 2"l». This is used in our
proof.

(=): Assume [f][f]" = 2"I. Let x,z € F5. We have

Y (=)0 < [£][£] (x,2).
y€F;
By the fact that in the binary case x —y = y — x we have
Z (= )f ) =F0-2) = Z (=1)fO—0)=f0-2),
y€eF; y€Fy
Lety—z=uand z —x = a. We get that
Z (_1)f(y—x)—f(y—1) — Z <_1)f(u+a)—f(u)_
yeF; acl;
For j € {0,1} and a nonzero, let ; be the number of u such that f(u+a) — f(u) = j. If
f(u+a)— f(u) =0, then we have (—1)/+a)—f) = (—1)0 = 1. Similarly, if f(u+a)—
f(u) = 1, then we have (—1)/ta)=f(0) — (1)1 = —1. Thus we have hg+ hi(—1) = 0.
Hence hg = h;. We have ho+h; = 2". So hg = h; = 2"~!. Then for all j € [F, and all
a#0, f(u+a)— f(u) = j has exactly 2"~ ! solutions for u running through FZ.

(«): Assume for all j € F, and all @ € F3\ {0}, f(u+a) — f(u) = j has exactly 2"~
solutions for u running through IF}. For x,z € I such that z # x,letu =y —zand a = z —x.
Then for all j € {0,1} and x,z € F4 such that z # x, f(y —x) — f(y —z) = j has exactly
2"~1 solutions for u running through IF3. Thus

Al (xz) = Y (~1)/0—0=/0)

y€eF;
=Yy (1) &) =f0=2)
yel;
0 ifx#z

2" otherwise.

Hence [f][f]* = 2"In. O
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In accordance with Chapter 1, for D C G, let [D] be the matrix defined by
| ifg—heD

[D)(g,h) = _
0 otherwise.

Let J denote any matrix with all entries equal to 1. For a (v,k,A)-difference set, let
x =k —A. Usually kK — A is denoted by n, but we already use n for other purposes in this
chapter.

Theorem 2.4.4. The subset D of a group G is a (v,k,\)-difference set in G if and only if
D] satisfies [D][D]" = xI + \J.

Proof. (D)D) (g,1) = Yheq|D)(g,h)[D](1,h) is the number of & such that g —h € D and
l—heD.
Case I: g = [. For h running through G, there are exactly #D h’s such that g —h € D. So
DD (g,8) =k =x+\
Case II: g # [. When & runs through G, the number of representations of g—1/ as g—1[ =
(g—h)—(I—h) withg—heDandl—h e Dis A Hence [D][D]” (g,1) = A.

Therefore, [D][D]T = (x+ A)I +A(J —I) = xI + AJ if and only if for each nonzero

element in G there are exactly A representations as a difference of two elements of D. [
Now let us discuss the relation between the difference sets and bent functions.

Theorem 2.4.5. [4] Let m be a positive integer. Let f : F%m — ). Let G= F%m Then one
of f~1(1), F71(0) is a (22m,22m=1 —pm=1 22m=2 _om=1\_gifference set in G if and only if
f is bent.

Proof. (=): Case I Assume (1) is a (22", 22m—1 _gm=1 22m=2 _ om=1)_difference
set. Let D = f~!(1). Recall that the matrix [f] is defined by [f](g,h) = (—1)7&"). Then
[f] =J —2[D]. As before, let x = k—A. We have D is a (v,k, L)-difference set with order
v of G (v=22"), order k of D (k =221 —2m=1) )} =222 _2m~1 gnd x = 22" 2,
The equation [D]J = kJ holds because each entry of [D]J/ is the cardinality of D. We have
[ALA]T = (J —2[D]))(J —2[D]") = J> —2[D]J — 2J[D)! + 4[D][D]" = vJ — 4kJ + 4(xI +
M) = 4xI + (v — 4k +4L)J = 4xI + (v — 4x)J = 4xI = 2>"1. By Theorem 2.2.10, f is bent.

Case II: Assume f~1(0) is a (227,221 —om=1 22m=2 _ om=1)_difference set. Let
D = f~1(0). Then [f][f]T = (2[D] - J)(2[D]T —J) = (J —2[D])(J —2[D]"). So same

proof as in case I applies. We get f is bent.
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(«<): Assume f is bent. Then f(0) = ):xeF%m(—l)f(") = 42", Let b; = #f~1(j) for
j€{0,1}. We have by +b1(—1) = 2" and by + b = 2°".
Case I: by +by(—1) = —2™. Then by = 22"~1 42"~ and by = 22"~1 — 2"~ Let
ac ). Let
noo =#{v: f(v)=0and f(v+a) =0},

nip=#v:f(v)=1and f(v+a)=1}

and
njo=#{v:f(v)=1and f(v+a) =0}.

Then by Theorem 2.4.3, ngp +n11 = 22m=1Since the cardinality of D is 22m=1 _pm=1 e
have nyy +njo = 22"~1 —2"m~1, Since the cardinality of f~1(0) is 22"~ +2"~1 we have
noo+n1o =22""142m=1 Thus we getny = 22m=2_pm=1 The number of representations

of g € G as a difference of elements in D is
#{v:veDandv+a€ D} =ny;.

So D is a (22, 22m=1 _gm=1 22m=2 _om=1)_difference set.

Case II: by +by(—1) = 2. Then by = 22"~1 — 271 and b; = 22"~ 1 271 By
Theorem 1.7.7, the Boolean function f(x) is bent if and only if f(x)+ 1 is bent. We replace
f(x) by F(x) = f(x)+ 1. Then by + b (—1) = —2™. By the same proof as in case I, we get
D = f~1(0) is a (227,221 _pm=1 22m=2_ om—1)_difference set.

Therefore, the result follows. OJ

2.4.2 Specific Binary Case

The following theorem about difference sets is introduced by Dillon in [4].

Theorem 2.4.6. [4] Let G be a group of order M?. Let {S1,55, ...,S,} be pairwise disjoint
(except for 0) subgroups of order M for G. Then

(1) D = (US;)\ {0} is a difference set if and only if G has order 4N* and r = N. This is
a difference set with parameters (4N*,2N*> — N,N*> —N).

(2) D = US; is a difference set if and only if G has order 4N* and r = N + 1. This is a
difference set with parameters (4N*>,2N> +N,N*> +N).
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In this section, we only consider Theorem 2.4.6 with G = F3™.

The following definitions are introduced by Dillon in [4]:

Definition 2.4.7. The difference sets described in Theorem 2.4.6 (1) with cardinality 2N* —
N are called type PS (=), The difference sets described in Theorem 2.4.6 (2) with cardinality
2N? +N are called type PsH).

In this definition, the abbreviation @S denotes “partial spread.”

Another definition introduced by Dillon that relates difference sets to binary bent func-
tions is:

The nonzero points lying on any 2"~ ! lines through the origin constitute a difference set
of F3™ in the affine plane L+ L =F3™, L = Fon where L+ L is a direct sum. The set of bent
functions corresponding to these difference sets are called .S, class. Such construction
is a partial m-spread of G and {S1,S>,...,S,} in Theorem 2.4.6 can be viewed as a set of

subspaces of IE‘%’". This is a special case (p = 2) of Theorem 2.3.1.

2.4.3 p-ary Case

We extend the definition of 25, functions from binary to p-ary, where the p-ary bent
functions f are those introduced in our Theorem 2.3.1. The reason why in Theorem 2.3.1
we extend the set of P§,, functions which is a subset of P.§ (=) but not some subset of the
set of 25 functions is that some of the 2.5*) functions may be polynomials of degree
2. From the point of view of cryptography, these kinds of functions are easily broken.
The AS5/1 stream cipher discussed in Chapter 1 is a good example. Let f(x,x2,x3) =
x1x2 + x1x3 + x2x3. We can replace xjxz, x1x3 and xpx3 by uy, up and u3 respectively.
Then uy + uy + u3 is linear and x1x, = uy, x1x3 = up and xox3 = u3 have degree two. With
known plaintext and ciphertext, we can solve for the keystream in polynomial time. (In
fact, most bent functions in the literature are polynomials of degree 2. We will return to
this at the beginning of Chapter 3.) But .S, functions have sufficiently high degrees, e.g.,
deg(f) = m, where IE'%,’” is the domain of f. That is why partial spread bent functions are
so important in Cryptography.

Let f : F5™ — I, be a function. In Dillon’s thesis, he used Dy = f~1(1) as a (v,k,A)-
difference set with v = 22", k being the cardinality of D; and A = k —v/4 to prove the
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special case of Theorem 2.3.1 with p = 2. For general p, [22] is one of the most recent

references on the connection between bent functions and difference sets.

Definition 2.4.8. Let G be a finite group of order mn, and let N be a subgroup of G of order
n. A k-subset R of G is called an (m,n,k,\)-relative difference set (RDS) in G relative to
N if every element g € G\ N has exactly A representations g = r; — r, with ri,r, € R, and

no non-identity element of N has such a representation.

Let R be a (p>™, p, p*", p?"~1)-relative difference set of G = IF%J’" x F, with N = {0} x
F,. Since non-identity elements in N do not have representation as a difference of two
elements in R, foreach h € IF%,’", there exists exactly one ny, such that (h,n;) € R. Otherwise,
if there exist (h,ny, ) and (h, ny, ) such that nj,, # ny,, then there is a representation (i, ny, ) —
(h,ny,) for the non-identity element (0,7, —ny,) in N, which is a contradiction. We can
define the function f : IF%’" — F), such that f(h) = ny. Also, #R = p*™, so all elements
in F%’” are in the domain of f. Conversely, any function f : IF%,’" — ¥}, defines the set
Ry ={(h,f(h))|he IF%]”} This is the correspondence between bent functions and relative

difference sets. It is stated, for example, as Proposition 2 in [22]:

Proposition 2.4.9. The set R is a relative (p", p, p"*, p"~1)-difference set in IF%,’" xF, ifand

only if the corresponding function is p-ary bent.

Now let us explore the side of relative difference sets and see if there exists the partial
spread construction described in Theorem 2.3.1. We read some related papers. For exam-
ple, [12], [6]. We focus on the relative difference sets with parameters (p*", p, p>", p>"~1).
We find in Section 2 in [3], J. A. Davis described the construction of (p'*™/, p', p'*/, p/)-
relative difference sets with j odd and i = 1. We choose j = 2m — 1. Then we get the
parameters of difference set that we are interested in. Similar to our construction (Theo-
rem 2.3.1 of this thesis), the construction in Section 2 in [3] defines the bent function by
decomposing its domain into subsets, and dealing with each subset separately. However,
in our Theorem 2.3.1 the bent function is constant on each subset (subspace in the partial
spread), whereas in Section 2 in [3] the function in general takes different values on each
subset. Hence we conclude that the constructions are not the same.

We also found a similar construction in [17]. But the number of subsets in that con-
struction is a power of p, whereas in our construction it is p” 4 1. So the construction in

[17] is not the same as ours.
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Also, after a wide search, we did not find a reference that would give the construction
of Theorem 2.3.1 in the context of relative difference sets for characteristic p, odd prime.

So the construction described in Section 2.3 appears to be unknown in the literature.



Chapter 3

Monomial and Multinomial Bent

Functions

Multinomial bent functions are functions with several terms (e.g. 7' (x+x?)). We have
discussed the combinatorial construction of bent functions in Chapter 2. In this chapter,
we will give the algebraic construction of bent functions. The reason why we care about
algebraic construction is that we can have an explicit formula for bent functions that will
be easily computed by computers.

For reasons illustrated near the end of Chapter 2, quadratic bent functions are viewed as
weak in Cryptography. T. Helleseth and A. Kholosha in Table I of [10] summarized all cur-
rently known non-quadratic p-ary monomial bent functions. There are four classes of them,
one of which contains just one function, and p = 3 for all classes. One of the three infinite
categories occurs for the Dillon type exponent (Theorem 3.3.8 in this chapter). Hence our
algebraic construction covers one third of the known constructions of non-quadratic mono-
mial bent functions. This is one of the reasons why we gave the combinatorial construction
in Chapter 2, which appears unknown presently, yet it is connected with an important class
of bent functions.

Throughout this entire chapter, we assume that p is an odd prime.

In this chapter, we are motivated by Theorem 7 in paper [2] by P. Charpin and G. Gong.
This theorem gave conditions for multinomial binary functions with the Dillon type expo-
nents to be bent. We extend this theorem from the binary case to the p-ary case.

Most theorems in this chapter are new.

36
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3.1 Short Descriptions of Some Spreads

Let m be a positive integer. Let o be a generator of F;zm. Let y= ar" =1/ zk, where
2kb = p™ — 1 for b odd and k a positive integer. We will construct a specific partial spread
that is related to trace functions. With this spread we will reduce the running time for
testing bentness.

As v plays a main role in the whole chapter, let us prove some properties about :

Proposition 3.1.1. Fori € {1,2,...,p" + 1}, the following statements hold:
() YP"=Vi =1 ifand only if i = p"™ + 1.
2)YP"=Vi= _1ifand only if i = (p" 4+ 1) /2.

Proof. (1)(<«=) For any element 3 € IF'pzm, we have B(pmfl)(”m“) =1, hence if i = p™ + 1,
then yP"~1i = 1. (=) Assume YP"~1)i = 1. We have y(P"~ i = q(P"~1)%/2" — g ("~ 1)bi —
1. Thus the order p*™ — 1 of o divides (p™ — 1)bi, hence (p™ + 1)|(bi). Since gcd(p™ —
1, p™+1) =2, by definition, b is an odd factor of p™ — 1 and ged(b, p" + 1) = 1. Therefore,
p"+1liand since i € {1,2,...,p" + 1}, we have i = p" + 1.

(2)(«=) For any element B € I 2n, we have B =N(P"+1)/2 — _1, hence if i = (p™ +
1)/2, then yP"~Di = —1.(=) Assume Y7"~1)i = —1. We have y7"~D% = 1. By (1),
we have (p” +1)[2i. Soi=p"+1ori= (p"+1)/2. But y?"~Vi = 1, hence i =
(pP"+1)/2. O

Theorem 3.1.2. Let p” — 1 = 2%b, where b is odd and k is a positive integer. Let o be a
generator of F;M. Let y= aP" =D/ Then Y ¢ [ pym, for each i that is not divisible by
pr+1.

Proof. Let H be the group generated by y. Assume Y € IFm, where i is not divisible by
p"™+ 1. Also, note that ¥ # 0 and |H| = 2%(p™ + 1). Then the order a of ¥ divides both the

order of H and the order of IF;;m hence a divides 2%, because

ged(|H|, [Fpn) = ged(2(p" + 1), p" — 1)
= ged(25(2Fp 4 2),2%p) = 2%,

Also (¥)® = 1 which is equivalent to o@(P"=1)/2" = 1 So (p?™ — 1)|(ia(p™ — 1)) /2K
which is equivalent to (p” + 1)|(ia/2%). Then (p™ + 1)|i because a|2* so 5—‘;
contradiction. ]

i, which is a
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The m-spread defined by the following theorem is used quite often in our construction.

Theorem 3.1.3. Let p™ — 1 = 2%b, where b is odd and k is a positive integer. Let 0. be a
generator ofIF;;Zm. Lety= aP"=N/% Then YiIFpm ﬂyjlﬁ‘pm = {0}, where i is not congruent
to j modulo p™+ 1. Furthermore, the set {YFmli =1,...,p™ + 1} is an m-spread of
(Fp2m, +)

Proof. Assume there exists a nonzero element in Y pm Ny IFm, where i is not congruent to
jmod p™+ 1. Thus ¥x =y for some x,y € Fpm. Then Y i=yle [Fm. But by Theorem
3.1.2, ¥~/ ¢ Fm, which is a contradiction. Therefore, ¥F,m NY/F,m = {0}, where i is not
congruent to j modulo p™ + 1.

The cardinality of Uf;nfr "YF yn is p?™ and Uf’:mf’ YT is a subset of F ,2n. Hence

miq
Uy Y Fpn =F o

By Theorem 2.1.3, ¥’ is a subspace of (Fom,+) foreach i € {1,...,p™ +1}. Thus by
Definition 2.1.1, {YFpn|i € {1,...,p" 4 1}} is an m-spread of (F ,2n, +). O

3.2 Functions with Identical Walsh Spectra

In this section, we will prove that in the binary and the p-ary case, finding monomial
bent functions (e.g. with only one term Tln(erl’m_l)) with coefficients in F »» can be
constrained to finding monomial bent functions with coefficients in [F ,m.

Now let us prove lemmas that will be used in the next two subsections.

Theorem 3.2.1. Let p be a prime. Let r be a positive integer such that ged(r, p?™ —1) = 1.
Let fy : Fpon — ), be defined as fj(x) = T2 (AP =), where L € Fon. Let G be the
cyclic subgroup of ¥ ,om with order p™ + 1. If A = uv for some u € Fpm and v € G, then
Fux) = fulodx) for some non-negative integer d.

Proof. Assume A = uv as in the statement of the lemma. Since ged(r, p?" —1) =1, o

is a generator of F,n. Thus G = (" =1)). Since G = (o """~} and v € G, we have
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rd(p"—1)

V=0 for some non-negative integer d. Since o/ 7"V s a generator of G, we have

fule) = TP "0y = TP (a7 0)
_ TIZm(uadr(pm—l)xr(pm—l)>
_ 12m(u(adx)r(pm—l))

= fu(a’x).

Recall Walsh spectrum is defined in Definition 1.7.2.

Theorem 3.2.2. Let p be a prime. Let r be a positive integer such that ged(r, p?" —1) = 1.
Let fy : Fon — ), be defined as f(x) = lem(lxr(pm_l)), where A € Fom. If fi(x) =
fu(ocdx) for some non-negative integer d and u € "', then f, and f, have the same Walsh

spectrum.

Proof. Since the map x — oxis a bijection, for a € F P> the Walsh coefficient

-~ - (X) =T (ax
fu(a): Z ﬁ() 1 ( )

XG]szm

fu (Otdx) _ Tl2m (aocdx)
=Y &

So the result follows. O]

3.2.1 Binary Case

For the binary case, the following theorems have been proved in [2].

Proposition 3.2.3. We have {uv:u € F}, andve G} = F2om» where G is the cyclic subgroup
of B with order 2" + 1.

Proof. Let D = {uv:u € F%, and v € G}. Clearly, D C F3,,. Letx € F},,. Since gcd(2" —

22m 22m
1,2 +1) = 1, by Extended Euclidean Algorithm there exist ¢,d € Z such that (2" — 1)c+
(2" +1)d = 1. So x = xZ"~Det@"+1)d — y2"=1)e(2"+1)d where v = x("~D¢ and u =

x2"+1d Hence x € D and 2., C D. Therefore, D =F7,,. U
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Theorem 3.2.4. Let G be the cyclic subgroup of Fyum with order 2™ + 1. For A € Floms
there exists u € F5,, with A = uv and v € G, such that the Boolean function f : Fyon — F
defined as fi,(x) = T2"(Ax*"~1) has the same Walsh spectrum as f, : Fyom — 3 defined as
Sfulx) = lem(uxszl).

Proof. By Proposition 3.2.3, A = uv. Let o be a generator of F p2m. Thus by Theorem 3.2.1,
fr(x) = fu(a’x). Hence by Theorem 3.2.2, f) and f,, have the same Walsh spectrum. [

3.2.2 p-ary Case

For the p-ary case, the following theorems are new and they are extensions of results in
Section 3.2.1.

Theorem 3.2.5. Let p be an odd prime. We have {uv:u € F,n andv € G} = {?:z€ F;zm 2
where G is the cyclic subgroup of F;Zm of order p" + 1.

Proof. Let o be a generator of IF;;zm. Let Dy ={uv:u €F,n andv € G} and let D, = {%:
Z € FZZ’”}' First, let x € Dy. Then x = uv = oP" *Dl(P" =D for some I, I' € Z. Since
p"+1 and p™ — 1 are even, x = z* for some z € IF;M. Sox € D,. We get D1 C D;.

On the other hand, let x € D,. Then x = z2 for some z € IF‘;Z,,,. We have x = o2, for
some [ € Z. We know that gcd(p™ + 1,p™ — 1) = 2, so by Extended Euclidean Algo-
rithm, there exist ¢ € Z and d € Z such that ¢(p™ + 1) +d(p™ — 1) = 2. Then x = (a?)! =
(oc("m“)coc(l’m_l)d)l = uv, for some u € ]F;m and v € G. Hence, D, C D;. Therefore,
D = D». U]

Theorem 3.2.6. Let p be an odd prime. Let G be the cyclic subgroup of F;zm of order
p"+1. Let f: F jon — ), be defined as f; (x) = T2 (AP =), where ged(r, p?™ —1) = 1.
If fo., is bent for some A € IF;Z,,,, then there exists u € 'y such that A =uv with v € G and
fv fuand f—, have the same Walsh spectrum.

Proof. Case 1 p > 3: Recall Definition 1.5.7 of Kloosterman sum. By Theorem 2 [9], f; is
bent if and only if K, (A”"*1) = 0, where K, (-) is the Kloosterman sum on [F . Note:
AL e F,n. By Corollary 2 in [13], we have that Kloosterman sum is never 0 if p > 3.

Then there is no bent function f;.
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Case IT p = 3: By Theorem 2 [9], f;, is bent if and only if K, (A?"*1) = 0, where K, (+)
is the Kloosterman sum on F,n. By Theorem 1.4 [7], if K,m(A?" 1) = 0 and A" +! #£ 0,
then A" *1 is a square in F;m. Let o be a generator for F;z,n, hence o’ *! is a generator
for ;. Let A"+ = 22 where z € [Fn. Then z = (a?"*+1)4, for some d € 7Z. Hence,

xpm—H — (aZd)pm-i-]. (31)

Claim: A = o for some s € Z. Assume not. Then A = o>, Substitute it into Equation

(3.1) and we get an equation for the exponent of o, which is

25+ 1) (p"+1)=2d(p"+1) (mod p*™—1)
2s+1=2d (mod p™—1).

So (p" —1)|(2s+1—2d). But p™ — 1 is even and 25 + 1 — 2d is odd, which is a contra-
diction. Hence A = a** for some s € Z. Then by Theorem 3.2.5, there exist u € F,» and
v € G such that A = uv. By Theorem 3.2.1, f3 (x) = f,(a“x), for some non-negative integer
d. Hence by Theorem 3.2.2, f; and f, have the same Walsh spectrum.

For u € IF;‘,m andveG, —uc ]F;m and since —1 € G, we have —v € G. For any A,
we have A = uv = (—u)(—v). By Theorem 3.2.1, we get fy (x) = f_,(0%) for some non-
negative integer d. Hence by Theorem 3.2.2 f_, has the same Walsh spectrum as f; and
Ju- O

3.3 Bent Functions and Partial Spreads

In this section, our purpose is to characterize bent functions with coefficients in IF ,m.

Definition 3.3.1. Let a € Zyn 1. The set {ap* (mod p™+1):k=1,...,2m} is called the

cyclotomic coset of a modulo p” + 1.

Note: A cyclotomic coset modulo p™ + 1 has cardinality at most 2m, because p>” = 1
(mod p™+ 1) hence ap® = a (mod p™ + 1). A cyclotomic coset modulo p™ 4 1 may
have cardinality less than 2m. For example: When p = 3 and m = 2, the cyclotomic cosets
modulo 32 + 1 are: {0},{1,3,7,9},{2,4,6,8},{5}. We can see that {5} has cardinality
less than 4.
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Definition 3.3.2. We define L,, to be any set of representatives of cyclotomic cosets modulo

p"+ 1, where p is an odd prime and m is a positive integer.

The following theorem shows that using elements in L,, is enough for a trace function

of the form which we use.

Theorem 3.3.3. Let p be any prime. Let the function fy, : F on — F), be defined as f(x) =
Yrez TE (Ax” ("=, where A, € F p2n and only finitely many A, are nonzero. Then without
loss of generality we can write f(x) = ¥,c;, TP (Ax" (" =1y,

Proof. Assume rp € Ly,. If r; and r; are in the same cyclotomic coset modulo p” + 1, then
ry = r1p* (mod p™ + 1) for some integer k. Thus

T2 (A, x 1P =1 o, 22 (P 1)y

= T2 (A1 PP o, 22 (P D))

= T2"((AZ) + Ay a2 1)),
So if r| and r; are in the same cyclotomic coset modulo p™ + 1, then T12m(7ur1x’ (" =1) 4

A, x2(P"=1)) can be written as T2 (A, x">(P"~1)) for some A,, € F on. Thus ry is redundant.

By repeating this argument, we can prove the theorem. [

Theorem 3.3.4. Let o be a generator of F;z,n Lety= ol ~0/2 \ohere 2%p = p"—1 for
b odd and k positive integer. Let S; =YF,m, foralli, 1 <i<p™+1. Let S7 = S;\ {0}
for alli, 1 <i < p"™+ 1. For A € Fyn, define the function f: Fpom — Fp by f(x) =
Yrer, TE™ (Apx” (P"=1)). Then f is constant on each S}, equal to

Y Py,

relL,,

which can be also expressed as

Z Tm ,erp "—1) _i_,Yfrz(p’” 1)))

relL,

Proof. Letx € S for some i € {1,...,p™ +1}. Thus x = Y'u where u € Fn. Then

ZT rxp_)):

relL,
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= Y "L (Yu) ")

reL,,

= Y T2 (A () PY)) (3.2)
= Y T+ () ) (3.3)
= Z Tlm(ybr((yi)r(pmfl)+(Yi)r(p'”f1)(pm+1)yf(p'”f1)ri))

= ¥ T g 00

Equation (3.2) holds by u”"~! = 1 and Equation (3.3) holds by Proposition 1.3.4. [

The following theorems before Theorem 3.3.8 are new and they serve for the proof of

Theorem 3.3.8, which is our second main result.

Theorem 3.3.5. Let p be an odd prime. Let O. be a generator of IF;Zm. Lety= aP"-1/ zk,
where 2kb = p" — 1 for b odd and k positive integer. Then {u+u=":u¢c Fom}N {1y
y e {1, pm 13 = {2, -2}

Proof. Letv € {u+u"! tu € POy (=i e {1, p 41} ). We have
u+ut =y =yP" iy~ ("= for some u and some i. As {u,u"'} and {yP" Vi,
y_(pm_l)i} are two pairs of solutions of x> —vx+ 1 = 0, we have u = yP" Vi or 41 =
YP"=1i Without loss of generality, assume u = yZ" ~1)‘,

We have that u € F%,,, hence u = ol?" +1)J for some j € {1,..., p" —1}. Also, y7"~1i =

aP"=1%/2° " Now we want to find possible values of j to prove v € {2,—2}. We have

alP" i — (P"=1%/2* Then

(P"+1)j—(p"—1)%i)2" = (p*" - 1)I

for some integer /. Since (p" — 1)|((p™ —1)%i)/2F and (p™ — 1)|(p*" — 1)1, we have (p" —
DI(p™ +1)j hence (p™ —1)/2[((p" +1)/2)j. With ged((p™ —1)/2,(p" +1)/2) = 1,
we conclude that (p™ —1)/2]j. Hence j = ((p™ —1)/2)c for ¢ =1 or ¢ = 2. Recalling
u=qoP m“)j wehaveu = —loru=1henceu+u'=—2o0rut+u"!=2,s0 {u~|—u‘1
we Ry {y?" =Dy ("=Diie {1, pm+1}} € {2,-2}.

Conversely, let u =1 oru=—1. Wegetu+u'=2oru+u!= -2 Leti=
(p"+1)/2 or i = p™ + 1. By Proposition 3.1.1, we get Y?"~Vi = —1 or yP"-Di = 1. So
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AP =iy (P"=Di = _2 or 2. Thus {2, -2} C {u+u"" cu€F o "=y (P

ie{l,....,p"+1}}.
So the result follows. O]

Theorem 3.3.6. Let . be a generator OfF;2m- Lety= Oc(pm_l)/zk, where 2kb = p™ — 1 for
b odd and k positive integer. Then 'ypm*I generates the cyclic subgroup of (F;zm, -) of order
pr+1.

Proof. Let a be the order of Y"~!. Since y\""~D(P"+1) =1 ¢ < p™ + 1. We also have
W ha = "D < 1 Thus (p27 - 1)]((p" - 1)%a/2Y). Hence (p" +1)|(p" -

)a/2k. And ged(p™ + 1, (p™ —1)/2F) = 1 implies that (p” + 1)|a. We have a < p" + 1.
Therefore, a = p” + 1 and y*" ! generates the cyclic group of F o Of order p™ +1. U

Theorem 3.3.7. Let o be a generator ofIF;"JZm Lety= Oc(pmfl)/zk where 2Xb = p™ — 1 for
b odd and k positive integer. Then y(l’ -|-'y (P"=DicF pnforallie {1,...,p"+1} and

{u+u! cu€Fpm JU{P" Dy "D e (1 1) = Fom,
Proof. For u running through ., when u = w L u=+landu+u'=—-2o0rutu'=2.
There is exactly one u € F;;m such that u +u~! = 2 and there is exactly one u € F;;m such

that u +u~' = —2. On the other hand, u # u~! implies that for each v € {u+u"!:uc
Fon} \ {2, -2}, there exist two distinct u such that v = u + u~!. Hence #{u+u':uc
IE‘;m}:(pm—.l—Z)/2+.2:(pm+1)/2. |

If yP"=Di — =" Vi thenby z=z7"!= z=+1,y?" "D =41 and

APy (Vi g

On the other hand, by Theorem 3.3.6, for distinct i, y<pm*1)" are distinct. For each v €
(PP =Dy P e [ ..,pm+1}}\{2,—2}, there exist two distinct i such that v =
PPy (D So #{y Py (D e {1 1 = (P 1-2) /242 =
(p"+3)/2.

Now we want to prove {y7"~Di 4 y=(P"=1i:j ¢ {1 ... p™ 4 1}} is a subset of Fpm
Foriin {1,...,p"+1},

m

(P"=1)i 4 N~ (p"=1D)iyp
(v +v )
o ’Y(pm 1 m p 71)
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= 7" =D A Dig= (" =i = (0" =D (" D=1
=y (PP =1

So by Theorem 1.3.1, yP"~1i = (P"=1i ¢ F,m. Then {y(l’m_l)i+y_(l’m_l)i iedl,...,
p" +1}} is a subset of .

Furthermore, {u+u~':u ¢ Fom} U (PP e 1 p 4 1)) is a
subset of F,m. By Theorem 3.3.5, #({u+u~!:u € Fom} U (PP D e
{L...p"+ 13} =#{utu " iu € By} #{yP" " Vigy " =Dii e {1, p" 13} —
2=(p"+1)/2+(p"+3)/2—2=p". So {u+u ' u€F U {yP"Vipy "-Vije
{L,....p"+1}} =Fpm. O

Remark: The proof of the next theorem uses Theorem 2.3.1. We can do that because
we can view (I o, +) as the vector space IFIZJ’" by Theorem 1.3.2 and function f defined in
the following theorem satisfies the conditions of function defined in Theorem 2.3.1.

Charpin and Gong proved theorems about bent functions in the binary case. We prove
an analogue of Theorem 7 [2] for the p-ary case.

It is not straightforward to generalize Theorem 7 [2] from binary to p-ary. Let o be a
generator of F 2. In the binary case [2] uses ¥ = o?"~! to prove the statements. But in
the p-ary case, we lety= a1/ Zk, where p > 2 and p™ — 1 = 2Xb for positive integer k
and odd integer b. We need 2F for the p-ary case, because if we let y= o”" ~! for the p-ary
case, then by Theorem 3.2.5, Ufgﬁ ! yinm is a set of squares of elements in I >, hence

P Y F pn £ F o
Recall Section 1.4 for definition and properties of Dickson polynomials.

Theorem 3.3.8. We assume m > 1. Let f : ¥ on — F), be defined by
f(x) _ Z lem(}\‘rxr(pm_l)),
reLy,
where A, € F . Define the function g : Fpyn — T, as
gu) =Y, T{"(\:Dr(w), (3.4)
relLy,

where D,(u) is the Dickson polynomial over F,.
(a) When p = 3, f is hyperbent if and only if #{u € Fym : g(u) = j} —#{u+u':uc
Fiulglu+u ) =j}=3""1=1)/2forall j € {1,2} and g(1) = —g(2) #0.
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(b) When p > 3, f is never bent.

Proof. Let o be a generator of IF;Z,”. Lety= aP"-1/ 2k, where 28b = p™ — 1 for b odd and

*

k positive integer. For j € F, let

Vi={ie{l,....p"+ 1} gy gy 0 = ),

let
A= (" Dy " e v,
and let
Bj= {fu+u't:iue F;m|g(u+u_l) =j}
and

Cj=A{zeFplg(z) = j}.
At first, we will give outline of the proof. Step I: Prove f is hyperbent if and only if
#V; = p"Lforall je [F,. Step I Case I p = 3: we prove f is hyperbent if and only if
g(1)=—g(2) #0and #C; —#B; = (3" ! —1)/2 for all j € {1,2}. Step Il Case Il p > 3:
f is never bent.

Step I: By Theorem 3.1.3, {{/Fm : 1 =1,2,...,p™ + 1} is an m-spread of (F,2m,+). By
Theorem 3.3.4, f is constant on 'YJIFpm forl=1,2,...,p"+1. By Theorem 2.3.9, Theorem
2.3.1 and Theorem 3.3.4, f is bent if and only if #{i € {1,...,p" +1}: f(y¥) = j} = p™ !,
forall j € {1,2,...,p— 1}, where

FO) = X Ty ), (3.3)
€Ly

Let k be coprime to p?” — 1, hence k is coprime to p” + 1. Then the map ¥ — ¥ is a
permutation on the subgroup of (IF ;2,,,, -) generated by v. By Definition 1.7.3, Theorem 2.3.9
and Theorem 2.3.1, f is hyperbent if and only if #{i € {1,...,p" 4+ 1} : f(¥)) = j} = p"~!
for all j € {1,2,...,p— 1} and all k coprime to p*" — 1. This happens if and only if
#lic{l,....p"+1}: f(¥)=jy=p" forall j€{1,2,...,p—1}.

By Proposition 1.4.1, f(y) = g(y?"~ Vi 44~ (P"=iy,

Hence #{i € {1,...,p"+1}: f(¥) = j} = p™ ' forall j € {1,2,...,p— 1} if and only
if#{ic {1,...,p"+ 1} g(y?"~Dipy= "Dy = 3 = p"=Lforall j € {1,2,...,p—1}.

So far, we have proved that f is hyperbent if and only if #V; = p" 1 forall j € F.
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Step II Case I: Now we prove part (a). Note: p = 3 in part (a). Claim: f is hyperbent if
and only if #4;, = (3" ! +1)/2 for all j € {1,2} and g(1) = —g(2) # 0. Proof of Claim:
(=) Assume f is hyperbent. By the previous paragraph, #V; = 3"~! for all j € {1,2}. For
each element 7 € {y3" =iy~ G"=Dijic {1,... 3"+ 1}}\ {1,2}, there exist exactly two
distinct i € {1,...,3"+1}\ {3"+1,(3"+1)/2} namely i = h and i = 3" + 1 — h such
thatt = 7(3”'_1)" +v~G" =i Then the correspondence between 7 and i is one-to-two except
for h=3"+1 or h = (3" +1)/2 by Proposition 3.1.1 there is one-to-one correspondence
between & and Y3" ~1 4-y=(" =D We know that #V; = 3"~ for all j € {1,2}. So A; has
to contain 2 or 1 but not both for all j € {1,2}. Therefore, g(1) = —g(2) # 0. We also have

following computations:
#A; = (#V,—1)/2+1
=31 -1)/2+4+1
= (3" 1+ 1)/2.

Now we prove (<=). Assume for all j € {1,2}, we have #4; = (3" ! +1)/2 and g(1) =
—g(2) #0. We have for all j € {1,2}

BV, =2#A,—1)+1
=2(3" "+ 1)/2-1)+1
=@ 1) +1=3""

This finishes the proof of the claim. At this point, we have proved that for all j € {1,2},
#V;=3""!ifand only if #4, = (3" ' +1)/2 and g(1) = —g(2) #0.

Let us finish the proof of Step II Case I (part (a) of the theorem). By Theorem 3.3.7 and
Theorem 3.3.5, A;UB; = C; for all j € {1,2}. By inclusion and exclusion principle, for
all j € {1,2}, we have #(A;UB;) —#B =#A; —#(A;NB;) =#A,; — 1, hence #C; —#B; =
#A;—1. Using g(1) = —g(2) #0,A;NB; = {1} or {2}. Hence #V; = 3"~ ! if and only if
g(1)=—g(2) #0and #C; —#B; = (3™ ' +1)/2— 1= (3" ' —1)/2 forall j € {1,2}.

Therefore, the result follows.

(b) If p > 3, there always exists j such that #V; is even, since by Theorem 3.3.5 and
the discussion above one of g(—2) and g(2) have to be equal to j if #V; is odd for all
j€{l1,...,p— 1} and there are more than 2 j's. So f is never bent.

0



CHAPTER 3. MONOMIAL AND MULTINOMIAL BENT FUNCTIONS 48

There exist p-ary multinomial bent functions with p > 3 when we allow A, € [ 2m, the
larger field. Examples are showed in Appendix A.3.

For Theorem 3.3.8 we need the condition g(1) = —g(2) # 0. See Appendix A.4.

Let N = p™. By using the fast Walsh transform, the time complexity for computing all
Walsh coefficients of a function on F 2 is about O(N?1ogN). But by using Theorem 3.3.8,
the time complexity for testing bentness is only about O(N1logN).

When f is monomial, Corollary 3.3.9 shows a different proof of Theorem 2 in [9].
Although Corollary 3.3.9 is proved with A € 3., by Section 3.2.2, it is true that finding
ternary monomial bent functions in our construction can be constrained to Fz». Recall
K (d) is a Kloosterman sum. For p > 3 there do not exist p-ary monomial bent functions
f:Fpn — F, such that f(x) = T2"(Ax"P" 1), because K,n(a) # 0 for each a € Fx by
[13]. So it is enough that we only prove for A, € F5,,. All conditions in Theorem 2 [9] are
the same as ours except their assumption is ged(r,3" + 1) = 1 and we use ged(r,3%" — 1) =
1, a bit stronger assumption. However, our proof is quite different. It uses the combinatorial
setting of partial spreads as introduced by Dillon in the binary case and generalized to the
p-ary case in Chapter 2 of this thesis, and then connected with the algebraic representation

through Theorem 3.3.8. This combinatorial context is not apparent in [9].

Corollary 3.3.9. Let f : Fym — F3 defined to be f(x) = TP (Ax" ("=1)), where \, € F%,
and gcd(r,3%™ — 1) = 1. Then f(x) is hyperbent if and only if the Kloosterman sum

Km(A" T =0.

Proof. The function g is defined as Equation (3.4). Note: Here f is monomial hence we let
g(u) = T/"(A.D,(u)). Recall that Proposition 1.4.3 states that if ged(r,3*" — 1) = 1, then
the Dickson polynomial D, : Fzm — [F3m is a permutation. So by Theorem 1.3.6 and the
bijective map: x — A,.x, #{u € Fam|g(u) = j} = 3"~ for all j € F;.

By Theorem 3.3.8, f is hyperbent if and only if

3 _utu i u e Filgu+u ) =3 =03"""1-1)/2

forall j € {1,2} and g(1) = —g(2) # 0. This holds if and only if #{u+u "' : u € F5.,g(u+
uwl)y=jl=3""14+1)/2forall j € {1,2} and g(1) = —g(2) # 0. By Proposition 1.4.1,
this holds if and only if #{u € F%, : T"(A(u" +u~")) = j} =3""! for all j € {1,2} and
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g(1) = —g(2) # 0. By the bijection u — u’, this holds if and only if #{u € F%,, : T{" (A (u+
u!))=j}=3""forall j € {1,2} and g(1) = —g(2) # 0.

Note: By the bijection u + Au, we have {u+u~':u € Fju} = {hu+ Mu)"':ue
[F}n} for A, € F5,.. At this point, we proved that f is hyperbent if and only if #{u € F%, :
T (A (Mt + (M) 1)) = j} =3 forall j € {1,2} and g(1) = —g(2) # 0.

We have 3" 1 = 23"~ 142 = )2,

Now let us finish the proof for A € F3» by proving both directions separately. Assume
f is hyperbent. Let {3 be the third root of unity. Then by the previous paragraph #{u €
Fi : T (u ! +A2u) = j} =3""!forall j € {1,2} and #{u € Iﬁl*m LT (u ™ +A2u) =0} =
31231 =31 1 S0 Kpn (A1) = Fep, Gl ) Zgml 1 4
311G +3m71gz =0,

On the other hand, assume K(A}" 1) = 0. We have ho + h1 (3 + (2 = 0, where &
is the number of ¢ € F, such that T/*(c™! + A" l¢) =i for i € {0,1,2}. It is well-
known that the polynomial 4(x) = x*> +x + 1 is irreducible over the rational number field
and h(C3) = 0. Thus A(x) is the minimal polynomial of {3 over the rational numbers. Let
W (x) = ho -+ hyx + hox?. Then /' (x) is a polynomial of degree 2 and /#'({3) = 0. So /'(x)
is a constant multiple of A(x). Hence hg = h; = hy. We have ho+ h; +h, = 3™. So
ho =hy = hy =3""!. Thus #{u € F}, : T"(u™' +A2u) = j} =3" ! forall j € {1,2}. By
Theorem 1.4 in [7], if K(A2) = 0 then A2 = 0 or T"(A,) # 0. We also have 1 =2"+2" and
2=1+1"1 So by Proposition 1.4.1 and r odd, g(1) = g(2+271) =T"(A,(2"+27")) =
/" (M) and g(2) = g(1+17") = T*(A(1"+17")) = =T}" (). Hence g(1) = —g(2) #0.

Therefore, the result follows. ]

3.4 Conclusion

We have generalized the combinatorial construction of binary bent functions that is proved
by Dillon in [4] to the p-ary case. We have also generalized the algebraic construction
of binary multinomial bent functions that is proved by Charpin and Gong in [2] to p-ary
multinomial bent functions.

In the non-binary case, we extended the algebraic construction of Helleseth and Kholo-

sha [9], which is now known to work only for p < 3 (see the previous section). For illus-



CHAPTER 3. MONOMIAL AND MULTINOMIAL BENT FUNCTIONS

tration, these references are summarized in Figure 3.1.

monomial bent functions

multinomial bent functions

p=2

Dillon (1974) [4]

Charpin, Gong (2008) [2]

p>2

Helleseth, Kholosha (2006) [9]

this thesis

Figure 3.1: Literature on bent functions with Dillon type exponents
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Appendix A

Magma code and Maple code

A.1 Simplified AS5/1 Attack

# This is an attack on a simplified

# version of the A5/1 cipher for GSM.

# the length of the keystream
L:=10"3:

# output of the top LFSR

for 1 from 20 to L do
al[i]l:=(a[i-14]+a[i-17]+a[i-18]1+a[1i-19]) mod 2:
od:

# output of the middle LFSR
for i from 23 to L do
b[i]l:=(b[i-21]+b[i-22]) mod 2:
od:

# output of the bottom LFSR
for i from 24 to L do

51
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cl[i]:=(c[1-8]+a[i-21]+a[i-22]+a[i-23]) mod 2:
od:

# keystream generated for use by the A5/1 cipher
for 1 from 1 to L do

z[i]:=(al[i]+b[i]+c[i]) mod 2:

od:

# The shared secret between the communicating parties
# are the values of the bits in the three registers:
# alll,...,all9],bl1],..,b[22],c[1],...,Cc[23]

# Suppose that z[1l],z[2],...,2[64] were obtained
# say by a plaintext attack.
random_bit:=rand(0..1):

We could plant the shared secret and

compute the z[i]’s from it to simulate what

really happens. Let us shorten the computation

T

by trying to attack random data:

equations := { seqg( z[i]=random_bit (), i=1..64 ) }:

sol:=msolve (equations, 2);

The output of this Maple code is:
a[l] =1,a[2] = 0,a[3] = 1,al4] = 0,a[5] = 0,a[6] = 0,a[7] =
a[8] = 1,a[9] = 0,a[10] = 1,a[11] = 0,a[12] = 1,a[13] = 1,a[14]

]

Y

0,a[15] =0,
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al16] = 1,a[17] = 0,a[18] = 1,a[19] = 1,b[1] = 1,b[2] = 1,b[3] = 1,b[4] =0,
b[S] = 1,b[6] = 1,b[7] = 0,b[8] = 1,b[9] = 0,b[10] = 1,b[11] = 0,5[12] = 0,
b[13] = 0,b[14] = 1,b[15] = 0,b[16] = 1,b[17] = 1,[18] = 1,b[19] =0,

b[20] = 0,5[21] = 1,b[22] = 1,¢[1] = 0,¢[2] = 1,¢[3] = 0,¢[4] = 0,¢[5] =0,

cl6] =0,c[7] = 1,¢[8] =0,c[9] = L,¢[10] = 1,c[11] = 1,¢[12] = 1,¢[13] =0,
c[14] = 1,¢[15] = 0,¢[16] = 0,¢[17] = 1,¢[18] = 1,¢[19] = 0,¢[20] = 0,c[21] =0,
¢[22] = 0,¢[23] = 0

A.2 A Special Case in Theorem 2.3.9

The following Magma code finds coefficients of binomial ternary bent functions of the type

studied in Chapter 3, with m = 1 and L,, = {1,2} using the definition of bent function:

m:=1;

n:=2+m;

p:=3;

w:=RootOfUnity (3);

Fn<om>:=GF (p"n) ;

Fm<al>:=sub< Fn | m >;

F3:=sub< Fn | 1 >;

Fks:={ x : x in Fm | x ne 0};
Z:=Integers();

Walsh_transform binomial:=function(al, a2,b)
return &+[ wh( Z!(

Trace( alxx” (p™m-1)+ az2*«x"(2x (p"m-1)) ) —Trace (b*x)
)

) ¢ x in Fn ];

end function;

// square of the absolute value
SgAbs:=function (z)

return zxComplexConjugate(z);

end function;
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Is_bent_binomial:=function(al, a2)
is_bent:=true;
for b in Fn do
if is_bent then
is_bent := SgAbs( Walsh_transform_binomial (al,a2,b) )
eq 3°n;
end 1f;
end for;
return is_bent;
end function;
Walsh_spectrum_binomial:=function(al, a2)
return { Walsh_transform_binomial (al,a2,b) : b in Fn };
end function;
bent_coeffs:={};
non_bent_coeffs:={};
for al in Fm do
for a2 in Fm do
if Is_bent _binomial (al, a2)
then bent_coeffs := bent_coeffs join { [al,a2] };
else
non_kent_coeffs := non_bent_coeffs join { [al,a2] };
end 1if;
end for;
end for;

bent_coeffs;

This code produces {[1,0],[2,0],[0,2],[0, 1]}, which is the set of coefficients of bent func-
tions.

Let us take the last of these four examples, that is the bent function f(x) = 77 (x*) on
Fg. Since x — x* maps any element of 5 to 1 or —1, we see that f(x) = 0 exactly if x =0,

and hence this function can not be covered by Theorem 2.3.9.



APPENDIX A. MAGMA CODE AND MAPLE CODE 55

A.3 Examples of Multinomial Bent Functions for p =5
We give examples of binomial bent functions on Fs2, Fs4, Fs6 found using Theorem 2.3.1.

p:=5j

SgAbs:=function (z)
return zxComplexConjugate(z);

end function;
w:=RootOfUnity (p);
for m:=1 to 3 do

n:=2xm;
Fp:=GF (p);
Fpm:=GF (p"m) ;
Fpn:=GF (p"n) ;

Fpns:=Set (Fpn) diff {0};
Fpms:=Set (Fpm) diff {0};
Fps:=Set (Fp) diff {0};

reps:={};

todo:=Fpns;

while todo ne {} do

rep:=Random (todo) ;

reps := reps join {rep};

todo := todo diff { rep*x : x in Fpms };

end while;

found:=false;
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while not found do

bl :=Random (Fpn) ;
b2 :=Random (Fpn) ;

f:=function (x)
return Trace( bl*x" (p"m-1) + b2+x"(2x (p"™"m-1)) );

end function;

if {» £(r) : r in reps x*}

eq {» 0" (p"(m—-1)+1) *} join {x x*"*"(p"(m-1)) : x in Fps =}
then printf "p=%o0 n=%0 bl=%o b2=%o\n",p,n,bl,b2;
found:=true;

end 1if;

end while;

end for;

The code produces:

p=5 n=2 bl=Fpn.1710 b2=4
p=5 n=4 bl=Fpn.1"57 b2=Fpn.1"261
p=5 n=6 bl=Fpn.1712137 b2=Fpn.1712419

A.4 Example for Theorem 3.3.8

This code shows that the condition g(1) = —g(2) # 0 in Theorem 3.3.8 is necessary.

56
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m:=2;

p:=3;

Fn<om>:=GF (p” (2*m) ) ;
Fm<al>:=sub<Fn|m>;
Fms:=Set (Fm) diff {0};
W:={u+u”(-1): u in Fms};

al:=1;az2:=al"5;

g:=function (u)
function> return Trace (al*u”3+a2x(u”"2-2));

function> end function;

Cl:={u: u in Wlg(u) eq 1};
C2:={u: u in W|g(u) eq 2};
Bl:={u: u in Fms|g(u) eq 1};
B2:={u: u in Fms|g(u) eq 2};

#B1-#Cl eqg (p"(m-1)-1)/2 and #B2-#C2 eq (p~(m-1)-1)/2;

This example satisfies the first condition of Theorem 3.3.8 but it does not satisfy the second
condition of the theorem. Hence in general, the second condition is not implied by the first

condition.
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