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ABSTRACT 

In today's electronic society, collecting and selling information is a big 

business. Everywhere you turn, someone is asking for your personal information. 

In this thesis, we discuss the Privacy Preserving Data Publishing problem, which 

involves protecting individual privacy, while at the same time, extracting useful 

knowledge that may benefit society as a whole.  

Recent work shows that traditional partition-based approaches to this 

problem are susceptible to background knowledge attacks and therefore cannot 

adequately protect individual privacy. To overcome this limitation, several 

randomization-based approaches have been proposed. With stronger privacy 

guarantees, not to mention faster runtimes, this promising new field of research 

is worthwhile studying, especially since there are many open questions. In 

particular, there is a lack of work on randomization approaches that maximize 

utility. In fact, partition-based advocates often criticize randomization-based 

approaches, rightly arguing that there is no point in publishing data in the first 

place if it is not useful for extracting knowledge.  

In this thesis, we aim to elevate the utility of randomization approaches for 

Privacy Preserving Data Publishing. Specifically, our goal is to increase the 

probability that a record in the dataset retains its sensitive value, thereby 



 

 iv 

decreasing distortion, and increasing utility. We propose two different algorithms 

that achieve this goal. 

Perturbation Partitioning is the first algorithm to increase retention 

probability through independent random perturbation on sub-tables of the original 

table. Intuitively, a sub-table will have a smaller domain, which decreases the 

choices for changing a sensitive value to some other value, and therefore 

increases the retention probability. Empirically, we show a significant decrease in 

the reconstruction error for count queries for Perturbation Partitioning compared 

to conventional randomization- and partition-based algorithms. 

Fine-Grain Perturbation is the first algorithm to find an optimal perturbation 

operator satisfying privacy constraints at a fine granularity. Our key observation 

is that not all sensitive values are equally sensitive. Conventional perturbation 

operators adhere to a uniform privacy specification and therefore can overprotect 

less-sensitive values. Intuitively, if retaining more less-sensitive values is 

allowed, more data may be retained overall. Empirically, we show that Fine-Grain 

Perturbation always retains more data than Uniform Perturbation. 

 
Keywords: Privacy Preservation, Data Mining, Data Publishing, Randomization 
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1: INTRODUCTION 

Collecting and selling information is a big business and everyone seems 

to have pieces of our personal information, like banks, the government, 

insurance companies, telemarketers, hospitals, even grocery and department 

stores. This trend of collecting massive amounts of data only came after recent 

progress in networking, storage, and processor technologies.  

Consider the privacy implications. Facebook, a social networking site, has 

over 250 million active users and it is reported that more than 1 billion pieces of 

content is shared each week [32]. This concerns Canadian Privacy 

Commissioner, Jennifer Stoddart, who very recently demanded Facebook clean 

up their act when it comes to individuals‟ privacy [75]. She is concerned because 

currently if you purchase something from a store or use a service on Facebook, 

then Facebook may “…share customer information with that company in 

connection with your use of that store or service” [33]. The Privacy Commissioner 

is also concerned that over 100 million application developers around the world 

have relatively free-flowing access to Facebook users‟ personal information. 

Why is the Privacy Commissioner so concerned about this sharing of 

personal information? Consider what led to a class action lawsuit against 

American Internet service provider AOL (settlement pending as of February 24, 

2010 [29]): In 2006, AOL published nearly 20 million discrete Internet search 

queries, gathered over a three-month period, for academic research  [2][12]. 
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Although searches were de-identified (identities were removed and replaced by 

“meaningless” numbers), New York Times reporters re-identified 62-year-old 

Thelma Arnold from Georgia and published what she had been searching for on 

the Internet during that 3-month time period. This was an embarrassing violation 

of privacy - embarrassing for both AOL and Mrs. Arnold. Since the data has 

already been published, it is impossible to prevent misuse. Surely the removal of 

the dataset from the Internet did little to reassure the other 650,000 Americans, 

whose detailed records of searches continue to circulate online, that their privacy 

would not also be breached. 

One easy solution is to never share these datasets in the first place; 

however, the availability of this data is crucial for the field of data mining, where 

researchers try to discover valuable, non-obvious information efficiently from 

large datasets. Mining social behaviours, medical diagnoses, consumer 

preferences, etc., allows us to discover information that could benefit society as a 

whole. In this thesis, we show that we can have the best of both worlds; we can 

protect privacy, while still allowing data miners to make discoveries. While there 

have been rapid advances in this area over the past decade, we will show that 

there is more work to do, especially when it comes to data utility. 

In the field of privacy preserving data publishing (PPDP), a trusted 

publisher has collected raw personal data, called microdata, and wants to publish 

it for research purposes. Suppose that a hospital wants to publish the medical 

microdata in Figure 1 (a) for researchers at a medical school. As Disease is a 

sensitive attribute (SA), the publication must prevent an adversary from inferring 
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the disease of any patient. At the same time, the publication should retain its 

usefulness for ad-hoc data analysis.  

Figure 1. Linking Attack 

 Name Age Zipcode Disease 

A Alice 23 47806 H1N1 

B Bob 27 47805 SARS 

C Carl 33 47823 AIDS 

D Deb 35 47927 AIDS 

E Ed 46 48005 SARS 

F Fiona 49 48008 H1N1 
 

 Age Zipcode Disease 

A 23 47806 H1N1 

B 27 47805 SARS 

C 33 47823 AIDS 

D 35 47927 AIDS 

E 46 48005 SARS 

F 49 48008 H1N1 
 

 Name Age Zipcode Vote 

A Alice 23 47806 yes 

B Bob 27 47805 no 

C Carl 33 47823 yes 

D Deb 35 47927 yes 

E Ed 46 48005 no 

F Fiona 49 48008 no 

G Gord 49 47931 yes 

H Hanna 46 47935 no 

I Ian 35 47927 no 
 

(a) Original hospital dataset (b) De-identified dataset (c) External Voter Dataset 

 

To prepare microdata for publication, unique identifiers like names are first 

removed; however, this de-identification is not enough to safeguard against 

privacy attacks. Linking attacks [82][84] may still occur when an adversary knows 

a patient‟s unique combination of public attribute values, called quasi-identifier 

(QI) attributes. For example, Sweeney [85] was able to pinpoint the governor of 

Massachusetts‟ hospital record using a publicly available de-identified hospital 

dataset and voter registry: six people in the state shared his birth date, only three 

of them were male, and he was the only one in his 5-digit Zipcode. 

To illustrate, in Figure 1 (b), Name has been removed, and public 

attributes Age and Zipcode will be published. Suppose that Name, Age, and 

Zipcode appear publicly in other external sources (e.g., voter registration lists), 

such as the one in Figure 1 (c). In this case, an adversary can join the two tables 
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in Figure 1 (b) and (c) to reveal, for example, that the only 23-year-old in 47806, 

Alice, has swine flu virus H1N1. 

A common technique for preventing linking attacks is hiding an individual 

in an anonymity-group. Consider the generalized publication in Figure 2 (a), 

where “*” represents “any single digit number”. It is k-anonymous [82][84], k = 2, 

because for each patient, there are at least k − 1 other patients having identical 

values on the QI-attributes Age and Zipcode. Therefore, even if an adversary 

knows that Alice is a 23-year-old living in 47806, s/he would only be 1/k = 50% 

certain that Alice‟s disease is H1N1, since it could equally as likely be SARS. 

Notice that Carl and Deb have the same disease in the second 2-

anonymous group of Figure 2 (a). In this unfortunate case, an adversary can 

deduce with 100% certainty that both Carl and Deb have AIDS, if Age and 

Zipcode are already known. L-diversity [66] thwarts this homogeneity attack by 

ensuring no SA-value has a relative frequency of more than 1/L in any anonymity 

group. Figure 2 (b) is an example of an L-diverse publication, L = 2, because the 

relative frequency of a SA-value in any group is no more than 1/L = 50%.   

Figure 2. Generalized Publication of Hospital Dataset 

 Age Zipcode Disease 

A 
2* 4780* 

H1N1 

B SARS 

C 
3* 47*** 

AIDS 

D AIDS 

E 
4* 4800* 

SARS 

F H1N1 
 

 Age Zipcode Disease 

A 
** 478** 

H1N1 

C AIDS 

B 
** 47*** 

SARS 

D AIDS 

E 
4* 4800* 

SARS 

F H1N1 
 

(a) k-anonymity [82][84]  (b) L-diversity [66] 

 



 

 5 

1.1 Motivation 

Partition-based approaches are vulnerable to corruption attacks. 

Recent work [86] shows that partition-based approaches, even under L-diversity 

[66] like the one illustrated in Figure 2 (b), are susceptible to corruption attacks. 

For example, suppose the adversary learns that 46-year-old Ed living in 48005 

has SARS from some background knowledge [60][61] (i.e., the adversary 

“corrupts” Ed). Now from the last group in Figure 2 (b), the adversary can deduce 

with 100% certainty that Fiona‟s disease must be H1N1.  

The authors of [86] propose Perturbed Generalization (PG) to prevent 

corruption attacks. First, they retain a percentage p of SA-values and randomly 

replace the rest to other values in the domain. Then, they create anonymity-

groups of size k by generalizing QI-attributes. Finally, they sample one 

randomized record from each group.  

Figure 3 shows an example of PG assuming p = 1/6 and k = 2. In Figure 3 

(a), only Alice‟s SA-value is retained; everyone else‟s disease is perturbed to a 

different random disease. In Figure 3 (b), the QI-attributes are generalized 

following 2-anonymity, i.e., groups of k = 2 people look identical in terms of their 

QI-attributes. Finally, in Figure 3 (c), only one record is randomly sampled from 

each anonymity group, namely the records of Alice, Deb, and Ed.  

Notice there is only a 50% chance that the first record in Figure 3 (c) 

belongs to Alice, since it is equally probable that Bob‟s record is sampled from 

Figure 3 (b) instead. Now even if Bob is corrupted, the probability that Alice has 

H1N1 is only equal to the probability that her SA-value is retained in Figure 3 (a) 
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multiplied by the probability that her record gets sampled from the first group in 

Figure 3 (b), i.e., 1/6  1/2  8.5%.  

One may incorrectly assume that since the adversary has corrupted Bob 

(i.e., s/he knows Bob has SARS) and knows he does not have H1N1, that the first 

record in Figure 3 (c) must belong to Alice, since she is the only other 20-

something-year-old in the dataset. However, there is no reason why the first 

record in Figure 3 (c) could not belong to Bob; it is possible under Perturbed 

Generalization for Bob‟s SA-value to be perturbed to H1N1 in Step 1 and then 

sampled in Step 3. All of this uncertainty thwarts corruption attacks.  

Figure 3. Perturbed Generalization [86] 

 Age Zipcode Disease 

A 23 47806 H1N1 

B 27 47805 AIDS 

C 33 47823 SARS 

D 35 47927 SARS 

E 46 48005 H1N1 

F 49 48008 AIDS 
 

 Age Zipcode Disease 

A 
2* 4780* 

H1N1 

B AIDS 

C 
3* 47*** 

SARS 

D SARS 

E 
4* 4800* 

H1N1 

F AIDS 
 

 Age Zipcode Disease 

A 2* 4780* H1N1 

D 3* 47*** SARS 

E 4* 4800* AIDS 
 

(a) Step 1: SA Random 
Perturbation 

(b) Step 2: QI Generalization (c) Step 3: Record Sampling 

  

The root of corruption attacks is the anonymity-group, which is used to 

hide an individual under several privacy principles (e.g., k-anonymity [82][84] , L-

diversity [66]). Once a group member is corrupted, the remaining group members 

are at a higher risk. Randomization-based approaches, on the other hand, hide 

each individual‟s SA-value independently, so the knowledge of one individual‟s 
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SA-value provides no clue about another individual‟s SA-value. In this way, 

randomization thwarts corruption attacks. 

Randomization-based approaches suffer from poor utility. Given their 

pioneering work to combat corruption attacks, the focus in [86]  was not on 

optimizing utility. Specifically, each of perturbation, generalization, and sampling 

introduces distortion to the data. Moreover, even if randomization alone was 

used (i.e., if generalization and sampling steps were not executed), we discuss 

next why that solution would still suffer from poor utility.  

In a randomization-based approach, the original SA-value x in a record is 

retained with some probability p and is replaced with a value y, selected 

uniformly at random from SA (precisely, the domain of SA) with probability 1  p. 

For the widely used Uniform Perturbation [9][10][86],  each value y in SA is 

selected with equal probability q = (1  p)/|SA|, where |SA| denotes the domain 

size of SA. Therefore, the original value x is retained with the probability p + q. In 

order to limit the inference of the original value x, the ratio  = (p + q)/q should be 

limited to a small value.   

A key limitation of this approach is that the retention probability p + q is too 

small. For example, to keep the maximum ratio  at 5, the equations  = (p + q)/q 

and q = (1  p)/|SA| imply p + q = 20% for |SA| = 20, and p + q = 11% for |SA| = 

50. The situation gets far worse if several sensitive attributes are perturbed 

independently, in which case SA is the cross-product of the domains of these 

attributes.  
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Consider, for example, a sensitive attribute that is derived from the cross-

product of the five sensitive attributes in Figure 4. One value from this combined 

domain is Obesity$80k-$109kExcellentHeterosexual43 and the domain 

size is equal to number of possible combinations of Disease, Salary, Credit 

Rating, Sexual Orientation, and Test Score, i.e., |SA| = 10 × 8 × 6 × 4 × 101 = 

193,920. Therefore, the retention probability is p + q   2.6 × 10-5 when  = 5. 

Figure 4. Sensitive Attributes 

 

Disease 
 
AIDS 
H1N1 
Cancer 
Flu 
Heart Disease 
Obesity 
Diabetes 
Malaria 
Pancreatitis 
SARS 
 
 

Salary 
 
<$20k 
$20k-$49k 
$50k-$79k 
$80k-$109k 
$110k-$139k 
$140k-$169k 
$170k-$199k 
>$200k 
 

Credit Rating 
 
Excellent (760-849) 
Great (700-759) 
Good (660-699) 
Fair (620-659) 
Poor (580-619) 
Very-Poor (500-579) 

Sexual Orientation 
 
Heterosexual 
Homosexual 
Bisexual 
Asexual 
 
 

  

Test Score 
 
0 
1 
2 

100 
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If a non-Uniform Perturbation approach is used, where each value y in SA 

is selected with a different probability qy, the smallest qy is smaller than q = (1  

p)/|SA|, means an even smaller retention probability in order to keep the same 

ratio . This poor utility of perturbed data is a major obstacle to the practical use 

of this approach. 

1.2 Objectives and Contributions 

So far, very little work has gone into optimizing the utility of perturbation 

operators. The first work [10] to discuss optimal randomization operators 

proposed a Uniform Perturbation solution, and has only been improved upon by 

[45], which relies on a multi-objective genetic algorithm that searches for all non-

dominating solutions in the utility-privacy space. Moreover, all previous 

optimization work has been carried out specifically for privacy preserving data 

mining tasks, not for ad-hoc analyses required in the field of Privacy Preserving 

Data Publishing. We discuss this distinction in detail in Chapter 2.  

The objective of our research is to maximize the utility of randomization 

approaches for Privacy Preserving Data Publishing. To this end, we contribute 

two new randomization algorithms:  

 Perturbation Partitioning (PP). We present the first work on increasing 

the retention probability through independent random perturbation of sub-

tables of the original table. Given a table T with the sensitive attribute SA 

and a privacy requirement on T, we partition T into disjoint sub-tables 

T1,...,Tk and perturb each Ti independently within its sub-domain of SA. 
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With a smaller sub-domain size of SA for Ti, this approach will retain more 

data while providing the same level of privacy by simultaneously 

increasing retention probability and replacing probability for Ti.  

By publishing the perturbed sub-tables T1*,...,Tk*, the adversary 

learns no more sensitive information than what is permitted by the privacy 

requirement on T. Specifically, we ensure the (1, 2)-privacy [31] 

requirement on T by ensuring a new (1i, 2)-privacy on each Ti. 

The partitioning {T1,...,Tk} minimizes (among all partitionings) the 

reconstruction error of the probability distribution of SA, which is a 

meaningful goal of utility because accurately estimating the probability 

distribution of a subset of records (i.e., answering count queries) is the 

basis of many data mining operations like like classification [26], frequent 

itemset mining [30][31][81], etc. However, minimizing this error for a 

specific instance of T1*,...,Tk* does not make sense because the published 

instance is randomly determined. We aim to minimize a probabilistic error 

bound that holds with a certain probability over all instances. This is a 

clustering problem with a global error metric under a privacy constraint. 

Such problems are unlikely to have an efficient optimal solution. We 

present a practical and efficient solution by employing several non-trivial 

techniques, namely, balanced partitioning, band matrix technique, and 

dynamic programming. Our algorithm runs in time linear to the size of T.  

On the CENSUS datasets, the proposed approach leads to a 

relative increase of more than 100% in the retention probability, compared 
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to traditional Uniform Perturbation, which translates into a relative 

decrease of more than 200% in the reconstruction error for count queries. 

As mentioned earlier, the reconstruction error for count queries is a 

meaningful utility metric because accurately answering count queries is 

the basis of many data mining operations like classification [26], frequent 

itemset mining [30][31][81], etc.  

 Fine-Grain Perturbation (Fine-grain). A key observation motivates this 

algorithm: SA-values are not equally sensitive and should be perturbed 

according to a probability distribution that matches their sensitivity.  We 

extend (1, 2)-privacy in the literature [31] to allow fine-grain (1i, 2i)-

privacy for each SA-value xi. Informally, this privacy notion limits the 

posterior probability of inferring the original SA-value xi (after seeing the 

perturbed record) below 2i whenever prior probability is no more than 1i. 

Given individual (1i, 2i)-privacy requirements for each SA-value xi, 

we identify the optimal fine-grain perturbation operator that maximizes the 

retention of data. In general, our algorithm can handle any (1i, 2i)-privacy 

requirements set by the publisher for each SA-value xi, based on the 

perceived sensitivity of xi. For our examples and experiments, we set (1i, 

2i) parameters based on the intuition that “less frequent values are more 

sensitive”, which holds in many practical cases. Not only does it make 

sense from a privacy point of view to give the highly-sensitive SA-values 

more protection, as our results demonstrate, this strategy also increases 

utility for ad-hoc privacy preserving data publishing tasks. 
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We show that the expected percentage of retained SA-values (we 

call this metric record utility in Chapter 5) is always higher for Fine-Grain 

Perturbation than for Uniform Perturbation. We also show that since Fine-

Grain Perturbation is biased towards the retention of highly-frequent (i.e., 

less sensitive) data values, it can have a significantly lower distribution 

reconstruction error (up to six times lower than Uniform Perturbation) for 

these highly-frequent values. 

1.3 Organization of the Thesis 

This rest of this thesis is organized as follows. 

Chapter 2 reviews related work. We focus on randomization approaches 

for privacy preserving data publishing, discussing their weaknesses and their 

differences compared to the proposed techniques in this thesis. 

Chapter 3 provides preliminary information on concepts used throughout 

this thesis, including perturbation operators, privacy model, and SA distribution 

reconstruction techniques. 

Given the preliminary information from Chapter 3, Chapters 4 and 5 

present original work on Perturbation Partitioning (Chapter 4) and Fine-Grain 

Perturbation (Chapter 5). Each chapter provides 

 an overview of the proposed approach,  

 a detailed problem statement, including privacy and utility requirements 

and a formal problem definition, 
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 an algorithm description, pseudocode, examples, and proofs of 

correctness  

 an experimental evaluation, and 

 a discussion, including a summary of the chapter and a discussion of 

alternative methods, advantages, limitations, challenges, and future work. 

A preliminary version of Chapter 4 is will be published later this year in the 

proceedings of VLDB 2010 and a preliminary version of Chapter 5 is published in 

[18]. 

 Chapter 6 concludes this thesis by giving a summary of the contributions, 

a discussion of the major findings, and a list of suggestions for future work.     
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2: RELATED WORK 

Technologies that prevent the misuse of data can be broadly separated 

into two categories: Security Technologies and Privacy Technologies. Security 

technologies include Activity Logging/Auditing [14], Intrusion/Malware Detection 

[14], Authentication/Authorization [14], Data Storage Management [17][37], Data 

Encryption [14], and Trust Management [56]. Privacy technologies include 

Consent Management [53], Privacy Preserving Data Analysis [1][8][25][36][89] 

[92], and Privacy Rights Management [63][77].  

Of particular interest in this thesis is Privacy Preserving Data Analysis, 

where a modified version of the data is created to allow secondary users (e.g., 

for research or surveillance) to analyze data without discovering the sensitive 

information of any individual. Privacy preserving data analysis is a vast research 

area:  

 Statistical databases [92] have been around since the 80‟s and aim to 

provide statistical information (e.g., sums, counts, averages, maximums, 

minimums, percentiles, etc.) without revealing the sensitive information of 

individuals [1][83].  

 Query restriction [1] only allows queries with a specified structure, so 

that a data analyst cannot gain too much knowledge about individual 
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records. A related area is query auditing [21][72], where a history of 

queries is recorded to prevent future misuse.  

 Secure multi-party computation [25] shares the output of a specific 

function with multiple data collectors, after they provide a part of the input. 

Efficient protocols have been designed, but only for a small number of 

data collectors.  

 Privacy preserving data mining [8][89] allows data owners to modify 

their data before sending it to the data collector to preserve the privacy of 

individual records, while still allowing the construction of aggregate-level 

data mining models (e.g., for classification [26] and association rule mining 

[30][31][81]).  

 Privacy preserving data publishing [36], permits a data collector to 

publish a dataset for ad-hoc analyses, while still preserving the privacy of 

individual records. The published dataset must preserve utility for data 

analysts, which usually is interpreted to mean retain as much of the 

original dataset as possible.  

  From the above discussion, we can see that each area of research 

requires modification of the data, such as aggregation or perturbation. As 

depicted in Figure 5, where the original dataset is represented by T and the 

corresponding modified version is represented by T*, the area of research really 

depends on where the data modification occurs during the course of collecting, 

publishing, and extracting useful information:  
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 Input modification (Figure 5 (a)) is used when the individuals do not 

even trust the data collector, so they modify their own data before sending 

it to the data collector. It applies to statistical databases, secure multi-party 

computation, and privacy preserving data mining. 

 Data modification (Figure 5 (b)) is used when the data has already been 

collected and a modification algorithm is applied to modify the data. It 

applies to statistical databases and privacy preserving data publishing. 

 Output modification (Figure 5 (c)) is also used after the data has been 

collected, but in this case a dataset is not published, rather the data 

collector accepts queries, evaluates them on the original dataset, and 

returns a modified answer. It applies to query restriction.  

Figure 5. Modification in Privacy Preserving Data Analysis Technologies 

 
 

Why we do not study output modification. Recently, output 
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guarantees like Differential Privacy [28][65][69][70], which gives provable bounds 

on accuracy. However, there are two major disadvantages of output modification 

over the other two types of modification: usability and overhead.  

Usability. Output modification is restricted for practical analyses. For 

example, suppose a medical researcher wants to find a correlation between a 

hospital dataset and a grocery store dataset. This sort of cross-discipline analysis 

is common in modern-day analytics [11] and could help correlate obesity to the 

purchase of potato chips, for example. Such a medical researcher would have a 

difficult time linking the hospital and grocery store datasets without having access 

to published versions of both. Sometimes the researcher does not even know 

what he/she is looking for in advance, in which case, being limited by a certain 

number and types of queries is not practical (e.g., for clustering and association 

rule mining).  

Overhead. Not only is output modification poor for practical analyses, it 

entails considerable overhead costs, as it is necessary to keep a log of the 

number and types queries issued in order to detect and prevent misuse. For an 

example of misuse, consider the following queries on the original hospital dataset 

from Figure 1 (a): 

Q1:  SELECT COUNT(*) FROM T  

WHERE Age = 23 AND Zipcode = 47806 

 

Q2:  SELECT COUNT(*) FROM T 

WHERE Age = 23 AND Zipcode = 47806 AND Disease = H1N1 
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Since the answer to query Q1 is 1, an adversary who knows Alice‟s age 

and zipcode can tell that she is the only 23-year-old from 47806. Therefore, the 

adversary can issue queries like Q2 on different diseases until an answer of 1 is 

returned, revealing Alice‟s disease. A simple solution might be to disallow queries 

that appear to be probing for information on a particular individual; however, 

more sophisticated examples of misuse can be constructed. For example, 

consider the following queries on the original hospital dataset from Figure 1 (a):  

Q3:  SELECT COUNT(*) FROM T  

WHERE Age in [20, 30] AND Zipcode = 47806 

 

Q4:  SELECT COUNT(*) FROM T 

WHERE Age in [20, 30] AND Disease = H1N1 

 

Q5:  SELECT COUNT(*) FROM T 

WHERE Age in [20, 30] AND Zipcode <> 47806 AND Disease = H1N1 

Since the answer to query Q3 is 1, the adversary can infer that Alice is the 

only person from 47806 in her age bracket. Now, using query Q4, the adversary 

can deduce that exactly one person in Alice‟s age bracket has H1N1. Finally, 

using query Q5, the adversary finds out that the only people in Alice‟s age 

bracket that can have H1N1 must belong to zipcode 47806, because the answer 

to Q5 is 0. Therefore, since there is one person in Alice‟s age bracket that has 

H1N1, and the only way a person in her age bracket can have H1N1 is if that 
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person also from zipcode 47806, and Alice is the only person in her age bracket 

from zipcode 47806, the adversary can learn that Alice must have H1N1. 

Detecting misuse by storing and examining these queries incurs a considerable 

amount of overhead, given all the attributes, values, and operators possible 

under the SQL query language.  

Unlike output modification methods, input modification methods like 

privacy preserving data mining, and data modification methods like statistical 

databases and privacy preserving data publishing, provide the data analyst with 

a published version of the dataset. Therefore, under privacy preserving data 

mining, statistical databases, and privacy preserving data publishing, the 

aforementioned medical researcher is not limited by the number or types of 

queries and can link published datasets from different disciplines to look for 

correlations.  

Why we do not study input modification. At first glance, both input and 

data modification methods appear to solve the same problem, since they both 

provide the data analyst with a published version of the dataset. However, there 

is a difference: the data collector is trusted for data modification, but is not trusted 

for input modification. Therefore, input modification solutions can only provide the 

medical researcher with a published dataset that has been optimized in advance 

for a particular data mining task, like classification [26] or association rule mining 

[30][31][81], while data modification solutions can provide a published dataset 

that has been optimized for ad-hoc analysis, i.e., the dataset retains as much of 

the original information as possible [36].  
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The difference in optimization comes from what is available from the input. 

In privacy preserving data mining, the task is known in advance, but the 

individual‟s (e.g., customer, patient, etc.) information is not. Statistical databases 

and privacy preserving data publishing, on the other hand, have the advantage of 

knowing the individual‟s information and can design algorithms to retain as much 

of this information as possible. Therefore, a published dataset under statistical 

databases or privacy preserving data publishing is more practical for researchers 

who do not know what they are looking for in advance.  

Today the aforementioned medical researcher may want to perform the 

data mining task of finding associations between obesity and grocery purchases, 

but tomorrow he/she may want to perform a different task like classifying healthy 

and obese patients, or visually inspect the data to get ideas for his/her next 

study, or simply report dataset statistics like the average age of obese patients 

and the zipcode with the highest occurrence of obesity. Being limited by a certain 

data mining task is not practical for wide-spread use.  

Why we do not study the data modification method of statistical 

databases. Strong privacy guarantees like differential privacy [28][69] and (1, 

2)-privacy  [31] are not often guaranteed by work in the statistical databases 

community. Recent work [79] admirably extends statistical databases into the 

space of privacy guarantees like t-closeness [58]; however, there are limitations 

of their general framework.  

First, one solution under their framework is to aggregate non-sensitive 

attributes and retain the sensitive attribute. An example solution for the original 
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dataset in Figure 1 (a) is illustrated in Figure 6 (a). Notice that this solution 

partitions records into aggregated groups that share SA-values, which makes it 

susceptible to the same background knowledge attacks discussed in Chapter 1. 

We discuss these attacks in more detail in Section 2.1. 

Second, the other solution under their framework is to perturb non-

sensitive attributes and retain the sensitive attribute. An example solution for the 

original dataset in Figure 1 (a) is illustrated in Figure 6 (b). This is, in a sense, 

opposite to the approach we take in this thesis: we retain the non-sensitive 

attributes and perturb the sensitive attribute.  

We prefer the latter approach because by retaining the public, non-

sensitive, quasi-identifier attributes, we provide data analysts the opportunity to 

link published datasets to other published datasets. As discussed earlier, this is a 

common activity in modern-day analytics [11] and is one reason data publishing 

is so important. For example, medical researchers can link a hospital dataset to a 

grocery store dataset to investigate whether patients who buy potato chips are 

also obese, and then the same health researcher can link the hospital dataset to 

a cell-phone sales dataset to investigate if cell phone brand/model correlates with 

brain cancer. The potential for linking and life-saving research is endless, yet 

impossible, if the non-sensitive attributes are perturbed.  

In this thesis, we study the more practical privacy preserving data 

publishing. 
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Figure 6. Statistical Database Solutions Allowed Under Framework in [79]  

 Age Zipcode Disease 

A 
** 478** 

H1N1 

C AIDS 

B 
** 47*** 

SARS 

D AIDS 

E 
4* 4800* 

SARS 

F H1N1 
 

 Age Zipcode Disease 

A 49 47805 H1N1 

B 35 48008 SARS 

C 27 48008 AIDS 

D 33 47927 AIDS 

E 23 48005 SARS 

F 23 47927 H1N1 
 

(a) aggregate QI, retain SA (b) perturb QI, retain SA 

 

2.1 Privacy Preserving Data Publishing 

The literature of Privacy Preserving Data Publishing (PPDP) has grown 

very fast in the past decade. PPDP approaches can be classified either as 

partition-based [13][35][55][60][66][82][84][95][99] or randomization-based 

[78][86]. Partition-based approaches are the most popular in the field of privacy 

preserving data publishing because they have been around the longest. These 

approaches partition the records of the original dataset T, such that each disjoint 

group of records satisfies some privacy principle. We discuss partition-based 

approaches in Section 2.1.1 and reserve our discussion of randomization-based 

approaches until Section 2.1.2. 

2.1.1 Partition Approaches 

Most partition-based solutions are based on partitioning the set of records 

into anonymity groups. The adversary always knows that a group of individuals 

take a set of SA-values, but does not know the exact mapping. Generalization 

[3][47][54][59][66][82][84] creates anonymity groups by replacing specific QI-

values with less specific QI-values. Bucketization, or permutation, [39][57][95][99] 
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partitions records into groups and permutes the SA-values of the records in the 

same group. Other techniques include clustering [5][15][40][74], space mapping 

[38], spatial indexing [46], and marginals releasing [51].  

Most previous works are based on partitioning the set of records into 

anonymity groups, following the intuition of “hiding an individual in a crowd”. 

These include works adhering to privacy models like k-anonymity [82][84]. Notice 

that while the k-anonymity solution given in Figure 2 (a) thwarts linking attacks, it 

is still susceptible to a homogeneity attack: Carl and Deb both have AIDS in the 

hospital dataset in Figure 1 (a) and their records are grouped together in the k-

anonymous publication in Figure 2 (a). Examining the QI-attributes Age and 

Zipcode, the adversary can tell that Carl owns one of the records labelled by C or 

D. Since both of those records have AIDS, the adversary finds out Carl‟s 

sensitive information with 100% certainty. 

To counter attacks on k-anonymity, L-diversity [66] was proposed, where 

each anonymity-group has at least L well-represented SA-values (see Figure 2 

(b)). Continuing the cycle of PPDP research, i.e., propose model, attack model, 

repeat, other privacy models in the literature include t-closeness [58], (, m)-

anonymity [57], (k, e)-anonymity [99], (, k)-anonymity [93], -presence [73], m-

confidentiality [94], (B, t)-privacy [61], Injector [60], m-invariance [97], (c, k)-safety 

[68], etc. However, recent work demonstrates an attack on all partition-based 

approaches that may put an end to the above cycle; it has been shown that all 

the traditional partition-based approaches are susceptible to background 

knowledge attacks, which occur when the adversary has some background 
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knowledge on the SA-attribute [86]. If an adversary can learn the SA-value of one 

group member, the distribution for the remaining group members will change and 

may not satisfy the claimed privacy guarantee. 

There are two major disadvantages of partition-based approaches for 

privacy preserving data publishing: 

 Efficiency: the ideal partitioning should maximize utility of the published 

dataset, however, theoretical results for optimal generalization indicate 

that it is NP-hard [6][71]. Until very recently, only an approximate algorithm  

existed under bucketization [95]. However, a new study proposes an 

optimal partitioning algorithm under bucketization [64]. While this work is a 

significant break-through in the field, the reported runtimes are not 

desirable: up to almost 1 hour and 40 minutes on a dataset size of 500k 

records.    

 Privacy: as shown in Chapter 1, partition-based schemes are vulnerable 

to background knowledge attacks, called corruption attacks, because 

partition-based approaches force all the members of an anonymity-group 

to become dependant on each other; when one member‟s privacy is 

compromised the remaining group members are at risk. Privacy is 

compromised through adversarial background knowledge (e.g., “Alice has 

H1N1,” “People from Japan rarely have heart disease”, etc.). Several 

researchers are turning their attention to modelling background knowledge 

[19][27][58][60][61][66][68][94]; however, since it is very difficult to predict 

background knowledge, the cycle of partition-based PPDP research, i.e., 
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propose model, attack model, repeat, may continue in this direction 

forever with limited success. 

2.1.2 Randomization Approaches 

Randomization approaches for privacy preserving data publishing 

overcome the two major disadvantages of partition-based approaches described 

in the previous section: 

 Efficiency: unlike partition-based approaches, randomization-based 

approaches are easy to apply and can modify very large datasets 

extremely fast, making efficiency a non-issue. In comparison with the 1 

hour and 40 minute runtime of the optimal bucketization algorithm 

mentioned in the previous subsection, all randomization-based runtimes 

reported in this thesis are under 30 seconds. 

 Privacy: unlike partition-based approaches, randomization-based 

approaches are not vulnerable to the privacy attacks discussed in the last 

section because randomization-based approaches do not force records to 

become dependant on each other in anonymity-groups. Recall, the root of 

corruption attacks is the anonymity-group, which hides an individual. Once 

one group member‟s SA-value is discovered, the remaining group 

members are at a higher risk. Randomization-based approaches, on the 

other hand, disguise a record‟s SA-value by perturbing it to another SA-

value. Since each record‟s SA-value is perturbed independently at 

random, the knowledge of one individual‟s SA-value provides no clue 
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about another individual‟s SA-value. In this way, corruption attacks are 

prevented.  

Using perturbation to disguise sensitive information was first studied in a 

classical surveying technique called randomized responses [91], and more 

recently used for Privacy Preserving Data Mining [9][26][31][81] where, recall 

from earlier in this chapter, individuals perturb their data before sending it to the 

publisher. The focus of these works is on the privacy guarantee for a specific 

perturbation operator. Recent works [10][45] took an initial step in finding optimal 

perturbation operators. All of these approaches perform perturbation on an entire 

table and therefore suffer from small retention probabilities, as discussed in 

Chapter 1. The techniques in this thesis, on the other hand, only perform 

perturbation on the sensitive attribute and therefore can retain much more 

information. 

Privacy Models. Privacy guarantees of randomization have been well-

studied [9][28][31][78][86] and can prevent corruption attacks [86]. A promising 

privacy model for privacy preserving data publishing is (1, 2)-privacy [31]. This 

model considers the adversary‟s knowledge before publication (prior knowledge) 

and after publication (posterior knowledge). Our work adapts the (1, 2)-privacy 

model [31] because it works on categorical attributes, can be applied using 

perturbation techniques, and can be modified to satisfy additional constraints for 

the purpose of enhancing utility. This privacy notion and variations have been 

used in [9][78][81][86][98]. 
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Another interesting privacy model is differential privacy [28][65][69][70]. 

We opted not to employ differential privacy for a couple of reasons. First, it 

typically applies to output modification (see Figure 5 (c)), where the user issues a 

query and receives the answer from the publisher, often a statistic about the 

data. We, on the other hand, consider data modification, where the user needs to 

have access to the data, not just a statistic. For example, in exploratory data 

mining, the data miner wants to examine (say by visual inspection) the records 

before deciding what to do with the data. Another example is when the data is 

needed to validate a data mining result, such as in the case of classification.  

To our knowledge, differential privacy has not practically been applied to 

data publishing. To clarify, a practical application of differential privacy would 

generate a publication that guarantees differential privacy. Although recent data 

publishing work [65] describes theoretically how differential privacy fits into their 

-privacy framework, they show two undesirable traits of differential privacy. The 

first undesirable trait of differential privacy is that it aims to protect against 

infinitely stubborn adversaries who (unrealistically) have infinite amounts of 

external data to form their prior knowledge. As a direct consequence, the second 

undesirable trait of differential privacy is that under the -privacy framework, no 

publication exists for any value of  that can guarantee differential privacy.  

The second reason we did not employ differential privacy is that even if a 

practical differentially private solution for data publishing existed, it would not be 

safe under re-publication; when an adversary obtains two differentially private 

publications T1* and T2* of the same table T, the combination of T1* and T2* can 
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only provide a privacy guarantee that is strictly worse than provided by T1* or T2* 

alone [70].  

Most current PPDP work use the well-founded (1, 2)-privacy model, or a 

variation of it, namely -growth [86] and (d, )-privacy [78], to generate 

randomized publications. 

Operators. Randomization operators can be categorized as either 

random perturbation or randomized response. Random perturbation [7][8][44][48] 

is typically used for disguising continuous numeric attributes like salaries, while 

randomized response [9][26][30][81][91] is used for disguising categorical data 

like diseases. We address categorical data in this thesis, therefore we 

concentrate on randomized response.  

Randomized response is a randomization technique that has been widely 

adopted in the privacy preserving data mining community to privately mine 

association rules [30][31][81] and build decision trees [26]. The operator was 

originally proposed by Warner [91] in 1965 for binary data, and has since been 

extended for categorical data [9]. In this technique, each SA-value is 

probabilistically replaced by another value. Recall from Chapter 1 that in all the 

above work, randomized response was applied by the data owner (see Figure 5) 

and has not been used for PPDP until very recently [78][86].  

Algorithms. We examine two types of algorithms in this thesis. The first 

type outputs a publication (a dataset) like our Perturbation Partitioning algorithm 

in Chapter 4. The second type of algorithm outputs a perturbation operator (a 
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matrix) like our Fine-grain Perturbation algorithm in Chapter 5. Publication 

algorithms use perturbation operators to disguise SA-values, so publication 

algorithms can use the output of operator algorithms. We will see next that this is 

often not the case; the most commonly used perturbation operator is Uniform 

Perturbation [9][10][86], which is very simple and not generated by an algorithm. 

Uniform Perturbation is described in detail in Section 3.1.  

Let us first consider two recent publication algorithms, namely the (, )-

algorithm [78] and Perturbed Generalization (PG) [86]. These two algorithms 

offer strong privacy guarantees (unlike some statistical database research) and 

tackle the problem of data publishing (unlike some privacy preserving data 

mining research).  

The first algorithm, (, )-algorithm [78], has two steps. In the first step, for 

each record in the original dataset T, the algorithm retains the record (note this is 

an entire record, not just the SA-value) in the randomized dataset with probability 

 + . In the second step, for each possible record in QI1  QI2  …  QIk  SA, 

the algorithm randomly chooses to add it to the randomized dataset T* with 

probability .  

Given the hospital dataset in Figure 1 (a), consider in Figure 7 (a) the 

conventional FRAPP [10] algorithm that uses Uniform Perturbation to retain 2/6  

33% of the original dataset‟s records. Alice and Bob‟s records are retained and 

Carl, Deb, Ed, and Fiona‟s records are replaced by randomly generated records. 
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Figure 7. Comparing (, )-algorithm to Conventional FRAPP 

 Age Zipcode Disease 

A 23 47806 H1N1 

B 27 47805 SARS 

 37 47926 SARS 

 45 47934 H1N1 

 47 47930 AIDS 

 47 47926 AIDS 
 

 Age Zipcode Disease 

A 23 47806 H1N1 

B 27 47805 SARS 

C 33 47823 AIDS 

 37 47926 SARS 

 45 47934 H1N1 

 47 47930 AIDS 

 47 47926 AIDS 

 23 47806 H1N1 

 48 47930 H1N1 
 

(a) FRAPP [10] (b) (, )-algorithm [78] 

 

The solution generated by the (, )-algorithm [78] in Figure 7 (b) claims 

to offer a better solution than FRAPP [10] because it offers the same privacy 

guarantee (still only 3/9  33% of the original records are retained), but retains 

more of the original records (3 vs. 2). This is possible because more fake records 

are added to the (, )-algorithm‟s solution than FRAPP‟s solution (6 vs. 4). The 

privacy rationale for the (, )-algorithm is that if an adversary knows Alice is a 

23-year-old living in 47806, s/he can be only about 33% confident that Alice has 

H1N1, because there is about a 67% chance that her record is a fake record. 

The second algorithm, PG [86], modifies the original dataset T in three 

steps. First, it replaces the SA-value of each record with another SA-value in the 

domain, uniformly at random according to a fixed retention probability. Second, it 

partitions the records into anonymity-groups of size k and performs 

generalization so that records in each anonymity-group appear identical in terms 

of their QI-attributes. Third, for each anonymity-group, it selects one record 
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randomly from the group and discards all remaining records. An example of PG 

is given in Figure 3 of Section 1.1. 

The publication algorithms above have several undesirable traits:  

 (, )-algorithm and PG unnecessarily modify the QI-attributes. The QI-

attributes in PPDP are considered publicly available (otherwise the linking 

attacks from Chapter 1 could never occur), therefore to maximize the 

amount of original information in a published dataset, PPDP algorithms 

should publish a QI-attribute as-is and only randomize the sensitive 

attribute, like the first step of PG. Instead, PG generalizes the QI-attributes 

and we know that generalization loses significant information required for 

aggregate queries on a dataset [95].  

The (, )-algorithm perturbs at the record level rather than the SA-

value level. Not only does this unnecessarily modify the QI-attributes, but 

because the domain of records is huge (cross-product of all attributes) the 

retention probability is forced to be very small. We previously discussed 

this small retention problem using the cross-product of sensitive attributes 

in Figure 4.    

 PG samples records. Record sampling decreases the published dataset‟s 

size and according to the Law of Large Numbers1, “the average of the 

results obtained from a large number of trials should be close to the 

expected value, and will tend to become closer as more trials are 

                                            
1
 http://en.wikipedia.org/wiki/Law_of_large_numbers 

http://en.wikipedia.org/wiki/Average
http://en.wikipedia.org/wiki/Expected_value
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performed.” In other words, only using a small number of perturbed values 

for analysis will lead to poor estimates (e.g., for reconstructed SA 

distribution or answers to count queries). Sampling also makes it difficult 

to perform certain types of analyses. Perhaps a medical researcher wants 

to link patients in two or more successive hospital datasets for a temporal 

study. This would be very difficult, if not impossible, to do if some patients 

do not appear in one or more datasets because their records were not 

sampled. 

  (, )-algorithm inserts fake records. Giving a medical researcher fake 

records is virtually useless if his/her goal is to link the data to another 

dataset or visually inspect it to look for rare patient characteristics for a 

particular disease, for example.  

Moreover, the way the (, )-algorithm inserts fake records may 

lead to a privacy attack we call the duplicate attack: in the -step, the 

same fake record is never inserted into a published dataset more than one 

time; therefore, if any duplicates exist in the published dataset, then one of 

the duplicates must be an original record, and privacy is breached. For 

example, a duplicate of Alice‟s record exists in Figure 7 (b), so one of the 

copies must be an original record and an adversary who knows Alice‟s 

Age and Zipcode can infer that her disease is H1N1 with 100% certainty.    

To avoid these undesirable traits, our Perturbation Partitioning algorithm in 

Chapter 4 does not over-distort the data by modifying the QI-attributes, does not 

employ utility-destructive techniques to protect privacy (e.g., record sampling), 
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and does not allow duplicate attacks caused by the insertion of fake records. 

Instead, we employ the novel idea of perturbing SA-values using only sub-

domains of the SA within sub-tables, which reduces |SA| and increases the 

retention probability. 

Now let us turn our attention to the second type of algorithm that outputs a 

perturbation operator (a matrix) like our Fine-grain Perturbation algorithm in 

Chapter 5. Very little work exists on this type algorithm. In fact, to our knowledge, 

there is only one other work that searches for optimal perturbation operators. 

OptRR [45] uses a notion of optimality that corresponds to non-dominance in the 

privacy-utility space and they search for all non-dominated perturbation operators 

using a genetic algorithm. There are several reasons why OptRR is not usable in 

practice: 

 OptRR has no built-in privacy guarantee. It instead offers a range of 

solutions satisfying a variety of privacy guarantees. It is customary in 

PPDP for the publisher (e.g., hospital, government, businesses) to specify 

the privacy guarantee, which may be regulated by laws or policies. 

 OptRR uses a data mining utility metric to guide search (how accurately 

the original data‟s distribution can be estimated). PPDP algorithms, 

however, should be designed to be useful for any task (not just distribution 

estimation), which is unknown at publication time. PPDP utility metrics 

usually measure how much of the original data is retained in the 

publication. 
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 OptRR is a genetic algorithm. Not only does OptRR avoid giving a unique 

solution, there is no guarantee that the range of solutions returned by 

OptRR is optimal because OptRR is a heuristic.           

To avoid these undesirable traits, our Fine-grain Perturbation algorithm in 

Chapter 5 guarantees privacy as specified by the publisher, uses a new utility 

metric for randomization that retains as much of the original data as possible, 

and returns the optimal solution, i.e., an operator that guarantees privacy and 

maximizes the amount of original data retained.  
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3: PRELIMINARY 

The dataset T consists of one sensitive attribute SA and several non-

sensitive attributes. All attributes are categorical; i.e., we assume the domain of 

any numerical attribute has already been discretized into intervals, such as the 

Salary domain listed in Figure 4. Multiple sensitive attributes can be treated as 

one compound sensitive attribute with a domain defined by the cross-product of 

all sensitive attributes.  

We assume that a SA has the domain {x1,…,xm}, or simply SA = {x1,…,xm}.  

SA‟s domain size is |SA| = m and each xi is called a SA-value. Let |T| denote the 

number of records in T. The frequency of xi refers to the number of records in T 

having xi, and the relative frequency of xi refers to the frequency of xi normalized 

by |T|.  

Like [86], we assume that the adversary is record-independent, that is, 

there is no correlation among records and our perturbation operators assume 

each SA-value xi is chosen independently at random according to some fixed 

probability distribution denoted by pX. The publisher allows the researcher to 

learn pX, but wants to hide the SA-value of an individual record. Let r be an 

original record with xi on SA and let r* be the perturbed record of r with yj on SA. 

By receiving ri*, the adversary learns something about the original SA-value x in 

ri; however, the independence assumption implies that all rj* and any knowledge 
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about rj, j  i, disclose nothing about x of ri and can be ignored in the privacy 

analysis of ri. Therefore, the corruption attacks discussed earlier are not effective. 

3.1 Uniform Perturbation 

Like [9][10][86], we focus on Uniform Perturbation, because, as shown in 

[10], it is known to maximize retention probability for ensuring (1, 2)-privacy . 

Uniform Perturbation processes the SA-value x in a record r  T by tossing a 

coin with head probability p, called retention probability. If the coin lands on 

heads, x is retained in the perturbed record r*; otherwise, x is replaced with a 

random value in SA in the perturbed r*. Non-sensitive values are unchanged and 

T* contains all the perturbed records r*. Notice that |T*| = |T|. 

Uniform Perturbation can be specified as follows. Let X be a random 

variable denoting the original value, and Y a random variable denoting the output 

of perturbation. Both X and Y have the domain SA. The probability of perturbing 

a value x  SA to y  SA is given by: 










yxifmp

yxifmpp
yx

/)1(

/)1(
]Pr[  (1) 

 

 

Recall m is the domain size of SA. In the case of x = y, p + (1 − p)/m is the 

sum of the probability that x is retained and the probability that x is replaced with 

a specific value y from SA, where y happens to be equal to x. We refer to the set 

{Pr[x  y] | x, y  SA} as the perturbation operator, or matrix, P. 
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3.2 Privacy 

We adapt the (1, 2)-privacy requirement proposed in [31] for our privacy 

notions. Let Q(X) be any predicate on any sensitive value X in the original data T, 

Y be a perturbed version of X in the perturbed data T*, Pr[Q(X)] be the 

adversary‟s belief in Q(X) before observing Y = y (i.e., the prior), and Pr[Q(X) | Y 

= y ] be the adversary‟s belief in Q(X) after observing Y = y (i.e., the  posterior). 

Let us consider what a privacy breach is. 

 

Definition 1 (Privacy breaches). There is an upward ρ1-to-ρ2 privacy breach 

with respect to Q(X), if for some y  Y 

Pr[Q(X)] ≤ ρ1, Pr[Q(X) | Y = y] ≥ ρ2 

or a downward ρ2-to-ρ1 privacy breach with respect to Q(X), if for some y  Y 

Pr[Q(X)] ≥ ρ2, Pr[Q(X) | Y = y] ≤ ρ1   

where ρ1 and ρ2 are two constants in (0, 1], such that ρ1 < ρ2.  

 

For example, an upward 20%-to-70% privacy breach occurs if, before 

publication, the probability that a patient has H1N1 is low (20% or lower), and 

after publication the probability that a patient has H1N1 increases a great deal 

(70% or higher). An example of a downward 90%-to-40% privacy breach is if, 

before publication the probability that a patient is in the hospital for flu is very 

high (90% or higher), and after publication it likely that the patient has another 
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(perhaps more serious) disease, since the probability that a patient has the flu 

decreases a great deal (40% or lower). 

Given Definition 1, we say (1, 2)-privacy protects against upward and 

downward privacy breaches if 

Pr[Q(X)] ≤ ρ1 implies Pr[Q(X) | Y = y ] < ρ2 (upward) 

Pr[Q(X)] ≥ ρ2 implies Pr[Q(X) | Y = y ] > ρ1 (downward) 

In essence, (1, 2)-privacy limits the change in the adversary‟s belief after 

observing the published data.  

To demonstrate how a privacy attack might occur, the next example 

shows how an adversary can derive posterior knowledge that is much larger than 

his/her prior knowledge, i.e., causing an upward privacy breach.  

 

Example 1 (Deriving posterior probability). Suppose SA-value x is a disease 

from a set of 1001 diseases. This disease is chosen as a random variable X such 

that H1N1 is 1%-likely, whereas any other disease is only about 0.099%-likely:   

Pr[X = H1N1] = 0.01 

Pr[X = x] = 0.00099, x  SA − {H1N1} 

Suppose we want to perturb such a disease by replacing it with a new random 

disease following Uniform Perturbation in Equation (1): given x, let the perturbed 

value be x with 20% probability and some other disease (chosen uniformly at 

random) with 80% probability.  
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This new disease retains some information about the original disease x. 

Let us determine the prior and posterior probabilities of the following property of 

X: Q(X)  “X = H1N1.” The adversary‟s prior probability is given in this example 

as Pr[X = H1N1] = 1%. Now assume the adversary is given the perturbed disease 

y = H1N1. Given y, the adversary can use Bayes formula2 to compute posterior 

probability: 

                     
                        

          
 

From the adversary‟s point of view, the perturbed disease H1N1 is an instance of 

a random variable Y, such that 

                              

    

 

Now, since under Uniform Perturbation Pr[x  H1N1] = 0.8/1000 for each of the 

1000 SA-values other than H1N1 and Pr[H1N1 H1N1] = 0.2, the adversary can 

compute the posterior probability as follows: 

                     
        

             
   

             
       

 

 

We see in the previous example that the perturbation operator reveals a 

considerable amount of information about X when the perturbed disease 

happens to be equal to H1N1: the adversary learns with high probability that X 

                                            
2
 http://en.wikipedia.org/wiki/Bayes%27_theorem 
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was originally H1N1. Without knowing the perturbed value is H1N1, the adversary 

considers X = H1N1 to be just 1%-likely; however, when Y = H1N1 is revealed, 

the probability of X = H1N1 becomes about 70%-likely. 

As Example 1 shows, some perturbation operators may not be able to 

guarantee privacy because, when used, an adversary can sometimes use a 

perturbed value to significantly increase his/her posterior probability for some 

properties of the original value. According to Definition 1, the Uniform 

Perturbation operator with retention probability of 20% allows a 1%-to-70% 

privacy breach in Example 1.  

Notice (1, 2)-privacy bounds the posterior Pr[Q(X) | Y = y ] by 2 only if 

the prior Pr[Q(X)] is not more than 1. Therefore, in the above example, if the 

posterior prior Pr[Q(X)] was 2% instead of 1%, then a 1%-to-70% breach is not 

possible. 

As in Example 1, in this thesis, we consider the predicate Q(X) of the form 

“X = x”, where x is an SA-value; that is, the adversary tries to infer an individual 

SA-value x. Since in the absence of further knowledge, X with distribution pX(x) is 

the best description of the adversary‟s prior knowledge, we model Pr[X = x] by 

pX(x) and model pX(x) by the relative frequency of x in T. Therefore, we do not 

distinguish between Pr[X = x] and the relative frequency of x in T. 

A key requirement for ensuring (1, 2)-privacy is that the probabilities 

Pr[xk  y] and Pr[xj  y] for two distinct SA-values xk and xj should not differ  
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“too much”, as defined by the -amplification condition in (adapted from [31]): A 

perturbation matrix is at most -amplifying, where   1, if for all y  SA,  

mkj
yx

yx

j

k ,...,1,,
]Pr[

]Pr[





  (2) 

 

 

For a suitably small  value, the condition in Equation (2) ensures (1, 2)-

privacy, as shown in the next theorem. 

 

Theorem 1 ((1, 2)-privacy) (adapted from [31]). Assume that for every y  SA, 

there exists xj  SA such that Pr[xj  y] > 0. Suppose that a perturbation matrix 

is at most -amplifying and 

2

1

1

2

1

1













  (3) 

Then (1, 2)-privacy is ensured.  

 

We should clarify why the above -amplification condition (Equation (2)) 

and Theorem 1 are adaptations of the originals from [31]. As in our problem 

setting, [31] assumes a relational table with categorical attributes. The difference 

is that the framework presented in [31] considers perturbation over the domain 

defined by the cross-product of multiple attributes, whereas we consider 

perturbation over the domain of SA. We can apply [31] to our data by perturbing 
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only the SA, in which case, the perturbation operator proposed in [31] 

degenerates into the perturbation operator we describe next. 

With Theorem 1, we can derive the Uniform Perturbation matrix for 

ensuring (1, 2)-privacy. From Equation (1), if x = y, Pr[x  y] = p + q, and if x  

y, Pr[x  y] = q, where q = (1  p)/m.  Since (p + q) ≥ q, Equation (2) reduces to 

(p + q) / q ≤ , and to maximize (p + q), we let (p + q) / q = . Solving these 

equations, we get  

  
 

     
            

   

     
  (4) 

Let both xi and yi be the ith value in SA, where xi occurs in T and yi occurs 

in T*. With Equation (4), we rewrite the operator (matrix) defined in Equation (1) 

as the following mm matrix: 
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(5) 

Each entry P[j][i] stores  Pr[xi  yj], for i, j = 1,…,m. The maximum  value 

satisfying Equation (3) is given by 

2

1

1

2

1
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  (6) 
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The matrix P in Equation (5) with the  value in Equation (6) ensures (1, 

2)-privacy. This is exactly the gamma-diagonal matrix, which was shown to 

maximize the retention probability [10].   

 To illustrate the ideas in this section, consider the following example. 

 

Example 2 (Deriving a (1, 2)-private Uniform Perturbation operator). 

Suppose we want to guarantee (1 = 1/5, 2 = 1/4)-privacy using a Uniform 

Perturbation operator on SA = {SARS, H1N1, AIDS}. First we need to compute  

using Equation (6): 

   
         

         
   

 
       

   

 
       

   
      

Next, we use  = 4/3, the fact that there are m = 3 SA-values, and Equation (5) to 

compute P. The denominator of every entry in P is equal to (m – 1 + ) = (3 – 1 + 

4/3) = 10/3. The numerator of the diagonal entries (i.e., the retention 

probabilities) is   = 4/3 and the numerator of the non-diagonal entries (i.e., the 

perturbation probabilities) is 1. Therefore, we set P as follows: 

        

 
 
 

 
 

 

  
               

 

  
           

  

Figure 8 displays general to specific perturbation operators in this case.  
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Figure 8. General to Specific Perturbation Operators 
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3.3 Reconstruction 

The researcher will use the perturbed dataset T* and the matrix P to 

reconstruct the data analysis result defined on dataset T. A basic type of data 

analysis is reconstructing the probability distribution pX(x), i.e., the relative 

frequency of x in T. Let F = <f1,…,fm> denote the absolute frequencies of SA-

values x1,...,xm in T. Let F* = <f1*,…,fm*> denote the estimate of F, reconstructed 

using T* and P. All vectors are column vectors.  

F* is reconstructed as follows. Let Oi be the random variable representing 

the frequency of a SA-value yi in T*, let E(O) = <E(O1),…,E(Om)>, where E(Oj) = 

i=1…m Pr[xi  yj]  fi is the mean of Oj. Then E(O) = P  F. The researcher has 

only a specific instance o = <o1,…,om> of O = <O1,…,Om> observed on the 

published instance of T*. Therefore, the researcher must resort to the 

approximation o = P  F*. It has been shown that if P is invertible, F* = P-1  o is 

the Maximum Likelihood Estimator (MLE) [45]. F* is an unbiased estimate of F in 

the sense that E(F*) = P-1 
 E(o) = F.  
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To compute F*, we can use inverse [45] or Iterative Bayesian [9] 

reconstruction. Inverse reconstruction is straightforward and simple to compute, 

as the next example shows. 

 

Example 3 (Inverse reconstruction). Suppose after randomization, the 

observed distribution of SARS, H1N1, and AIDS in T* is 30, 35, and 35, 

respectively. Given the perturbation matrix P in Figure 8 (d), we compute the 

reconstructed distribution as follows: 
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The obvious advantage of the inverse reconstruction algorithm is that it is 

simple and fast; however, there is no way to specify that F* needs to be a vector 

of numbers fi*, such that the relative frequency fi*/|T| is between 0 and 1, so we 

can get unexpected results. For example, if in the above example o = [50, 30, 

20]T, then F* = [200, 0, -100]T. This result does not make sense because it says 

that 200 of the dataset values are SARS and -100 are AIDS, i.e., f1*/|T| = 2 and 

f3*/|T| = -1, which are not in [0, 1].  

The iterative Bayesian reconstruction algorithm [9], on the other hand, 

always returns a vector of relative frequencies that are real numbers between 0 

and 1. Given the observed relative frequencies o/|T| and randomization matrix P, 

the algorithm iteratively uses an update rule based on Bayes Theorem until the 
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difference between successive iterations is small enough. Let fi
p and fi

c denote 

estimated relative frequencies of xi for previous and current iterations. The 

algorithm initializes fi
p to 1/m and iteratively uses the following update rule while 

iSA | fi
p – fi

c | > threshold: 

  
        

          
 

           
 

     

 

     

 

 

After the last iteration the absolute frequencies fi
c × |T| are returned as the 

estimate F*. This reconstruction algorithm converges to the Maximum Likelihood 

Estimator (MLE) [9]. The drawback to iterative Bayesian reconstruction is that it 

can be very slow. Although each iteration may run fast in time O(m2), where m is 

the number of distinct SA-values, there is no way to know how many iterations 

are required for a given threshold.  

Before running our experiments in this thesis, we compared runtimes of 

both reconstruction algorithms. Our findings suggest that when inverse 

reconstruction took on the order of seconds to run, iterative Bayesian 

reconstruction took on the order of hours. This is why we use inverse 

reconstruction for our experiments in Section 5.4 (Fine-grain Perturbation). In 

Section 4.4 (Perturbation Partitioning), we derive an even faster reconstruction 

algorithm for Uniform Perturbation. We discuss reconstruction algorithms further 

under Future Work in Chapter 6.3.    

After reconstruction, the reconstruction error can be computed, a metric 

often used in the evaluation of randomization approaches (e.g., [9][45]). 
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Definition 2 (Reconstruction Error): The reconstruction error of F* with respect 

to F is defined as 

 

 
 

      
  

  

 

   

 (7) 

where F = (f1,…,fm) are the actual SA-value frequencies from an original table T 

and F* = (f1*,…,fm*) are the frequencies estimated from the perturbed table T*, 

discussed above.  
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4: SUB-TABLE PERTURBATION  

In this chapter, we study the problem of preserving privacy in published 

data while retaining utility. Specifically, we focus on a random perturbation 

approach. Rather than perturb an entire table T, we propose to partition T into 

sub-tables T1,…,Tk in order to decrease the cardinality of SA-values in each Ti. 

Then we perturb each Ti independently. Given a privacy requirement on T, we 

show how to translate it to requirements over each Ti and translate the derivation 

of a partition into a clustering task. In this way, we offer a randomization-based 

alternative to classical partition-based approaches. Let us explore why this 

approach should theoretically raise utility.  

Random perturbation, initially used for collecting sensitive survey results 

[91], was later used in Privacy Preserving Data Mining to hide a sensitive binary 

attribute [26]. The technique was later extended to a categorical attribute with an 

arbitrary domain size [9]. However, as the domain size increases, the retention 

probability p diminishes in order to protect privacy. Consider a sensitive attribute 

SA with the domain size m. The probability that x is replaced with a specific value 

y chosen from the entire domain of SA is q = (1  p)/m, where (1  p) is the 

probability that x is replaced with any value y from the domain of SA. To hide the 

original value x, the total probability (p + q) that x remains unchanged should not 

be “much larger” than the replacing probability q. In other words, the ratio  = (p + 
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q) / q should be a “small” value. Solving these equations, we get q = 1 / (m – 1 + 

) and p = (  1)/ (m  1 + ) from Equation (4).  

To observe how small these probabilities can be in real life, consider the 8 

discrete attributes of the CENSUS dataset3: Age (A1), Country (A2), Occupation 

(A3), Education (A4), Race (A5), Work-class (A6), Marital (A7), and Gender (A8). 

Assuming ratio  = 5, Table 1 shows the domain size m and the probabilities p 

and q for each attribute. Unless the domain size m is very small (< 10), the 

retention probability p will be very low (< 30%), rendering the perturbed T* too 

noisy for data mining. Notice that these retention probabilities depend only on m 

and , and are independent of the frequency distribution of SA. 

Table 1. Probabilities p and q for CENSUS,  = 5  

 A1 A2 A3 A4 A5 A6 A7 A8 

m 77 70 50 14 9 7 6 2 

p 5% 5% 7% 22% 31% 36% 40% 67% 

q 1% 1% 2% 6% 8% 9% 10% 17% 

 

As we discussed in Chapter 1, the above situation gets far worse if 

multiple sensitive attributes SA1,…,SAt are to be protected. To deal with this 

scenario, previous studies [10][98] suggest considering the “compound attribute” 

SA with the domain equal to the cross-product SA1…SAt. For example, the 

compound attribute for Age and Country has the domain size m = 77  70 = 

5390. With  = 5, we get q  1.8510-4 and (p + q)  7.4210-4. As a result, the 

                                            
3
 available at http:\\ipums.org 
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perturbed data is nearly completely random and useless. Even if we consider 

only those pairs of Age and Country values that actually occur in the CENSUS 

dataset, m = 3164. Therefore, q = 3.1610-4  and (p + q)  1.2610-3 are still 

extremely small. 

It appears that the above problem may be addressed by partitioning the 

large domain of SA into disjoint sub-domains dom1,…,domk and perturbing the 

records for each domi independently. However, partitioning the domain of SA 

often results in a more skewed distribution of sensitive values in Ti, making the 

records in Ti more vulnerable to attacks. For example, suppose SA = {H1N1, 

SARS, HIV, cancer}, H1N1 occurs in 40% of records in T, SARS occurs in 30% 

of records in T, HIV occurs in 29% of records in T, and cancer occurs in 1% of 

records in T. After partitioning the domain into dom1 = {H1N1, cancer} and dom2 

= {SARS, HIV}, H1N1 occurs in about 98% of records in T1, compared to only 

40% in T. The increased dominance of H1N1 in T1 leads to a similar increase in 

the perturbed data, which poses a larger threat to the records in T1 because it 

leads an adversary to realize that a record appearing in T1 most likely has H1N1. 

Thus, partitioning the domain of SA is not a solution. 

4.1 Overview 

We present the first work on increasing the retention probability through 

independent random perturbation on sub-tables of the original table. Given a 

table T with the sensitive attribute SA and a privacy requirement on T, we 

partition T into disjoint sub-tables T1,...,Tk and perturb each Ti independently 
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within its sub-domain of SA. With a smaller sub-domain size of SA for Ti, this 

approach will retain more data while providing the same level of privacy by 

simultaneously increasing retention probability and replacing probability for Ti. 

This problem aims to achieve two goals. 

The first goal concerns privacy. By publishing the perturbed sub-tables 

T1*,...,Tk*, the adversary learns no more sensitive information than what is 

permitted by the privacy requirement on T. Specifically, we ensure the (1, 2)-

privacy [31] requirement on T by ensuring a new (1i, 2)-privacy on each Ti. 

The second goal concerns utility. The partitioning {T1,...,Tk} minimizes 

(among all partitionings) the reconstruction error of the probability distribution of 

SA. However, minimizing this error for a specific instance of T1*,...,Tk* does not 

make sense because the published instance is randomly determined. We aim to 

minimize a probabilistic error bound that holds with a certain probability over all 

instances. 

This is a clustering problem with a global error metric under a privacy 

constraint. Although we do not prove NP-hardness in this thesis, we know such 

problems are unlikely to have an efficient optimal solution because there are far 

too many feasible solutions to examine; there are no rules about which records 

may or may not be clustered together, or about the size of clusters, or even 

about the number of clusters. We present a practical and efficient solution by 

employing several non-trivial techniques, namely, balanced partitioning, band 

matrix technique, and dynamic programming. Our algorithm runs in time linear to 

the size of T. On the CENSUS datasets, the proposed approach leads to a 
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relative increase of more than 100% in the retention probability, compared to the 

optimal Uniform Perturbation, which translates into a relative decrease of more 

than 200% in the reconstruction error for count queries. 

4.2 Problem Statement 

The retention probability p = (  1)/(m  1 + ) for Uniform Perturbation in 

Equation (4) diminishes as the domain size m of SA increases and/or as  

increases (i.e., privacy decreases), since p depends both on m and . It is not 

immediately obvious how to increase , since  must be derived in Equation (6) 

from privacy parameters 1 and 2, which we assume are set by the publisher. It 

is, on the other hand, possible to decrease the domain size m by partitioning T. 

We will see later in Example 4 that partitioning T not only reduces m, but can 

increase  for a sub-table as well.   

To boost the retention probability, we propose to partition the input data T 

into disjoint sub-tables T1,…,Tk such that each Ti involves a small sub-domain 

SAi of SA, and perturb each Ti independently under its own perturbation matrix Pi 

(more details later). Since SAi has a smaller domain size, Pi has a larger 

retention probability. The researcher now has to reconstruct the probability 

distribution pX(x) for T using the perturbed T1*,…,Tk* and P1,…,Pk.  For each j = 

1,…,k, the researcher can compute an estimate estj
 from Tj* and Pj, as described 

in Section 3.3, and obtain the final estimate as the sum ∑j estj. 

The main question is what properties must the partitioning T1,…,Tk 

satisfy? We assume that a (1, 2)-privacy requirement is specified on T by the 
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publisher. Two issues should be considered. First, as shown at the beginning of 

this chapter, a skewed distribution of SA-values in a sub-table Ti may expose the 

records in Ti to a greater privacy risk than what is permitted by the given privacy 

requirement on T. Second, the reconstructed estimates defined in Section 3.3 

are for a specific instance of the perturbed data; it makes no sense to minimize 

an error based on these estimates because the published instance is randomly 

determined. Our partitioning problem must answer two questions: 

Question 1: What privacy requirement must be ensured on each Ti in order to 

ensure the given (1, 2)-privacy requirement on T?  

Question 2: What utility metrics should be used to quantify a partitioning 

T1,…,Tk? 

In the rest of this section, we answer these questions. Let Pri[X = x] and 

Pri[X = x | Y = y] denote the adversary‟s belief on X = x in Ti before and after 

seeing Y = y in Ti*, respectively. 

4.2.1 Privacy Requirement 

In this chapter, like most data publishing research (e.g., [66][82][84]), we 

limit the scope of privacy to protect against upward breaches only (see Definition 

1). Therefore, from Section 3.2, the (1, 2)-privacy requirement on T requires 

that, if Pr[X = x]  1, Pr[X = x | Y = y] < 2.  

The notion of privacy we describe next is not exactly the same as (1, 2)-

privacy, but is comparable to L-diversity [66], in that the posterior knowledge of a 

SA-value in sub-table Ti is limited by the relative frequency of the most frequent 
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SA-value in Ti. Therefore, we allow a kind of privacy leakage that L-diversity 

allows, i.e., records in a sub-table must have one of the SA-values that appear in 

that sub-table. The inverse is also true: records in a sub-table must not have a 

SA-value that does not appear in that sub-table. As we discuss later under 

“Limitations” and “Challenges” in Section 4.5, we do not consider this to be a 

major limitation; rather, we see it as a worthwhile trade-off between utility and 

(excessive) privacy. 

Since Ti‟s are disjoint and are perturbed independently, to enforce Pr[X = x 

| Y = y] < 2, it suffices to enforce Pri[X = x | Y = y] < 2 for Ti, i = 1,…,k. 

Therefore, to ensure (1, 2)-privacy on T, we can ensure a new (1i, 2)-privacy 

on Ti, i = 1,…,k, such that (a) 1i < 2 and (b) Pr[X = x] ≤ 1 implies Pri[X = x] ≤ 1i. 

Indeed, suppose Pr[X = x]  1, our choice of 1i implies Pri[X = x] ≤ 1i, and then 

(1i, 2)-privacy implies Pri[X = x | Y = y] < 2, as required. This discussion leads 

to the next definition. 

 

Definition 3 (Acts as). We say that (1i, 2)-privacy on Ti acts as (1, 2)-privacy 

on T if 1i < 2, and Pr[X = x] ≤ 1 implies Pri[X = x] ≤ 1i. 

 

Simply speaking, if (1i, 2)-privacy on Ti acts as (1, 2)-privacy on T, (1i, 

2)-privacy on Ti ensures (1, 2)-privacy on T. Thus, for i = 1,…,k, we look for a 

1i such that 1i < 2 and for every SA-value x with Pr[X = x] ≤ 1, Pri[X = x] ≤ 1i. 

Among all such 1i, we prefer the smallest one in order to maximize i (Equation 
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(6) replacing 1 with 1i), thus, maximize retention probability pi (Equation (4) 

replacing m with mi, the number of SA-values in Ti, and  with i).  

Following the above discussion, we define 

}'|][max{Pr

}]Pr[|{'

1

1

SAxxX

xXSAxSA

ii







 

(8) 

In other words, SA‟ is the set of SA-values x with Pr[X = x] ≤ 1, for which 

(1, 2)-privacy places the bound 2 on Pr[X = x | Y = y], and 1i is the maximum 

relative frequency of such values in Ti. To ensure (1, 2)-privacy, we want to 

place the bound 2 on Pri[X = x | Y = y] for all SA-values x in SA‟, or simply all 

SA‟-values. To ensure (1, 2)-privacy on T, it suffices to ensure (1i, 2)-privacy 

because Pr[X = x] ≤ 1 implies Pri[X = x] ≤ 1i. With Definition 3 and this 

discussion, we have 

 

Corollary 1. Let 1i be defined in Equation (8). If 1i < 2,  

(i) (1i, 2)-privacy on Ti acts as (1, 2)-privacy on T,  

(ii) (1i, 2)-privacy ensures that if Pr[X = x] ≤ 1, Pri[X = x | Y = y] < 2. 
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Our privacy goal is to ensure (1i, 2)-privacy on Ti, i = 1,…,k,  by 

perturbing Ti with the mi  mi matrix perturbation matrix Pi obtained Equation (5) 

by letting m = mi (the domain size of SAi) and letting  be defined by 

2

1

1

2

1

1













 i

i

i  (9) 

 

Example 4 (A partitioning of T). Consider a sensitive attribute in dataset T with 

domain size |SA| = 10, SA frequency distribution depicted in Figure 9, and |T| = 

42. The x-axis in Figure 9 shows the SA-values and the y-axis indicates the 

number of records in T having a particular SA-value. For example, the number of 

records having SA-value x1 is f1 = 12. We use this frequency distribution as a 

running example throughout this chapter.  

Figure 9. SA Frequency Distribution for the Running Example 

 

 

Assume the publisher wants to enforce (1 = 1/3, 2 = 2/3)-privacy. 

Consider a partitioning of T which results in the following two sub-tables, T1 and 
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T2, of SA-values, where the numbers inside brackets indicate the occurrence of 

SA-values x1,…, x10 in each sub-table: 

T1: {12, 8, 6, 4, 4, 2, 0, 0, 0, 0} 

T2: {  0, 0, 0, 1, 0, 1, 1, 1, 1, 1} 

In other words, SA1 = {x1,…,x6}, SA2 = {x4, x6,…,x10}, the domain size of SA1 is m1 

= 6, and the domain size of SA2 is m2 = 6. Since SA1 and SA2 are not disjoint, we 

see that this partitioning is on T, not the SA-domain; SA-values x4 and x6 appear 

in both groups. Because the relative frequency of all SA-values is no more than 

1, SA‟ = SA.  

The maximum frequency in T1 is 12 and |T1| is 36, so according to 

Equation (8), 11 is the maximum relative frequency of SA-values in T1, i.e., 11 = 

1/3. Similarly, the maximum frequency in T2 is 1 and |T2| is 6, so 12 = 1/6. Notice 

that since both 11 =1/3 and 12 =1/6 are defined as in Equation (8) and are less 

than 2 =2/3, both (11, 2)-privacy on T1 and  (12, 2)-privacy on T2 act as  (1, 

2)-privacy on T (Definition 3) and ensure (1, 2)-privacy on T (Corollary 1).  

Given Equation (5), since there are m1 = 6 SA-values in T1 and Equation 

(9) says 1 = (2(1  11))/( 11(1  2)) = 4, we compute the diagonal entries (i.e., 

for j = i) in P1 as 1/(m1  1 + 1) = 4/9 and non-diagonal entries as 1/(m1  1 + 1) 

= 1/9. We compute the entries for P2 in a similar way using m2 = 6 and 2 = (2(1 

 12))/( 12(1 2)) = 10. 
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The above partitioning allows a drastic improvement in retention 

probability over the conventional Uniform Perturbation algorithm, where T is not 

partitioned; given Equation (5), as there are m = 10 SA-values in T and Equation 

(6) says  = (2 × (1 − 1))/ (1 × (1 − 2)) = (2/3 × (1 – 1/3))/ (1/3 × (1 – 2/3)) = 4, 

we compute the diagonal entries (i.e., for j = i) in P as  / (m − 1 + ) = 4 / (10 – 1 

+ 4) = 4/13 and non-diagonal entries as  1 / (m − 1 + ) = 1 / (10 – 1 + 4) = 1/13.  

        

 
 
 

 
 

 

  
               

 

  
           

  

This example shows that by partitioning, the retention probabilities on the 

main diagonal can increase from 4/13 to 4/9 for P1 and to 2/3 for P2.   

4.2.2 Utility Requirement 

The reconstruction error defined in Equation (7) is for a specific instance 

of T1*,…,Tk*; minimizing this error is not meaningful for the published instance 

that is randomly determined because we do not know which instance will be 

published prior to perturbation. Instead, it is more meaningful to minimize a 

probabilistic error bound that holds with a certain probability (i.e., confidence 

level) over all random instances. We now develop this metric. 
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One may apply Chernoff bounds [20] to obtain a sharp bound on the 

probability that a random variable deviates far from its expectation. Often in 

practice a looser bound than in [20] is derived and used for easier computation. 

In this chapter, we adopt the Chernoff bound derived in [9], which we describe in 

Theorem 2 below.  

 

Theorem 2 (Chernoff bound) [9]. Let Y1, Y2,…,Yn be independent Bernoulli 

random variables such that for 1 ≤ i ≤ n, Pr[Yi = 1] = t and Pr[Yi = 0] = (1 – t), 0 ≤ t 

≤ 1.      
 
    is also a Bernoulli random variable and for some real  ≥ 0, 

                        
      

   (10) 

 

We will now use the Chernoff bound in Theorem 2 to determine a 

probabilistic error bound for our problem. Let Yi be the independent random 

indication variable, taking 1 or 0 as the value, representing the event that the 

record ri in T has the perturbed SA-value y after perturbation, 1 ≤ i ≤ |T|. So Y = 

Y1 + … + Y|T| is the frequency of y in T*. According to the addition law of 

expectation [43], the mean of Y, E[Y], is E[Y1] +…+ E[Y|T|]. 

 

Theorem 3 (Probabilistic error bound). Let T* be the perturbed dataset 

generated from dataset T using Uniform Perturbation in Equation (1) with p, 0 ≤ p 
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≤ 1, and let the frequency of SA-value xi in T, fi, be estimated by fi* using T*. For 

an allowable error ,  ≥ 0, and confidence level (1 − ), 0 ≤  < 0.5: 

    
    

   
                   

 

     
    

 

 
  (11) 

 

Proof: Let us start from the general Chernoff bound in Equation (10) and derive 

step-by-step the desired Equation (11). First, since Y in Theorem 2 is an 

independent Bernoulli random variable, the expectation E[Y] is equal to nt, where 

n is the number of random variables Yi and t is Pr[Yi = 1] [9]. Therefore, as n = |T| 

in our case, we can rewrite Equation (10) as 

                        
      

  
(12) 

Next, we let    
  

 
 and rewrite Equation (12). We provide explanations for 

Equations (13) to (19) after Equation (19). 

                        
       

   
(13) 

                             
       

    (14) 

                  
  

   
 

   

 
              

       

    (15) 

                
        

 
                  

       

    (16) 
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    (17) 

   
  

   
   

  
 

   
 

  

   
         

       

    (18) 

    
  

   
 

  
 

   
          

       

    (19) 

Equation (14) comes from expanding the absolute value.  

Equation (15) replaces t with Pr[Yi=1], i.e., the probability a row retains 

SA-value xi plus the probability that a row perturbs xi to itself from Equation (1).  

Equation (16) adds p × fi to all sides in the probability and simplifies.  

Equation (17) divides all sides in the probability by 1 / (|T| × p).  

Equation (18) instantiates Y to o and can replace 
 

 
   

        

 
  with fi* 

because it is the result of solving the approximation o = P × F* from Section 3.3 

for fi*, assuming all fi* sum to 1 and P is the matrix defined in Equation (1).  

Equation (19) comes from compacting to absolute value form. 

We almost have the desired result, except we want the right-hand side of 

the equation to read “< .” Since t ≤ 1, we can rewrite Theorem 3‟s if-condition to: 

    
 

     
    

 

 
  

 

     
    

 

 
    

We can solve the above inequality for : 
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Which we can now use to write Equation (19) as 

    
  

   
 

  
 

   
        

or 

    
  

   
 

  
 

   
           

as desired.  

 

The smallest |T| required for the error bound in Theorem 3 is obtained by 

taking the equality in the if-condition. Substituting p = (  1) / (m  1 + ) 

(Equation (4)) into this equality, we get the tightest error bound for the confidence 

level (1   ): 

)1
1

(
||








m

T

a

 

(20) 

where a = 2  (log(2 / ))½.  

Equation (20) reveals two interesting points. First, the error bound  is 

explicitly expressed in terms of the known parameters, i.e., |T|, m and . Second, 

the error bound  linearly decreases as m and  increase. Minimizing this error 

bound will minimize the error on the randomly generated instance with the 

confidence level (1   ). These points carry over to a partitioning of T.  
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Consider a partitioning Part = {T1,...,Tk} of T. Let mi and i on Ti be the 

counterparts of m and  on T defined in Chapter 3. Adapting Equation (20) to Ti, 

we get the error bound for Ti
  and the error bound for the partitioning Part = 

{T1,…,Tk}: 

iki

i

i

i

i

i
T

T
Part

m

T

a
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1
 (21) 

Similar to Equation (20), the error bound i in Equation (21) is explicitly 

expressed in terms of the known parameters for Ti, i.e., |Ti|, mi and i, and the 

error bound i linearly decreases as mi and i increase. Minimizing this error 

bound will minimize the error on the randomly generated instance with 

confidence level (1   ).  

Notice that |Ti| is decreased by partitioning and therefore can have a 

negative effect on Equation (21) by increasing the error bound i. This does not, 

however, cause a concern that the overall error will increase on the randomly 

generated instance, because we will search for a solution that minimizes error 

globally over all Ti. If |Ti| is so small that it counters the benefit of having a small 

mi and large i, then Ti will be merged with another sub-table Tj to minimize the 

overall error. Moreover, we see from Equation (21) that the overall error, (Part), 

is normalized by |T|, therefore a sub-table Ti with a small number of records will 

contribute less to the overall error.  
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4.2.3 Problem Definition 

We can now formally define our main problem.  

Definition 4 (Sub-Table Perturbation Problem). Given a dataset T, a (1, 2)-

privacy requirement on T, and confidence level (1   ), find a partitioning 

{T1,…,Tk} of T, such that  

(i) for i = 1,…,k,  1i < 2,  where 1i is defined by Equation (8), and  

(ii) ({T1,…,Tk}) defined by Equation (21) is minimized.  

 

From Corollary 1 (ii), if 1i < 2, (1i, 2)-privacy on Ti ensures (1, 2)-

privacy on T. Thus, it suffices to ensure (1i, 2)-privacy on each Ti.  

 Table 2 summarizes the notations used in this chapter. 

4.3 Algorithm 

In this section, we present a solution to the Sub-Table Perturbation problem 

in Definition 4. This is a clustering problem with a global utility metric subject to a 

privacy constraint. Such problems are unlikely to have efficient optimal solutions, 

as the number of plausible partitionings is too large for a large T. We propose an 

efficient solution that heuristically minimizes the global metric and we empirically 

demonstrate that this solution leads to significantly lower reconstruction error 

than the traditional randomization-based and partition-based algorithms. 
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Table 2: Notations used in Chapter 4 

SA - the set of SA-values for T; m = |SA| 

(1, 2) - privacy parameters on T, specified by the publisher 

SA‟ - the set of SA-values with f / |T | ≤ 1 in T 

fmax – the maximum frequency of SA‟-values in T 

T‟– the set of records in T for SA‟-values 

 = |T | / fmax and ‟= |T‟| / fmax 

SAi - the set of SA-values for Ti; mi = |SAi| 

(1i, 2) – derived privacy parameters on Ti 

Pi – the perturbation matrix for Ti 

i - the probabilistic error bound for Ti 

Pri[A] – the probability of event A occurring on Ti 

 

Given a (1, 2)-privacy requirement on T, we want to find a partitioning 

Part = {T1,…,Tk} of T such that (Part)  is minimized and 1i < 2, where 1i ,          

i = 1,…,k, is defined by Equation (8). Minimizing (Part) requires minimizing the 

error bound i, thus, minimizing mi and maximizing i (Equation (21)). From 

Equation (9), i is maximized if 1i is minimized (for fixed 2). To summarize, our 

algorithm must find a partitioning {T1,…,Tk} satisfying the following two 

requirements: 

Requirement I: Ti contains as few distinct SA-values as possible, in order to 

minimize mi. This requirement calls for partitioning the records according to the 

similarity of their SA-values. 

Requirement II: the maximum relative frequency of an SA‟-value in Ti is as small 

as possible, in order to minimize 1i. Recall SA‟ defined in Equation (8), is the set 
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of SA-values with a relative frequency  ≤ 1 in T. This requirement calls for 

distributing the records for the same SA‟-value among T1,…,Tk.  

 To understand the importance of these requirements, let us consider an 

example of a good and bad partitioning of T. The good partitioning has a lower 

error (Part) than the bad partitioning. Requirements I and II decide whether a 

partitioning is a good one or not. We discuss these requirements with respect to 

the good and bad partitionings directly after the example. 

 

Example 5 (Good and bad partitioning). Consider again the SA frequency 

distribution from Figure 9, i.e., a dataset T with SA-values x1,…,x10 having 

frequency distribution T: {12, 8, 6, 5, 4, 3, 1, 1, 1, 1}, and assume our privacy 

requirement is (1 = 1/3, 2 = 2/3)-privacy and we want our error bound to hold 

with at least (1 – 0.05) = 95% confidence (i.e.,  = 0.05). Good and bad 

partitionings are listed below. 

  mi 1i i i (Part) 

Good T1: {12, 8, 6, 4, 4, 2, 0, 0, 0, 0} 6 12/36 4 1.92 2.02 

 T2: {0, 0, 0, 1, 0, 1, 1, 1, 1, 1} 6 1/6 10 2.61 

       

Bad T1: {6, 4, 3, 3, 2, 1, 1, 0, 1, 0} 8 6/21 5 2.51 2.51 

 T2: {6, 4, 3, 2, 2, 2, 0, 1, 0, 1} 8 6/21 5 2.51 

 

The first partitioning, labelled „Good‟, is better than the second partitioning, 

labelled „Bad‟, because it has a lower overall error (2.02 vs. 2.52). Next we will 



 

 67 

show the workings for the values in the above table, leading to the overall errors, 

(Part), computed in the last column.  

First, mi is determined by simply counting the number of different SA-

values in Ti, i.e., the number of non-zero entries. For example, T1 has 6 non-zero 

entries, so m1 = 6.  

Second, Equation (8) says 1i is the maximum relative frequency in sub-

table Ti. For example, as the largest occurrence of any single SA-value in T1 is 

12 (there are 12 records in T1 with SA-value x1) and T1 has a total of 36 records, 

the maximum relative frequency in T1 is 12/36, so we set 1i to 12/36. 

Third, i is determined from the privacy parameters 1i and 2 and 

Equation (9). For example, 1 = (2 (1 − 11)) / (11 (1 − 2)) = (2/3 (1 – 12/36)) / 

(12/36 (1 – 2/3)) = 4. 

Fourth, i is determined from |Ti|, mi, i, constant a = 2 × (log(2 / ))½  

3.84, and Equation (21). For example,     
 

     
 

  

    
     

    

   
 

 

   
     

1.92. 

Finally, (Part) is determined from |T|, all |Ti| and i in the partitioning, and 

Equation (21). For example, (Part) for the good partitioning is computed as 

        
    

   
           

  

  
        

 

  
           .   

 

Example 5 demonstrates three important points:  
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 Following Requirement I, the good partitioning has a smaller mi than the 

bad partitioning, which spreads its SA-values over more groups. 

 Following Requirement II, the good partitioning  has overall lower 

maximum relative frequencies than the bad partitioning, consequently 

leading to significantly higher i values (1 = 4 and 2 = 10 for the good 

partitioning vs. 1 = 5 and 2 = 5 for the bad partitioning). Although the bad 

partitioning‟s maximum relative frequency 11 = 6/21 is below the good 

partitioning‟s maximum relative frequency 11 = 1/3, notice that it is only 

marginally lower (by less than 5%). The bad partitioning‟s maximum 

relative frequency 12 = 6/21, however, is much lower than the good 

partitioning‟s maximum relative frequency 12 = 1/6 (by almost 12%). 

 The larger partial error in T2 of the good partitioning did not cause 

concern. Notice that it did not impact the overall error, which gives more 

weight (i.e., 36/42 vs. 6/42) to the smaller partial error of T1, consequently 

making the good partitioning better than the bad partitioning overall, as 

shown in the (Part) column. 

We use the following terminology to express Requirement II.  

 

Definition 5 (-Balanced). Let R be a set of records and let  be an integer > 0.  

R is -balanced wrt SA‟ if f / |R| ≤ 1/ for every SA‟-value x, where f is the 

frequency of x in R.  



 

 69 

 

Let  = |T|/fmax, where fmax denotes the maximum frequency of any 

SA‟-value in T. It can be seen that T is -balanced wrt SA‟ (because |T|/fmax ≤ 

|T|/fmax) and T is not ‟-balanced wrt SA‟ for any ‟ > . To address Requirement 

II, we will ensure that each Ti is also -balanced wrt SA‟, that is, Ti is “as 

balanced as” T. We want this balance because it does not compromise privacy 

(Corollary 1) and as Example 5 demonstrates, it translates into small 1i values, 

which in turn gives large i values and therefore small error i.  

Our algorithm, Perturbation Partitioning (PP), consists of three phases: 

 Phase 1: Balancing Phase. First, we produce an initial partitioning 

{g1,…,gt} of T, where each gj contains the fewest possible SA-values and 

is “as balanced as” T. The purpose is to reduce the number of different 

SA-values (Requirement I) and maximum relative frequency of each initial 

group (Requirement II). 

 Phase 2: Rearranging Phase. Next, we apply the band matrix technique 

[76] to rearrange the initial groups into a sequence g1‟,…,gt‟, such that 

adjacent groups share similar SA-values. The purpose is to ensure that 

when adjacent groups are merged to form sub-tables, Ti, in the last phase, 

the number of different SA-values in Ti, mi, is reduced (Requirement I). 

 Phase 3: Merging Phase. Finally, we apply dynamic programming to find 

an order-preserved partitioning of the sequence g1‟,…,gt‟ returned by the 

rearranging phase, where the partitioning‟s sub-tables Ti are the union of 
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consecutive gj‟, such that the overall error (Part) is minimized. Since the 

size of some initial groups may be small, the purpose of this phase is to 

increase |Ti|, so that the overall error from Equation (21) is reduced. 

We discuss each phase in detail in the next three sub-sections. In each 

discussion, we first provide the phase‟s pseudocode, followed by an illustrative 

example, and any theoretical results necessary to prove correctness of the 

phase.    

4.3.1 Phase 1: Balancing Phase 

This phase partitions T into disjoint initial groups {g1,…,gt}, where each gj 

contains the fewest possible SA-values and is -balanced wrt SA‟, where  = |T| 

/ fmax defined below Definition 5. The purpose of this phase is to break T into -

balanced groups with a minimum number of distinct SA-values so that they can 

later be merged according to the similarity of SA-values (Requirement I). The -

balanced property is preserved by the merging, as we will show later in 

Theorems 4 and 5 when we discuss the correctness of our algorithm in Section 

4.3.4. For ease of presentation, we first consider the case of SA‟ = SA, that is, all 

the SA-values in SA have a maximum relative frequency ≤ 1; so we only refer to 

SA in the discussion below. 

The detailed pseudo-code is given in Figure 10. The initial groups are 

created iteratively as follows. Initially, T0 = T and T0 is -balanced wrt SA. In the 

jth iteration, the jth initial group gj is created by selecting h records of each of the  

most frequent SA-values from T0, where h is the maximum number such that the 
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remaining data T0  gj is -balanced (we prove this later in Lemma 3).  Let i 

denote the ith most frequent SA-value in T0. We compute h as 

 









otherwiseT

if
h

10
/||

)(








 

(22) 

where function (v) on some input value v is defined as (v) = |T0| /   max{1  

v, +1}. We know h ≥ 0 because T0 is -balanced wrt SA. If h = 0, gj contains all 

remaining records in T0; otherwise, gj contains h records for each of the  most 

frequent SA-values from T0.  

Figure 10: Pseudocode for Phase 1 of the PP Algorithm: Balancing  

 

 

 

 

 

Before we discuss the correctness of the algorithm in Figure 10, let us 

consider an example illustrating how the algorithm works.  

 

Example 6 (Phase 1: Balancing when SA’ = SA). Let us again consider (1 = 

1/3, 2 = 2/3)-privacy and the SA frequency distribution in Figure 9. We have SA‟ 

1. T0  T; j = 1;  

2. While T0   do 

3.   Let x1,…,x be the  most frequent SA-values in T0; 
4.   Compute h by Equation (13); 

5.   If h = 0 then gj  T0 else gj contains h records 

in T0 for each of x1,…,x; 

6.   j++; 

7.   T0  T0 – gj; 

8. Return all gj; 



 

 72 

= SA, fmax = 12, |T| = 42, and   = |T|/fmax = 3. Initially, T0 = T, as shown in 

Figure 11 (a).  

Iteration 1 (Figure 11 (a)): In the first iteration, |T0| = 42, 1 = f1 = 12,  = 

f3 = 6, and +1 = f4 = 5, so  () = 42/3 – max {12 – 6, 5} = 8, which is greater 

than  = 6, so we set h to 6 (Equation (22)). Therefore, in this iteration, we form 

the first group g1 consisting of h = 6 records from each of the first  = 3 columns 

of Figure 11 (a). The initial group g1 created in this iteration is shown below the 

distribution in Figure 11 (a). After removing these records and sorting the 

remaining SA-values in descending fi-order, we are left with the distribution 

shown in Figure 11 (b). Notice that T0 is still 3-balanced because |T0|/f1 = 24/6 

= 4, which is greater or equal to 3. 

Iteration 2 (Figure 11 (b)): In the second iteration, |T0| = 24, 1 = f1 = 6,  

= f5 = 4, and +1 = f6 = 3, so  () = 24/3 – max {6 – 4, 3} = 5, which is greater 

than  = 4, so we set h to 4 (Equation (22)). Therefore, in this iteration, we form 

the second group g2 consisting of h = 4 records from each of the first  = 3 

columns of Figure 11 (b). The initial group g2 created in this iteration is shown 

below the distribution in Figure 11 (b). After removing these records and sorting 

the remaining SA-values in descending fi-order, we are left with the distribution 

shown in Figure 11 (c). Notice that T0 is still 3-balanced because |T0|/f6 = 12/3 

= 4, which is greater or equal to 3. 

Iteration 3 (Figure 11 (c)): In the third iteration, |T0| = 12, 1 = f6 = 3,  = f2 

= 2, and +1 = f4 = 1, so  () = 12/3 – max {3 – 2, 1} = 3, which is greater than 
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 = 2, so we set h to 2 (Equation (22)). Therefore, in this iteration, we form the 

third group g3 consisting of h = 2 records from each of the first  = 3 columns of 

Figure 11 (c). The initial group g3 created in this iteration is shown below the 

distribution in Figure 11 (c). After removing these records and sorting the 

remaining SA-values in descending fi-order, we are left with the distribution 

shown in Figure 11 (d). Notice that T0 is still 3-balanced because |T0|/f6 = 6/1 

= 6, which is greater or equal to 3. 

Iteration 4 (Figure 11 (d)): In the fourth iteration, |T0| = 6, 1 = f6 = 1,  = f7 

= 1, and +1 = f8 = 1, so  () = 6/3 – max {1 – 1, 1} = 1, which is equal to  = 

1, so we set h to 1 (Equation (22)). Therefore, in this iteration, we form the fourth 

group g4 consisting of h = 1 record from each of the first  = 3 columns of Figure 

11 (d). The initial group g4 created in this iteration is shown below the distribution 

in Figure 11 (d). After removing these records and sorting the remaining SA-

values in descending fi-order, we are left with the distribution shown in Figure 11 

(e). Notice that T0 is still 3-balanced because |T0|/f8 = 3/1 = 3, which is greater 

or equal to 3. 

Iteration 5 (Figure 11 (e)): In the fifth iteration, |T0| = 3, 1 = f8 = 1,  = f10 

= 1, and +1 = 0, so  () = 3/3 – max {1 – 1, 0} = 1, which is equal to  = 1, so 

we set h to 1 (Equation (22)). Therefore, in this iteration, we form the fifth group 

g5 consisting of h = 1 record from each of the first  = 3 columns of Figure 11 (e). 

The initial group g5 created in this iteration is shown below the distribution in 

Figure 11 (e). After removing these records, T0 is empty, so this iteration is the 
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last iteration and the algorithm returns the five initial groups g1,…,g5 shown in 

Figure 11.  

Figure 11. Iterations of the Balancing Phase 

(a) Iteration 1 

 

(b) Iteration 2 

 

       g1: {6, 6, 6, 0, 0, 0, 0, 0, 0, 0}        g2: {4, 0, 0, 4, 4, 0, 0, 0, 0, 0} 

(c) Iteration 3 

 

(d) Iteration 4 

 

       g3: {2, 2, 0, 0, 0, 2, 0, 0, 0, 0}        g4: {0, 0, 0, 1, 0, 1, 1, 0, 0, 0} 

(e) Iteration 5 

 

 

       g5: {0, 0, 0, 0, 0, 0, 0, 1, 1, 1}    

  

Now, to show the correctness of the Balancing Phase when SA‟ = SA, we 

prove several properties hold in Lemmas 1 - 4. For all of these lemmas, let SA‟ = 

T0: 

T0: 

T0: 

T0: 

T0: 
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SA, let gj be the initial group created by the jth iteration of the balancing phase, 

and let h be computed by Equation (22). 

First, Lemma 1 says that in the Balancing Phase in Figure 10, there are 

always h records available in Step 5 from each of the SA-values x1,…,x to form 

group gj. 

 

Lemma 1 (Balancing property 1). h ≤ . 

 

Proof: We compute h using Equation (22), where we either have the trivial case 

     when         , or we have    
    

 
       when         . Let us 

consider why h ≤  in the latter case as well. We will rewrite          in 

several steps to obtain the desired result and provide reasoning for each step 

after Equation (26).  

    

 
                     (23) 

    

 
         (24) 

 
    

 
          (25) 

     (26) 
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Equation (23) comes directly from the definition of the -function in 

Equation (22).  

Equation (24) simplifies the maximum function under the assumption that 

           . We prove this assumption is correct by contradiction. Assume 

for the purpose of contradiction that           . Equation (23) would simplify 

to 
    

 
            or 

    

 
   . Since no frequency can ever be more than 

    

 
 

(directly from Definition 5), the assumption            is a contradiction, so 

our original assumption,            , is correct.  

Equation (25) is correct because the floor function always returns a 

number that is less than or equal to the input number.  

Finally, Equation (26) comes directly from the definition of h in Equation 

(22) for the „otherwise‟ case, to give us the desired result.  

 

The second property of the Balancing Phase is that T0 is -balanced wrt 

SA after one iteration of the algorithm: Lemma 2 says that in the Balancing 

Phase in Figure 10, if T0 is -balanced wrt SA before Step 7, then it is still -

balanced wrt SA after Step 7. Thus after each iteration, T0 preserves the -

balanced property required by the next iteration. 

 

Lemma 2 (Balancing property 2). If T0 is -balanced wrt SA before the jth 

iteration, then T0  gj is -balanced wrt SA. 
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Proof: First we will show that the statement in Lemma 2 is equivalent to “  

    ”, then we will show that under both ways of defining h in Equation (22), this 

inequality holds.  

In this proof, we want to show that the maximum frequency in the 

remaining records T0 - gj after iteration j is still no more than 
 

 
, i.e., it is -

balanced. Formally, we must show: 

                            

       
 

 

 
 

or more specifically: 

              

          
 

 

 
 

The numerator of the left-hand side of the above equation gives the 

maximum frequency of SA-values in T0 - gj because either the most frequent SA-

value in T0 is still the most frequent in T0 - gj (i.e., has frequency 1 – h) or the 

new most frequent SA-value has frequency +1 (since we know           

     and                      ). 

 The denominator of the left-hand side of the above equation is equivalent 

to the size of T0 – gj because we remove h records from each of the  most 

frequent SA-values in T0 in the jth iteration. 

 By solving the above equation for h, we get       , where 
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In other words, to show the maximum frequency in the remaining records after 

the jth iteration is no more than 
 

 
, we need to show       .  

To do that, let us consider the two cases for defining h in Equation (22) 

separately. We compute h using Equation (22), where we either have the trivial 

case      for          and therefore automatically have        as 

desired, or we have    
    

 
       for         . Let us consider why 

       in the latter case as well. 

We complete this proof by directly computing      
    

 
        

        two times, once assuming                     and once assuming 

                   .  

First consider the case where                     and      
    

 
 

    . We know the floor function always returns a number that is smaller or the 

same size as the input number, therefore we have 

 
    

 
       

    

 
      

In other words,        , as desired.  

Now consider the case where                     and      
    

 
 

      . Since    
    

 
 (by the -balanced definition of T0 in Definition 5), we can 

replace    with 
    

 
 in      

    

 
        to get 
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which simplifies to       , as desired.  

 

The third property of the Balancing Phase is that h is maximized: Lemma 

3 says that in the Balancing Phase in Figure 10, the value for h that is computed 

in Step 4 is the maximum, such that T0 is still -balanced wrt SA after Step 7. The 

purpose of maximizing h is twofold: First, by maximizing h, we maximize the 

number of records in an initial group without increasing the number of distinct 

SA-values (small mi implies small i). Second, maximizing h will minimize the 

number of initial groups, which reduces the complexity of subsequent phases. 

 

Lemma 3 (Balancing property 3). h is the maximum such that Lemma 2 holds. 

 

Proof: We want to show that h is the maximum such that Lemma 2 holds. The 

proof of Lemma 2 proves that Lemma 2 is equivalent to “    “. Hence, in this 

proof, we will show that under the two cases for defining h in Equation (22) that h 

is the maximum such that      holds.  

The first case, i.e.,      for         , is trivial, since      is the 

maximum such that      holds. In the rest of this proof, let us consider why the 

second case for defining h in Equation (22), i.e.,    
    

 
       for         , 

gives the maximum h such that      holds as well. We will start with the given 
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inequality          and after a couple of intermediate equations, derive an 

inequality that shows    
    

 
       is the maximum such that      holds. 

We explain how each equation is derived after Equation (28). We can rewrite the 

given inequality          as follows: 

    

 
                    (27) 

    

 
         (28) 

 Equation (27) follows directly from the definition of       in Equation (22). 

Equation (28) comes from the assumption that                     . 

We will now prove this assumption is correct by contradiction. Assume for the 

purpose of contradiction that                      . Therefore, Equation 

(27) can be simplified to 
    

 
         , or by rearranging, 

 

 
 

  

    
. However, 

this last inequality is a contradiction because T0 is -balanced wrt SA (Lemma 2), 

which means the relative frequency of 1 in T0 cannot be larger than 1/ 

(Definition 5). This proves our original assumption is correct, i.e.,        

              and Equation (28) holds. 

To complete the proof, it remains to notice that the integer  must be 

strictly greater than 
    

 
      (Equation (28)), therefore, the maximum integer h 

can be to satisfy the inequality      is h =  
    

 
      , as desired.  
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The fourth and final property of the Balancing Phase (when SA‟ = SA) is 

that the initial groups outputted by this phase are all -balanced wrt SA: Lemma 4 

says that in the Balancing Phase in Figure 10, the group gj formed in Step 5 is -

balanced wrt SA. In other words, all the initial groups gj returned by Phase 1 of 

our algorithm in Step 8 are -balanced wrt SA.  

 

Lemma 4 (Balancing property 4). gj is -balanced wrt SA. 

 

Proof: If the jth iteration is the last iteration, then gi = T0 and Lemma 2 says that T0 

in the last iteration is -balanced, as desired. If the jth iteration is not the last 

iteration, then gj contains h copies of each of  different SA-values xi. Therefore, 

each 
  

    
  

 

   
 

 

 
, as desired.  

  

Now, we consider the case of SA‟  SA. In this case, only a proper subset 

of SA has a relative frequency ≤ 1 and only these values are required to have 

the posterior bounded by 2. Therefore, we only need to minimize the maximum 

relative frequency in Ti for the SA‟-values.  

Let T‟ denote the set of records in T for the values in SA‟, and let T” = T  

T‟. First, we apply the balancing phase to T‟, i.e., without the records in T”, to 

ensure that the distribution of SA‟-values is balanced in the initial groups. Let 

g1,…,gt be the initial groups created. Then, we distribute the records in T” = T  
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T‟ to the initial groups proportionally to the size |gi|: for each gj, j = 1,...,t, 

distribute (|gj|/|T‟|)  |T”| records in T” to gj. This proportional distribution 

ensures a minimum change of relative frequency of SA‟-values in gj 

(Requirement II). To minimize the number of distinct SA-values in each gj 

(Requirement I), we first distribute all the records for the most frequent SA-value 

in T”, then all the records for the second most frequent SA-values, and so on. We 

distribute any residue records to the last group gt, again to ensure a minimum 

change of relative frequency of SA-values in all groups gj, j  t (Requirement II). 

Recall that fmax is the maximum frequency of a SA‟-value in T; fmax is 

also the maximum frequency in T‟. Let ‟ = |T‟|/fmax. As before, let  = 

|T|/fmax. Notice that T is -balanced wrt SA‟ and T‟ is ‟-balanced wrt SA‟. We 

will show later in Lemma 5 that the initial groups in the case of SA‟  SA are 

“nearly” -balanced wrt SA‟. First, let us consider an example. 

 

Example 7 (Phase 1: Balancing when SA’  SA). This example is a variation 

of Example 6 when SA‟  SA. We use the same distribution as before (shown in 

Figure 9), but now we assume the publisher wants to enforce (1/4, 2/3)-privacy 

instead of (1/3, 2/3)-privacy. In this case SA‟ = {x2,…,x10}, i.e., SA‟ = SA – {x1}, 

because x1‟s frequency divided by |T| is 6/21, which is larger than 1 = 1/4. We 

represent T‟‟ as {12, 0, 0, 0, 0, 0, 0, 0, 0, 0} and T‟ as {0, 8, 6, 5, 4, 3, 1, 1, 1, 1}. 

Since |T‟| = |T| – |T‟‟| = 42 – 12 = 30 and the maximum frequency in T‟ is f2 = 8, 
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similar to Example 6, T‟ is 3-balanced and before adding records from T‟‟, the 

initial groups are: 

g1: {0, 5, 5, 5, 0, 0, 0, 0, 0, 0} 

g2: {0, 3, 0, 0, 3, 3, 0, 0, 0, 0} 

g3: {0, 0, 1, 0, 1, 0, 1, 0, 0, 0} 

g4: {0, 0, 0, 0, 0, 0, 0, 1, 1, 1} 

Then the records from T‟‟ are added to the above groups proportionately 

according to each group‟s size. For example, there are 15 records in g1, so g1 

receives (|g1|/|T‟|)  |T‟‟ | = 15/30  12 = 6 more records. In the same way, g2, 

g3, and g4 receive 3, 1, and 1 more records, respectively. That leaves 12 – 

(6+3+1+1) = 1 leftover record in T‟‟, which we assign to the last group, g4. In this 

way, Phase 1 returns the following set of initial groups:  

g1: {6, 5, 5, 5, 0, 0, 0, 0, 0, 0} 

g2: {3, 3, 0, 0, 3, 3, 0, 0, 0, 0} 

g3: {1, 0, 1, 0, 1, 0, 1, 0, 0, 0} 

g4: {2, 0, 0, 0, 0, 0, 0, 1, 1, 1}    

  

To maximize i, we want to minimize 1i, the maximum relative frequency 

of an SA‟-value in Ti. In the case of SA‟ = SA, Lemma 4 bounds the maximum 

relative frequency of a SA‟-value in an initial group by 1/. In comparison, Lemma 
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5 gives looser bounds / or /(  ), where   = 1 / (1 – (1/‟)). For a large ‟,  

approaches 1 and these bounds approach 1/ or 1/(  1). 

 

Lemma 5 (Balancing property when SA’  SA). Let SA‟  SA and consider an 

initial group before, gb, and after, ga, distributing the records in T” and let f be the 

frequency of an SA-value in gb. Let  = 1 / (1 – (1/‟)), where     
    

    
 , then  

 

    
 

 
 
 

 
 

 

 
               

    

    
        

    

    
      

 

   
                                                          

  

 

Proof: Let us consider the two cases that define 
 

    
 separately. 

Case 1 ( 
    

    
        

    

    
       : We distribute the records in T” = T  T‟ 

to the initial groups proportionally to the size |gb| and in this case 
    

    
       is a 

whole number, so 

          
    

    
       (29) 

In the remainder of this case, we will start with Equation (29) and after several 

steps, show that 
 

    
 

 

 
, as desired. We will provide details of each step after 

Equation (40). We can rewrite Equation (29) as: 
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 (30) 

     
        

    
 (31) 

 

    
 

       

               
 (32) 

 

    
 

    

   
 

 

  
 (33) 

 

    
 

    

   
 

    

         
 (34) 

 

    
 

    

         
 

    

   
 (35) 

 

    
  

    

         
 

 

 
  (36) 

 

    
 

 

 
 

 

           
  (37) 

 

    
 

 

 
 

 

               
  (38) 

 

    
 

 

 
 

 

  
 
  

               (39) 

 

    
 

 

 
                              (40) 



 

 86 

 Equation (30) is derived from Equation (29) by finding a common 

denominator.  

Equation (31) follows from the definition of T = T‟ + T‟‟.  

Equation (32) uses the fact that gb is ‟-balanced wrt SA‟. This is because 

T‟ is ‟-balanced wrt SA‟,     
    

    
 , and we apply the balancing phase to T‟ to 

generate gb; therefore gb is ‟-balanced as well (Lemma 4). Hence,   
    

  
 and 

we rewrite the equation so that |ga| the left-hand side is replaced with 
 

    
. 

Equation (33) simplifies Equation (32).  

Equation (34) uses the fact that T‟ is ‟ balanced, i.e.,     
    

    
 , or 

written another way,    
    

    
   

         

    
, or 

 

   
    

         
; therefore 

 

   can 

be substituted in on the right-hand side of Equation (33) to get Equation (34).  

Equation (35) rearranges terms.  

Equation (36) comes from the fact that T is -balanced wrt SA‟, i.e., 

    

   
 

 

 
; therefore 

 

 
 can be substituted in on the right-hand side of Equation (35) 

for 
    

   
. 

Equation (37) is the result of multiplying the right-hand side by 
      

      
. 

Equation (38) comes from replacing 
    

    
 with 

 

    
     

.  
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Equation (39) replaces 
    

    
 with     

    

    
  

    

    
 from the definition of 

‟. 

Finally, Equation (40) replaces and 
 

       with , directly from the 

definition of , to get the desired result. 

Case 2 ( 
    

    
        

    

    
       : Again we distribute the records in T” = 

T  T‟ to the initial groups proportionally to the size |gb|; however, in this case 

    

    
       is not a whole number, so 

          
    

    
         (41) 

We subtract 1 in Equation (41) because we know the floor function rounds down 

in this case, but rounding down will never decrease the result by more than 1.  

In the remainder of this case, we will start with Equation (41) and after 

several steps, show that 
 

    
 

 

   
, as desired. We will provide details of each 

step after Equation (50). We can rewrite Equation (41) as: 

     
                

    
   (42) 

     
        

    
   (43) 
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 (44) 

 

    
 

 
  

                   
 (45) 

 

    
 

 
  

                 
 (46) 

 

    
 

                

                         
 (47) 

 

    
 

 
             

   
    

 
 

             

 (48) 

 

    
 

 

  
 
  

  
 

  
 
  

 (49) 

 

    
 

 

   
 (50) 

Equation (42) is derived from Equation (41) by finding a common 

denominator.  

Equation (43) follows from the definition of T = T‟ + T‟‟.  
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Equation (44) uses the fact that gb is ‟-balanced wrt SA‟. This is because 

T‟ is ‟-balanced wrt SA‟,     
    

    
 , and we apply the balancing phase to T‟ to 

generate gb; therefore gb is ‟-balanced as well (Lemma 4). Hence,   
    

   and 

we rewrite the equation so that |ga| the left-hand side is replaced with 
 

    
. 

Equation (45) is the result of multiplying the right-hand side by 
      

      
. 

Equation (46) is derived from the fact   
    

   (see explanation above why 

this inequality holds) and f is an absolute frequency that must be ≥ 1 and 

therefore |gb| ≥ ‟. Hence, we can substitute ‟ for gb in Equation (45) to get 

Equation (46).  

Equation (47) uses the fact that T‟ is ‟ balanced, i.e.,     
    

    
 , or 

written another way,    
    

    
   

         

    
, or 

 

   
    

         
; therefore 

 

   can 

be substituted in on the right-hand side of Equation (46) to get Equation (47).  

Equation (48) is the result of multiplying the right-hand side of Equation 

(47) by 
             

             
.  

Equation (49) replaces 
    

    
 with 

 

  
 (‟-balanced property of T‟) and 

replaces 
   

    
 with  (-balanced property of T).  

Finally, Equation (50) replaces and 
 

      
 with , directly from the 

definition of , to get the desired result.  
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4.3.2 Phase 2: Rearranging Phase 

Next, we rearrange the initial groups into a sequence g1‟,…,gt‟, such that 

adjacent groups share similar SA-values. The purpose is to ensure that when 

adjacent groups are merged to form sub-tables, Ti, in the last phase, the number 

of different SA-values in Ti, mi, is reduced (Requirement I). We will discuss more 

in Section 4.3.3 exactly why initial groups have to be merged. 

The rearranging problem can be treated as finding the band matrix [76] of 

the following t  m matrix A representing the initial groups g1,...,gt: 










ij

ij

gx

gxf
jiA

0
]][[  (51) 

where f is the frequency of SA-value xj in gi. The band matrix technique has been 

beneficial in anonymizing sparse high-dimensional data [39]. The general form of 

a band matrix (see Figure 12) has all 0-entries, except for the main diagonal, d0, 

and bands of upper diagonals (i.e., d1,…,dU) and lower diagonals (i.e., d-1,…,d-L).   

Figure 12. Band Matrix Representation (adapted from [39]) 

 

0 

0 

d0 

d1 

… 

dU 

d -1 d -L … 



 

 91 

The objective of the band matrix technique is to minimize the total 

bandwidth B = U + L + 1, where U is the upper bandwidth of the matrix and L is 

the lower bandwidth of the matrix.  

Transforming a matrix A into a band matrix involves permuting the rows 

and columns of A and finding an optimal band matrix is NP-complete [76]. The 

most prominent heuristic is the Reverse Cuthill-McKee (RCM) algorithm, a 

variation of the Cuthill-McKee algorithm [23]. 

RCM works as follows. Given a square, symmetric matrix A, RCM builds a 

graph G = (V, E), where V contains one vertex for each matrix row, and there is 

an edge from vertex vi to vertex vj for every non-zero entry A[i][j]. Then RCM 

searches for a re-labelling  of vertices for G that minimizes the bandwidth of G, 

i.e., minimizes 

                                

The re-labelling  corresponds to a permutation of the rows and columns 

of matrix A. When B(G) is minimized, the bandwidth of A is minimized (see [39] 

for a detailed description of the algorithm). 

For our experiments in Section 4.4, we use RCM, which is available as a 

library call “symrcm” in MATLAB4. As RCM takes a symmetric square matrix as 

input, and our matrix A in Equation (51) is not necessarily symmetric or square, 

we need to transform A in some way before running RCM. Recent work [80] 

investigates several approaches to reduce the bandwidth of matrices that are not 

                                            
4
 http://www.mathworks.com/access/helpdesk/help/techdoc/ref/symrcm.html 
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symmetric or square. One method is to apply RCM to the symmetric square 

matrix B = A × AT, where AT is the transpose of A. This is the approach we take. 

In the end, we obtain a rearrangement of rows such that adjacent rows share 

common SA-values as much as possible. The rearranging pseudocode is given 

in Figure 13. 

Figure 13. Pseudocode for Phase 2 of the PP Algorithm: Rearranging 

 

 

 

 

Example 8 (Phase 2: Rearranging). Continuing with the running example from 

Example 6, let us first represent the initial groups in Example 6 as a matrix A: 

  

 
 
 
 
 
   
   
 
 
 

 
 
 

 
 
 

     

   
   
 
 
 

 
 
 

 
 
 

    

   
   
 
 
 

 
 
 

 
 
 

    

 
 
 
 
  
 
 
 
 

 

Given there are t rows in A, one row for each initial group, next we compute a t × 

t matrix B = A × AT:  

  

 
 
 
 
 
       
     
  
 
 

 
 
 

  
 
 

    

  
  
 
 
 

 
 
  
 
 
 
 

 

1. Matrix A = output of Balancing Phase; (Equation 51) 
2. Matrix B = A×AT; (AT is the transpose of A) 

3. Permutation  = RCM(B); 

4. Rearrange groups gi using ; 
5. Return all gi in new rearranged order;   
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Applying the RCM algorithm to B gives us the following permutation  on the 

rows of A:  

RCM(B) =  = 1, 3, 2, 4, 5 

where numbers in permutation   correspond to group numbers. This 

permutation, therefore, suggests g1 should be first in the sequence, followed by 

g3, g2, g4, and g5. In other words, groups g2 and g3 swap places in the original 

ordering from Phase 1 in Example 6. The final ordering returned by the 

rearranging phase is 

g1: {6, 6, 6, 0, 0, 0, 0, 0, 0, 0} 

g3: {2, 2, 0, 0, 0, 2, 0, 0, 0, 0} 

g2: {4, 0, 0, 4, 4, 0, 0, 0, 0, 0} 

g4: {0, 0, 0, 1, 0, 1, 1, 0, 0, 0} 

g5: {0, 0, 0, 0, 0, 0, 0, 1, 1, 1}  

Notice that after the rearrangement, the 6 and 2 in the 2nd column and the 4 and 

1 in the 4th column are next to one another. Of course, the 2 and 1 in the 6th 

column have been separated, but overall, the rearranged ordering maximizes the 

number of SA-values that consecutive groups have in common.   

 

4.3.3 Phase 3: Merging Phase 

In this final phase, we merge adjacent initial groups g1,…,gt returned by 

the rearranging phase to minimize (Part). Before getting into the details of our 
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algorithm, let us consider why we need to merge initial groups, i.e., why Phase 1 

is not sufficient to solve the Sub-Table Perturbation problem in Definition 4. 

Each final sub-table Ti should have a reasonably large size because the 

accuracy of reconstructing the distribution on SA (and therefore the expected 

reconstruction error) depends on an abundance of randomized records. We can 

see this directly from the error i in Equation (21), which decreases as |Ti| 

increases. Looking at it another way, the Law of Large Numbers (discussed first 

under “Algorithms” in Section 2.1.2) says that “…the average of results obtained 

from a large number of trials should be close to the expected value, and will tend 

to become closer as more trials are performed.” Just as we would not expect to 

get 50% heads and 50% tails after only a few flips of a coin, when there are too 

few records in Ti, we would not expect a reconstructed frequency to be near the 

expected value. Now let us explain how this merging phase works.  

Let g[i..j] denote the merged group gi … gj, i ≤ j, and let |g[i..j]| denote 

the number of records in g[i..j]. A merging of g1,…,gi involves finding the k − 1 

boundary points for separating groups g1,…,gi into k merged groups. For 

example, suppose we have 5 groups g1, g2, g3, g4, g5 and we want to perform a 

merging of g1,…,g5 such that there are k = 3 merged groups. One possible 

merging is obtained by placing g1and g2 in the first group, g3 in the second group, 

and g4 and g5 in the third group. Using bar-notation, where a bar (i.e., the “|” 

symbol) represents a boundary point, we can represent this merging as 
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We say this merging of g1,…,g5 has the form g[1..2], g[3..3], g[4..5] and boundary 

points r1 = 2 (i.e., after g2) and r2 = 3 (i.e., after g3). In general, a merging of 

g1,…,gi  has the form g[1..r1] ,…, g[rj-1 + 1..rj], g[rj + 1..rj+1],…, g[rk-1 + 1..i], where 1 

≤ r1 < r2 <…< rk-1 < i.  

Let the error of a merged group, (g[i..j]), be defined by Equation (21). 

Notice that there may be more than one possible merging of g1,…,gi. For 

example, we showed the merging                          in our previous discussion, 

but other mergings exist, like                           , or                       . Each 

merging contains groups with different sizes, number of SA, and maximum 

relative frequency; therefore, each merging computes a different error bound 

(g[i..j]). Let O([1..i]) denote the minimum error bound  for a merging of g1,…,gi. 

The dynamic programming in Figure 14 finds a merging of g1,…,gt that has a 

minimum O([1..t]).  

Figure 14. Pseudocode for Phase 3 of the PP Algorithm: Merging 
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3. Determine the partitioning {T
1
,…,T

k
} using the 

boundary points r
1 
< r

2 
<…< r

k-1
; 

4. Return {T
1
,…,T

k
}; 
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Step 1 of Figure 14 is the base case; it is the case of a merging of group 

g1 by itself. Step 2 of Figure 14 is the recursive case; it is the case of either not 

setting boundary points in a merging of g1,…,gi (bottom parameter of the 

minimization function), or setting boundary points in a merging of g1,…,gi in a 

way that minimizes the error bound (top parameter of the minimization function). 

Notice, in this way, the boundary points of the merging are decided in 

reverse; i.e., for a merging with 3 boundary points, r3 is decided first, then r2, and 

finally r1. One can think of this algorithm as “slicing a sequence from the right.” 

The final partitioning {T1,…,Tk} is determined in Step 3 by the boundary 

points r1 < r2 <…< rk-1. Let us consider an example. 

 

Example 9 (Phase 3: Merging). Continuing with the running example 

(distribution in Figure 9, initial groups from Example 6, and rearranged initial 

groups from Example 8), the optimal merging happens to be the final groups first 

given in Example 4. The dynamic programming in Figure 14 determines that 

there is only one optimal boundary point in the sequence g1, g3, g2, g4, g5, namely 

after g2, giving us the merging g1  g3  g2  |  g4  g5. In other words, the optimal 

merging of the sequence g1, g3, g2, g4, g5 from Example 8 is {T1 = g1  g3  g2, T2 

= g4  g5}. The algorithm in Figure 14 returns this merging because it has the 

lowest probabilistic error bound. For comparison, let us compute the error bound 

for the above partitioning of T returned by the PP algorithm and also for the 

traditional no-partitioning solution.  
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Recall from Example 4 that m1 = m2 = 6, 1 = 4, 2 = 10, |T1| = 36, |T2| = 6, 

|T | = 42. Given Equation (21), we compute the constant a =       
 

    
   3.84 

for  = 0.05, and the probabilistic error bound of the above partition as 

        
  

  
  

    

   
  

 

   
     

 

  
  

    

  
  

 

    
          

This is the smallest probabilistic error bound among all partitions of T generated 

by our dynamic program. For example, the trivial partition that does not partition 

T and is equal to the conventional Uniform Perturbation, has a larger probabilistic 

error bound equal to:  

        
  

  
  

    

   
  

  

   
           

 

 

In Example 9, the small difference in error between the partitioning 

returned by our algorithm and the no-partitioning approach (and the large error of 

over 200%) is due to the small |T| in this example. Recall that to protect privacy, 

|T| must be large. We see a much larger difference in error (and small errors) in 

our experiments, where we use more typical datasets of size 100k ≤ |T| ≤ 500k.  

4.3.4 Analysis 

To prove correctness of our algorithm, the next theorem summarizes key 

properties of the partitioning {T1,…,Tk} produced by the PP algorithm when SA‟ = 
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SA. Property (i) ensures that Ti is as balanced as T and Property (ii) ensures that 

condition 1i < 2 holds, which is a problem requirement in Definition 4. We 

handle the SA‟  SA case immediately after Theorem 4 in Theorem 5.  

 

Theorem 4 (Partitioning properties when SA’ = SA). Let SA‟ = SA. If 1i is the 

maximum relative frequency in sub-table Ti, 2 is the bound on posterior 

knowledge Pr[X = x | Y = y], {T1,…,Tk} is a partitioning of T returned by the PP 

algorithm, and  = |T|/fmax, where fmax is the maximum frequency of SA-

values in T, then  

(i) Ti is -balanced wrt SA and 1i ≤ 1/ 

(ii) If 2 > 1/, 1i < 2  

 

Proof: We will prove (i) by showing 1i ≤ 1/, i.e., Ti is -balanced wrt SA. Note 

that (ii) immediately follows from (i), since we are given 2 > 1/ and we can 

substitute “< 2” for “≤1/” in 1i ≤ 1/ to get the desired result. We will prove (i), 

i.e., show 1i ≤ 1/, in several steps and provide details for each step after 

Equation (54).  

Let fi and fj be frequencies of the same SA-value in initial groups gi and gj 

before merging. We have 
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  (52) 

     
         

 
 

 
 (53) 

    
 

 
 (54) 

Equation (52) says a relative frequency in a merged group can never be 

larger than the maximum relative frequency in an initial group prior to merging. 

We prove this inequality holds by contradiction. Assume 
  

    
 is larger than 

  

    
 (this 

proof also works if we assume 
  

    
 is larger). For the purpose of contradiction, 

assume 
     

         
 

  

    
. We cross-multiply and simplify to get                 

and we divide both sides by           to get 
  

    
 

  

    
, which contradicts our 

assumption that 
  

    
 

  

    
; therefore, Equation (52) must hold.  

Equation (53) is derived from the fact that both gi and gj are -balanced 

(Lemma 4), so we know that the maximum relative frequency of either gi and gj 

must be  
 

 
 (Definition 5); i.e.,     

  

    
 

  

    
  

 

 
. 

Finally, Equation (54) holds because 
     

         
 is a general expression for 

any relative frequency in a merged group Ti, which we can replace with the 
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specific maximum relative frequency of Ti, namely    , to get the desired result: 

    
 

 
.  

 

A question remains: how likely is it that the condition 2 > 1/ in Property 

(ii) of Theorem 4 holds? The answer is as likely as the gap 2  1 is greater than 

1/  fmax/|T|, which is the gap created by the floor function  = |T|/fmax. In 

fact, if 2  1/ > 1 – fmax/|T|, then 2 > 1/ follows because 1 ≥ fmax/|T| 

(Equation (8)). In practice, 2  1/ > 1 – fmax/|T| normally holds. 

The next theorem is the correctness counterpart of Theorem 4 for the 

case of SA‟  SA. Notice a difference in Theorem 5 (i) from Theorem 4 (i). In 

Theorem 5 (i) we say Ti is “nearly” -balanced wrt SA‟. We say this because 

    
 

   
 approaches 

 

 
 when  approaches 1 and the definition of  = 1 / (1 – 

(1/‟)) given in Theorem 5 implies  approaches 1 when ‟ = |T‟|/fmax is large. 

Note that we expect ‟ to be large when SA‟  SA because we expect SA‟ to 

contain SA-values with small frequencies (including the maximum frequency in 

SA‟, fmax). 

 

Theorem 5 (Partitioning properties when SA’  SA). Let SA‟  SA. If 1i is the 

maximum relative frequency in sub-table Ti, 2 is the bound on posterior 

knowledge Pr[X = x | Y = y], {T1,…,Tk} is a partitioning of T returned by the PP 
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algorithm, and  = 1 / (1 – (1/‟)), ‟ = |T‟|/fmax, where fmax is the maximum 

frequency of SA‟-values in T (and T‟), then  

(i) Ti is nearly -balanced wrt SA‟ and 1i ≤ /(  ) 

(ii) If 2 > /(  ), then 1i < 2 

  

Proof: We will prove (i) by showing 1i ≤ /(  ). Note that (ii) immediately 

follows from (i), since we are given 2 > /(  ) and we can substitute “< 2” for 

“≤ /(  )” in 1i ≤ /(  ) to get the desired result. We will prove (i) in several 

steps and provide details for each step after Equation (57).  

Let fi and fj be frequencies of the same SA-value in initial groups gi and gj 

before merging. We have 

     
         

     
  

    
 

  

    
  (55) 

     
         

 
 

     
 (56) 

    
 

     
 (57) 

Equation (55) says a relative frequency in a merged group can never be 

larger than the maximum relative frequency in an initial group prior to merging, as 

in the proof of Theorem 4 (Equation (52)).  
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Equation (56) follows from Lemma 5, which says when SA‟  SA, an SA‟-

value in an initial group has a relative frequency less than or equal to /(  ), 

so we know that the maximum relative frequency of either gi and gj must be 

      ; i.e.,     
  

    
 

  

    
  

 

     
. 

Finally, Equation (57) holds because 
     

         
 is a general expression for 

any relative frequency in a merged group Ti, which we can replace with the 

specific maximum relative frequency of Ti, namely    , to get the desired result: 

    
 

     
.  

 

 Now that we have shown our PP algorithm is correct, next let us consider 

the time complexity. 

 

Theorem 6 (Time complexity). Let n be the size of the dataset T, i.e., n = |T|, let 

m be the domain size of SA, and let t be the number of initial groups generated 

by the balancing phase of the PP algorithm. The time complexity of the PP 

algorithm is                      . 

 

Proof: The total time complexity is made up of the sum of the time complexities of 

each of the three phases of the PP algorithm: balancing (     ), rearranging 

(     ), and merging (     ): 
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                                  (58) 

The balancing phase first requires the m SA-values to be sorted, which takes 

         time. Then each of the n records is examined only one time, taking 

     time. Therefore, 

                 

The rearranging phase first multiplies two t × m matrices A × AT (recall A 

represents the t initial groups g1,…,gt), which takes        time. Then the 

resulting t × t matrix A × AT matrix is used as input to the Reverse Cuthill-McKee 

algorithm, taking           time [23]. Therefore, 

                    

Finally, the merging phase involves running the dynamic programming algorithm 

in Figure 14. For the input sequence of size t, first all the values (g[i..j]),  i < j, 

can be computed in a pre-processing step, which takes       time. Then  i, at 

most t values of r are evaluated in the recursion in Step 2 of Figure 14, taking 

      time. Therefore, 

            

Hence, using Equation (58), we can say the time complexity is  

                               

Since                , adding       to       leaves us with a term         , 

which can be simplified to         ). Therefore, the overall time complexity is  
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as desired.  

 

Our experiments show that the number of initial groups, t, is quite small on 

real life datasets (no more than 20). This is because the balancing phase 

maximizes the size of each initial group. Therefore, the PP algorithm is linear in 

the cardinality n of T. 

4.4 Experimental Evaluation 

We now evaluate the effectiveness of our algorithm. 

4.4.1 Experimental Setup 

We compare Perturbation Partitioning against two competitors. The first is 

Anatomy [95] (code downloaded from the author‟s website5), a partition-based 

algorithm, known to have lower error for count queries than generalization [95]. 

The second is the conventional Uniform Perturbation (Equation (5)) without data 

partitioning, known to maximize retention probability for ensuring (1, 2)-privacy 

[10]. We abbreviate these algorithms as Ana (Anatomy), UP (Uniform 

Perturbation), and PP (Perturbation Partitioning). For PP, we set the confidence 

level (1  ) = (1  0.05) on the probabilistic error bound in Section 4.2.2. Our 

algorithm is written in C++ and all experiments were run on a Core(TM) 2 Duo 

CPU 3.00 GHZ PC with 4GB of RAM. 

                                            
5
 http://www.cse.cuhk.edu.hk/~taoyf/paper/vldb06.html 
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This chapter focuses on the utility for answering count queries, a metric 

used in both partition-based [38][95][99] and randomization-based [78] 

approaches. This is a very practical utility metric because it takes into account 

how the correlation between sensitive and non-sensitive attributes is affected by 

randomization. After all, a data publishing solution is only interesting if we can 

use it to answer queries accurately. Because we uniformly perturb the sensitive 

attribute and we never consider the non-sensitive attributes during perturbation, 

the queries we generate (described in detail below) are on random samples of 

the data following the same distribution as the whole table. Therefore, we can 

reconstruct the distribution of sensitive attribute values of a sample of records, 

i.e., answers to count queries on sensitive and non-sensitive attributes, the same 

way we reconstruct the distribution of sensitive attribute values for the entire 

table  (see Section 3.3).   

We generate a random query pool of count queries. A count query has the 

following form 

     Q: SELECT COUNT(*) FROM T 

WHERE A
1
 = a

1
 AND ... AND A

d
 = a

d
 AND SA = x

i
 

(59) 

where Aj is a non-sensitive attribute and aj is a value from the domain of Aj,  j = 

1,...,d, and xi is an SA-value. The query computes the number of records that 

satisfy the condition (A1 = a1 AND ... AND Ad = ad AND SA = xi). We 

generate a random query pool of count queries as follows. First, we create 200 

random conditions of the form (A1 = a1 AND ... AND Ad = ad), and for each of 

these 200 conditions, and for each of the m values xi in the domain of SA, we 
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generate a count query following the template in Equation (59). Specifically, we 

select a value d from {1, 2, 3} uniformly at random, sample d non-sensitive 

attributes A1,…,Ad uniformly at random without replacement, and for each Ai, we 

select a value ai from Ai‟s domain uniformly at random. 

 Observe that the query in Equation (59) counts one group for a (GROUP 

BY A1,...,Ad, SA) query; for the set of records satisfying the condition on 

(A1,...,Ad), we determine the distribution of SA. Previous research [38] 

reveals that partition-based approaches like Ana perform poorly in terms of utility 

for GROUP-BY queries, which are very useful for data analysis. We confirm that 

finding in this section.   

We report the reconstruction error (Definition 2) on count query estimates 

over queries in the query pool that pass a selectivity s = 0.1%, 0.5%, 1%, where 

selectivity of a query is defined as the percentage of records satisfying the query 

condition. First let us derive an efficient reconstruction formula when P is the -

diagonal matrix in Equation (5). Applying P in Equation (5) to the approximation o 

= P × F* from Section 3.3, we get 

1

|*|)1(*








 Tom
f i
i  (60) 

Let us determine how Equation (60) is derived. We know the 

approximation o = P × F* holds, i.e., 
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Therefore,  

    
 

     
   

     
 

     
   

     
 

     
   

 
 

We can simplify the above equation to 

    
 

     
   

   
 

     
    

        
      

      
   

Assuming the sum of all estimated frequencies is equal to the size of the dataset, 

i.e.,    
  

       , we can define oi in terms of fi and |T| only because       
  

  
        

      
      

 
. Therefore, we have 

    
 

     
   

   
 

     
        

   

Solving for fi*, we obtain Equation (60). The reconstruction in Equation (60) is 

efficient because it does not require computing the inverse matrix P-1 as in [45] or 

involving any iterative computation as in [9]. 

Now let us consider how to estimate the answer for the count query Q in 

Equation (59) for Uniform Perturbation, Perturbation Partitioning, and Anatomy.  

Uniform Perturbation. For Uniform Perturbation, a single table T* is 

produced by a perturbation matrix P in Equation (5). To compute the estimate est 
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of the query result, we retrieve a set of records from T*, denoted Res, using the 

following modified query of Q:  

Q‟: SELECT * FROM T* WHERE A
1
 = a

1
 AND … AND A

d
 = a

d
 

Let oi be the frequency of xi in Res. Then the estimate est of Q is computed by 

Equation (60) with |T*| being replaced with |Res|.  

Perturbation Partitioning. For Perturbation Partitioning, multiple sub-

tables T1*,…,Tk* are produced, where each Ti* is produced by perturbing the sub-

table Ti using Pi described in Section 4.2. An estimate estj for each Tj*, j = 1,…,k, 

can be computed as described above, and the sum ∑j estj is returned as the 

estimate for the query answer. 

Anatomy. Anatomy [95] assumes that the table T contains a set of non-

sensitive attributes denoted QI and the sensitive attribute SA. Anatomy partitions 

T into anatomized groups, or groups for short, and publishes such groups in two 

tables. Let GID be the new attribute for storing the group identifier. The first table 

QIT contains all non-sensitive attributes and GID. The second table ST contains 

GID and SA. Suppose that a group g with GID = i contains the records r1,…,rk. 

Then (r1[QI], i),…,(rk[QI], i) belong to QIT, and (r1[SA], i),…,(rk[SA], i) belong to 

ST. Let g(QIT) denote the set of records for g in QIT, and g(ST) denote the set of 

records for g in ST.  

A group gi matches the query Q in Equation (59) if some record in gi(QIT) 

satisfies the condition on the non-sensitive attributes (i.e., A
1
 = a

1
 AND … AND 

A
d
 = a

d
) and gi(ST) contains the SA-value xi. Let g1,…,gk be all the groups that 



 

 109 

match the query. Let c(gi, SA = xi) be the count of xi in gi(ST) and let  c(gi, A1
 = 

a
1
,…, A

d
 = a

d
) be the number of records in gi(QIT) satisfying the condition on 

non-sensitive attributes. Then the query answer is estimated by  

est = ∑i c(gi, A1
 = a

1
,…, A

d
 = a

d
)  c(gi, SA = x) / |gi|. 

See more details in [95]. 

We use the CENSUS dataset as used in the previous work [95]. The 

CENSUS dataset has 8 discrete attributes (domain size in brackets): Age (77), 

Gender (2), Education (14), Marital (6), Race (9), Work-class (7), Country (70), 

and Occupation (50).  We used two datasets of varied cardinality |T| downloaded 

from [95]. OCC denotes the dataset with Occupation as SA (m = 50) and all other 

attributes as non-sensitive attributes. EDU denotes the dataset with Education as 

SA (m = 14) and the remaining attributes as non-sensitive attributes. OCC-|T| 

and EDU-|T| denote the samples of OCC and EDU with the size |T|, where |T| 

ranges over 100k,…,500k. In Figure 15, OCC-300k has a more balanced SA 

distribution, whereas EDU-300k has a much more skewed SA distribution. The 

distributions are very similar for other values of |T|. The choice of these datasets 

enables us to evaluate the utility for different data characteristics. 

To evaluate what effect the number of SA-values and the skewness of the 

data have on our approach, we also experiment with a synthetic dataset that has 

relative frequencies fi/|T| following the Zipfian distribution6: for the ith most 

frequent SA-value xi, i = 1,…,m, the relative frequency fi/|T| is given by  

                                            
6
 http://en.wikipedia.org/wiki/Zipf‟s_law 
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where  determines the amount of skewness, or decreasing rate of f(i, , m). We 

use  = 1, 2, 3. We denote this distribution as ZIP use it to experiment with 

different values of |T| = 100k to 500k and m = 50 to 150. Figure 16 shows the ZIP 

distribution is even more skewed than that of the EDU dataset, especially for 

larger values of . The distributions are very similar for other values of |T| and m. 

Figure 15. CENSUS Frequency Distributions  

  

Figure 16. ZIP Frequency Distributions 
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4.4.2 Publishing Balanced Data 

For the balanced OCC-|T| datasets, SA (i.e., Occupation) has domain size 

m = 50 and maximum relative frequency of 7%. For (1, 2)-privacy (used by UP 

and PP), we set 1 = 1/13 to ensure SA‟ = SA (to protect all SA-values) and we 

set 2 = 1/6, 1/5, 1/4, 1/3. Ana uses the L-diversity [66] privacy requirement to 

bound the probability of inferring an SA-value by 1/L. We set L = 6, 5, 4, 3 for 

Ana to match the above setting of 2, since 1/L and 2 both refer to a bound on 

posterior probability. In the following, we refer to L only because 2 = 1/L. 

Figure 17 shows the comparison of errors for various L (the upper part) 

and |T| (the lower part). We observe several findings. First, PP incurs less error 

than Ana. As L decreases for Ana (thus, 2 increases for UP and PP), PP 

benefits from a weaker privacy requirement whereas Ana has little change. Ana‟s 

poor result echoes the findings in previous work [38].   

Second, as minimum selectivity s increases, error decreases. We expect 

this trend, since a larger s means there are more records available for 

reconstruction (see the Law of Large Numbers in Section 2.1.2). We actually 

want a higher error for lower s because more protection is required for unique, or 

nearly unique, records. For example, we expect a query that asks for the subset 

of patients under the age of 10 living in a retirement community to be very small. 

Assume the query answer is a single record belonging to Bob. To protect his 

privacy, we should disallow the accurate reconstruction of Bob‟s sensitive 

information. This complementary relationship between privacy and utility is an 

attractive characteristic of randomization-based approaches.     
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Third, PP has much lower error than UP, especially for a small minimum 

selectivity s. This confirms our proposed approach is useful for aggregate data 

mining and data analysis. To better understand why PP has much lower error 

than UP, Table 3 compares the retention probability of UP and PP. The average 

retention probability for Ti is significantly larger than that for T. Recall that the 

retention probability is equal to  / (m  1 + ). For T, m = 50, and for Ti, the 

average domain sizes mi are shown in Table 4 (4th row), which are significantly 

smaller than m. On the other hand, the average i for Ti , in Table 4 (5th row), are 

nearly the same as   2.5 for all |T| because our algorithm maintains the -

balanced property for Ti (Theorem 4 (i)). 

Figure 17. OCC: Error vs. L (|T| = 300k), Error vs. |T| (L = 6) 
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Table 3. Retention Probability, OCC-300k 

L 6 5 4 3 

UP 2.9% 4.0% 5.9% 9.4% 

PP 9.0% 12.3% 17.3% 25.7% 

Table 4. Statistics for PP, OCC-|T|, 2 = 1/6  

|T| 100K 200K 300K 400K 500K 

# init. grps t 17 18 19 20 20 

# of Ti* 15 8 10 11 12 

avg. mi 15.0 20.9 17.3 17 18.4 

avg. i 2.6 2.7 2.6 2.6 2.8 

 

To summarize, on the CENSUS datasets, our approach leads to a relative 

increase of more than 100% in the retention probability in Table 3, compared to 

the traditional Uniform Perturbation. This increase translates into a relative 

decrease of more than 200% in the reconstruction error for count queries in 

Figure 17. 

To have a closer look, Figure 18 plots one point (act, est) for each query 

passing the minimum selectivity s = 0.1%, where est is the estimated query 

answer and act is the actual answer. The diagonal line in Figure 18, x = y (act = 

est), represents the perfect case of no error.  

PP has the best concentration of points near the diagonal line, followed by 

Ana, followed by UP. We qualify this claim using linear regression, a correlation 

analysis between the variables. The equation for the line that best fits the points 

in PP‟s graph is shown in the lower right-hand corner of the graph in Figure 18 



 

 114 

(c) and is extremely close to x = y. We judge the goodness of fit with the given R2 

value; R2 x100 gives us the percent of the variation of the y-variable that is 

explained by the variation of the x-variable (a perfect fit has R2 = 1). This study 

verifies our claim that the accuracy of count queries can be increased by 

reducing the domain size for randomization. 

Figure 18. est vs. act: OCC-300k, L = 6, s = 0.1% 

(a) Ana (b) UP (c) PP 
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Ana requires that T satisfies the eligibility condition [95]: 1/L  highest 

relative frequency of any SA-value in T, which is 27%. However, this condition is 

not satisfied by the above settings of L. To run Ana, we have no choice but to 

first suppress records having the most-frequent SA-value until the highest 

relative frequency in the remaining data is no more than 1/L. The following 

discussion refers to Ana extended with this pre-processing step.  

Figure 19 shows the comparison of errors.  

Figure 19. EDU: Error vs. L (|T|=300k), Error vs. |T| (L=10) 
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records to satisfy the eligibility condition for a specified L. Such record 

suppression leads to significant under-estimation of query counts. This study 

reveals an additional strength of randomization-based approaches, besides 

being less vulnerable to corruption attacks: it provides the flexibility of focusing 

on less frequent SA-values. 

As suggested in Chapter 1, our approach should outperform the traditional 

randomization approach, Uniform Perturbation, when the number of SA-values, 

m, grows. So far, we have only considered relatively small m ≤ 50. To examine 

how utility is affected by a larger m, we experiment with the synthetic ZIP 

datasets described earlier in Section 4.4.1. Since these synthetic datasets do not 

have QI-attributes, we cannot use the reconstruction error of count queries to 

evaluate utility, but we can use the traditional reconstruction error metric 

(Definition 2) on the distribution instead. As Anatomy can always reconstruct the 

original frequency distribution with 100% accuracy, we do not include it in this 

experiment. The results are shown in Table 5 using 1 = 1/13, 2 = 1/6, |T| = 

300k,  = 1. 

Table 5. ZIP: Reconstruction Error vs. m 

m PP UP 

50 36.5% 99.4% 

75 14.0% 155.1% 

100 17.7% 221.0% 

150 22.8% 370.9% 

 

As m increases, there is no evidence that PP‟s error increases or 

decreases. This makes sense, since PP always tries to reduce the number of 
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SA-values in each sub-table and the total number of SA-values should make little 

difference. UP‟s extremely high error for increasing m confirms that a partitioning 

approach like PP is necessary.  

This last result also confirms our statement about Figure 19: PP 

degenerates to UP because of the small m, not because the data is skewed. To 

further demonstrate this point, consider the effect skewness  has on both 

algorithms in Table 6 using 1 = 1/13, 2 = 1/6, |T| = 300k, m = 50. 

Table 6. ZIP: Reconstruction Error vs.    

 PP UP 

1 36.5% 99.4% 

2 26.7% 174.5% 

3 12.0% 44.8% 

 

Table 6 shows that as the skewness increases, PP‟s reconstruction error 

actually decreases. This occurs because as the data becomes more and more 

skewed, less and less SA-values need to be protected under (1, 2)-privacy. We 

expected the same trend for UP, but UP has an increase in reconstruction error 

when  = 2.  

This interesting deviation led us to examine the data results more closely 

and uncover another advantage of our PP algorithm. When   = 2, the distribution 

is highly skewed (see Figure 16), which makes reconstruction on the entire 

distribution unstable for the lower frequency SA-values, leading to UP‟s high 

error of 174.5%. Since PP partitions the table into sub-tables and reconstructs 

the distribution of these more balanced sub-tables (highly frequent SA-values are 
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distributed proportionately to each sub-table – see Example 7 for an illustration), 

the reconstruction under PP is more stable. The reason reconstruction stabilizes 

again for UP when  = 3 is because there are fewer SA-values (and fewer lower 

frequency SA-values). From Figure 16, we see that only 9 SA-values have non-

zero frequencies when  = 3.  

4.4.4 Runtime 

Theorem 6 shows that PP‟s efficiency depends on the number of initial 

groups, t. Table 4 (2nd row) shows t for the OCC datasets, where the average of t 

ranges from 17 to 20. With such a small t, PP is essentially linear in the data 

cardinality |T|. In fact, on both OCC and EDU, PP finishes in no more than 30 

seconds for all cardinalities tested and is comparable to Ana and UP (see Figure 

20). Ana is faster on EDU only because the record suppression in pre-processing 

significantly decreases the table size, but at a heavy cost of a much larger error 

for count queries (see Figure 19). 

Figure 20. PP, UP, and Ana: Runtime vs. |T| 
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4.5 Discussion 

We conclude this chapter on Sub-Table Perturbation by summarizing our 

findings, discussing alternative approaches, advantages of our proposed 

approach, limitations of our proposed approach, any outstanding challenges, and 

areas for future work. 

Summary. Random perturbation has been extensively studied in the 

literature as an important technique for privacy protection. Previous methods 

unfortunately suffer from a notoriously low retention probability under most 

practical scenarios, due to the fact that randomization is over the entire domain 

of a sensitive attribute, which causes “over-randomization”. In this chapter, we 

proposed a new randomization methodology where only a sub-domain of a 

sensitive attribute is involved in randomization. This approach retains more data 

while providing the same level of privacy by simultaneously increasing retention 

probability and replacing probability. On the CENSUS datasets, this approach 

leads to a relative increase of more than 100% in the retention probability (Table 

3), compared to the traditional Uniform Perturbation. This increase translates into 

a relative decrease of more than 200% in the reconstruction error for count 

queries (Figure 17). 

Alternatives. As discussed in Section 2.1, there are two alternatives to 

our privacy preserving data publishing approach: partition-based approaches 

(Section 2.1.1), like Anatomy [95], or other randomization-based approaches that 

do not partition the microdata Table into sub-tables (Section 2.1.2), like Uniform 
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Perturbation (Equation (5)), known to maximize retention probability for ensuring 

(1, 2)-privacy [10].  

Not only is Anatomy susceptible to corruption attacks (see Section 1.1), 

we showed experimentally that our randomization-based algorithm, Perturbation 

Partitioning, has lower reconstruction error for count queries. To our knowledge, 

this is the first work to propose a randomization-based method that outperforms a 

partition-based method in terms of utility, and we consider it to be a major break-

through.  

We discuss theoretically why a partitioned randomization-based approach 

should outperform a non-partitioned randomization-based approach in Section 

4.2 and we have confirmation of this experimentally, as our Perturbation 

Partitioning algorithm has lower reconstruction error for count queries, compared 

to the traditional Uniform Perturbation.      

Advantages. As repeated throughout this thesis, there are several 

advantages of our proposed algorithm, Perturbation Partitioning (PP): 

 PP avoids corruption attacks, since each record is perturbed 

independently, the knowledge of one individual‟s SA-value provides no 

clue about another individual‟s SA-value. 

 PP increases the utility of reconstruction count queries, which is very 

useful, since it is the basis of many data mining operations like 

classification [26], frequent itemset mining [30][31][81], etc. 
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 PP is fast; it takes less than 30 seconds to run on a dataset size of 500k 

records. 

Limitations. There are several limitations of our approach, leaving room 

for improvement: 

 PP does not protect against downward privacy breaches (Definition 1), 

where an example of a downward 90%-to-40% privacy breach is if, before 

publication, the probability that a patient was in the hospital for flu is 

very high (90% or higher), then after publication it likely that the patient 

has another (perhaps more serious) disease, since the probability that a 

patient has the flu decreases a great deal (40% or lower). Most data 

publishing research (e.g., [66][82][84]) is not concerned with this type of 

breach, but it may be a breach of privacy nonetheless. 

 PP is limited to prior probability of the form Pr[X = x], when in general 

prior knowledge can be any property Q(X). Although more restricted, this 

criterion still provides a strong notion of privacy. To our knowledge, most 

work in the literature also adopt a similar criterion, including the L-diversity 

principle [66] used by Anatomy [95]. A main concern in this chapter is how 

to ensure the same level of privacy for each individual sensitive value in 

the proposed partitioning approach. A large portion of our work is devoted 

to this guarantee. With this guarantee, we believe this work opens an 

avenue for improving the utility of randomization-based approaches, 

which are more robust to background knowledge attacks than partition-



 

 122 

based approaches. We discuss this limitation in more detail below under 

“Challenges.” 

 PP uses the standard Uniform Perturbation (Equation (5)) operator to 

perturb records within sub-tables; however, other operators exist, such as 

the one we propose in the next chapter. 

  PP minimizes a probabilistic error bound on distribution reconstruction. 

As discussed above, this may be a good metric to optimize if the data 

analysis on the solution is limited to certain data mining tasks; however, it 

is not a good metric for general-purpose use (see detailed discussion at 

the beginning of Chapter 2). 

  PP must store (for reconstruction purposes) more information than non-

partitioned randomization-based approaches, because instead of one 

retention probability per dataset, we now have one retention probability 

per sub-table in the partitioning. We do note in Section 4.3.4 that the 

number of initial groups is small (i.e., < 20 on 500k records), therefore 

final number of sub-tables will be small as well, so this extra storage is not 

a major limitation. 

 PP is a heuristic. As our problem is a clustering problem, for which the 

optimal solution will likely take too long to run in practice, we resort to 

proposing a heuristic. Each phase of our algorithm, however, is 

theoretically justified and carefully designed to maximize utility.   
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Challenges. There are three major challenges we face when we 

independently perturb records within sub-tables: 

 Complicated privacy guarantees. A large percentage of this chapter is 

devoted to proving the privacy guarantee and some of the proofs are not 

straightforward. By opting to use a very simple perturbation operator (i.e., 

Uniform Perturbation), we drastically cut down the complexity of these 

proofs. We will present a more useful perturbation operator in the next 

section; however, incorporating it, or other future perturbation operators, 

into the partitioning framework we presented in this chapter will be a 

challenging task.  

 Privacy leaks. One of our limitations is that we only consider prior 

probability on predicates Q(X) of the form “X = x” for an individual sensitive 

value x; therefore, our posterior probability Pr[Q(X) | Y = y] < 2 limits the 

probability of inferring an individual value x, which is more restricted than 

the original (1, 2)-privacy guarantee [31], where Q(X) is a general 

expression. This leads to the leakage of Pr[X = x1 or … or X = xk | Y = y] = 

1 for sub-table Ti, where SAi = {x1,…,xk} is the domain of SA for Ti. For 

example, if the only SA-values in sub-table Ti are cancer, H1N1, and 

AIDS, then a patient in sub-table Ti is guaranteed to have one of these 

diseases. 

We approach this challenge this way: we get better utility at the 

expense of giving up excessive protection. Consider the SA of 

standardized medical diagnoses (ICD-9 codes) that consist of over 15,000 
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different values7. All previous randomization methods create uncertainty 

by replacing an original value with a value randomly chosen from the 

15,000 values. Such uncertainty is far more than what is required for 

privacy and leads to a retention probability that is so low, that perturbed 

data is of little use. We restrict perturbation to a smaller subset SAi = 

{x1,…,xk} (say 20 values) and still create sufficient uncertainty for privacy, 

but have a much larger retention probability.  

 Optimizing utility for a small m. We cannot restrict perturbation to a subset 

of SA-values if the domain size of SA, m, is too small. We mentioned why 

in the point above. Also, we show in our experiments that our partitioning 

approach degenerates into the classical un-partitioned Uniform 

Perturbation when m is small (see Figure 19).  

Future Work. This chapter opens several interesting avenues for future work, 

including: 

 Privacy leaks. We can investigate how much privacy is lost due to Pr[X = 

x1 or … or X = xk | Y = y] = 1 privacy leaks (discussed above under 

“Challenges”). This problem may be of interest to researchers studying 

user-guided computation, where a user intervenes to tell the algorithm 

whether a proposed solution is acceptable or not. In this case, a user may 

decide what pairs of SA-values can (or cannot) be grouped together, or a 

user may specify which groups are unacceptable and ask for a new 

solution. For example, a solution that groups several types of cancer 

                                            
7
 http://icd9cm.chrisendres.com/ 

http://icd9cm.chrisendres.com/
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(e.g., breast cancer, lung cancer, etc.) together still reveals that a 

patient has cancer, so it may not be an acceptable solution. 

 Non-uniform operators. It would be interesting to apply other perturbation 

operators to our algorithm framework and prove correctness of those 

operators. 

 Optimal solutions. Another interesting direction is to explore if there are 

any restrictions on the problem at hand, so that the complexity of our 

clustering problem can be reduced, and the optimal solution can be 

solvable in polynomial time. 
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5: FINE-GRAIN PERTURBATION 

In the last chapter, we measured utility based on a probabilistic error 

bound, which is most useful when the data will be used for data mining tasks, 

such as computing statistics like counts for classification [26] and association rule 

[30][31][81] mining. Now we want to turn our attention to a utility metric, which we 

call record utility (defined in Section 5.2.2) designed specifically for data 

publishing. This metric is useful when the truthfulness of data at the record level 

is important.  

For example, records may be published for human reading, where a 

published value differing from the original value is considered an error. 

Publishing a value differing from the original value was not considered an error in 

the last chapter. The utility metric in the last chapter only measured how 

accurately the distribution of SA-values could be reconstructed, which depends 

on the retention probability, privacy requirement, and number of records used to 

reconstruct the distribution, not on the truthfulness of the data.  

In this chapter, we discover a way to maximize record utility by capitalizing 

on the individual privacy requirements on different SA-values.    

5.1 Overview 

We know from Equation (5) that in order to increase the retention 

probability of Uniform Perturbation, we need to increase  
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Notice that we can increase this retention probability two ways: decrease 

m, the domain size of SA, as we did in the last chapter, or increase , the privacy 

parameter, as we aim to do in this chapter. Previously, we said it was not obvious 

how to increase , since it is computed based on privacy parameters set by the 

publisher (i.e., by 1 and 2 in Equation (6)); however, a key observation 

motivates our work. 

Fine-Grain Privacy. SA-values are not equally sensitive and should be 

perturbed according to a probability distribution that matches their sensitivity.  We 

extend (1, 2)-privacy in the literature [31] to allow fine-grain (1i, 2i)-privacy for 

each SA-value xi. Informally, this privacy notion limits the posterior probability of 

inferring the original SA-value xi (after seeing the perturbed record) to less than 

2i whenever prior probability is no more than 1i.  

We identify the optimal fine-grain perturbation operator for a given (1i, 

2i)-privacy requirement for all SA-values xi, where P[i][i] is the retention 

probability for xi. In real life applications, the publisher will set the (1i, 2i)-privacy 

parameters for each SA-value xi based on the perceived sensitivity of xi. We set 

(1i, 2i) parameters based on the intuition that “less frequent values are more 

sensitive”, which holds in many practical cases.  

Under this assumption, in Figure 21, heart disease is the least 

sensitive SA-value because it is the most common deadly disease and H1N1 is 

the most sensitive SA-value because it is the least common; many people have 
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died from the swine-flu virus H1N1, but more people have died from heart 

disease
8. 

Figure 21. One Way to Define Fine-grain Privacy 

 

 

To see how specifying privacy at a finer grain can increase , and thus 

increase retention probability, let us consider an example using the SA-values 

and concept of fine-grain privacy depicted in  Figure 21. 

 

Example 10 (Fine-grain perturbation). Suppose we have the following 

distribution out of 14 records in dataset T: 4 heart disease (HD), 4 cancer, 

3 AIDS, 2 malaria, and 1 H1N1. Since heart disease is the most frequent  

SA-value, an adversary‟s background knowledge that a particular patient in the 

dataset has heart disease may be much higher than the least frequent H1N1. 

Therefore, the publisher may wish to set the fine-grain bound on prior knowledge 

                                            
8
 http://top10stop.com 
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for the more common diseases, as shown in Table 7, where 1i and 2i denote 

the fine-grain bounds on prior and posterior knowledge for SA-value xi.  

In Table 7, the publisher kept a constant gap between 1i and 2i, i.e., 2i = 

 × 1i,  = 3; meaning if prior knowledge is no more than 1i, then after 

publication, posterior knowledge will be less than 3 times 1i. Note this is only 

one way to set fine-grain privacy parameters; in general, the publisher can set 1i 

and 2i in any way he/she sees fit.  

The Uniform Perturbation (Equation 5) and Optimal Fine-grain 

Perturbation operators for this example are given in Figure 22 (a) and (b).  

Table 7. Fine-grain Privacy Specification for Example 10 

  Most common  Least common  

 HD Cancer AIDS Malaria H1N1 

1i  
     

     
     

     
    

2i   
      

     
     

     
    

i 15 15                    

 

We will come back to this example later to see how the matrices in Figure 

22 (a) and (b) are derived. What is important to notice now is that the Fine-grain 

Perturbation operator has larger retention probabilities (along the diagonal) than 

the Uniform Perturbation operator. The higher retention probabilities will in turn  
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Figure 22. Comparison of Uniform and Fine-grain operators 
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allow randomization algorithms using Fine-grain Perturbation to retain more data 

than those using Uniform Perturbation.  

Let us consider why Uniform Perturbation‟s retention probability is so low. 

The Uniform Perturbation operator in Figure 22 (a) only has the option of using 

one 1 value and one 2 value, regardless of the publisher‟s specifications. 

Therefore, to provide protection for all 5 SA-values, Uniform Perturbation must 

use the smallest i in Table 7. In other words, Uniform Perturbation is forced to 

(over) protect all SA-values at the same level required by the most sensitive SA-

value, H1N1. 

Our Fine-grain Perturbation operator, on the other hand, is determined by 

an algorithm that accepts the publisher‟s exact fine-grain specifications as input. 

While both operators satisfy the same set of privacy requirements, Fine-grain 

Perturbation allows higher retention of data than Uniform Perturbation, because it 

can handle the privacy requirements at a finer granularity.  
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Note that it does not matter if we retain slightly less of the H1N1 and 

Malaria records than Uniform Perturbation (42.4% for Malaria and 33.6% for 

H1H1 under Fine-grain vs. 47% for Malaria and 47% for H1H1 under Uniform), 

because as a consequence, we can retain more of the more frequent heart 

disease (62.4%), cancer (62.4%), and AIDS (62.4%) records, which impacts 

more records overall (11 records make up the more frequent SA-values and only 

3 records make up the less frequent SA-values). We continue this example after 

we present our Fine-grain Perturbation algorithm in Section 5.3. 

5.2 Problem Statement 

The retention probability         
 

     
       , for Uniform 

Perturbation in Equation (5) diminishes as the privacy parameter  decreases. To 

boost the retention probability, we propose a new perturbation operator that 

allows the publisher to specify  (through specification of 1 and 2) at a finer 

granularity for each SA-value, following the intuition that not all SA-values are 

equally sensitive. Therefore, if some SA-value does not need as much 

perturbation as another, we should be allowed to retain more records that have 

that SA-value. 

Instead of the same uniform retention probability P[i][i] = p + q, each SA-

value xi in our Fine-grain Perturbation operator P has its own retention probability 

P[i][i] = pi + qi. We say that P is a fine-grain perturbation matrix if P[i][i] = pi + qi 

and P[j][i] = qi, j ≠ i, where qi = (1 - pi)/m. In other words, for each record with SA-

value xi, xi is retained with probability pi and is perturbed to yj with probability qi, 
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where yj is chosen from the domain of SA. A fine-grain perturbation matrix looks 

like 
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21

221

211

 (61) 

5.2.1 Privacy Requirement 

As in Chapter 4, we borrow (1, 2)-privacy from [31]: the posterior 

probability is less than 2 whenever the prior probability is not more than 1, 

where 1 < 2. For example, a (1 = 10%, 2 = 50%)-privacy breach occurs when 

an adversary‟s prior probability is less than or equal to 10% and posterior 

probability is greater or equal to 50%. If the prior probability is more than 10%, 

there is no (1 = 10%, 2 = 50%)-privacy breach.   

Our observation is that 1 and 2 depend on the sensitivity of a SA-value. 

For example, suppose the less sensitive heart disease requires (1/2, 2/3)-

privacy and AIDS requires (1/10, 1/7)-privacy. Now it is not even possible to have 

one (1, 2) setting: setting 1 ≥ 1/2 would not enforce (1/10, 1/7)-privacy for 

AIDS; on the other hand, setting 1 < 1/2 would not enforce (1/2, 2/3)-privacy for 

heart disease if prior probability falls into (1, 1/2]. To address this issue, the 

fine-grain privacy below extends the (1, 2)-privacy [31] to allow a different (1, 

2) for each value in SA. 
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Definition 6 (Fine-grain (1i, 2i)-privacy): Let (1i, 2i) be the privacy 

requirement for SA-value xi. There is an upward (1i, 2i)-privacy breach with 

respect to xi  SA if for some yj  SA, Pr[X = xi]  1i and Pr[X = xi | Y = yj]  2i. 

There is a downward (2i, 1i)-privacy breach with respect to xi  SA if for some yj 

 SA, Pr[X = xi] ≥ 2i and Pr[X = xi | Y = yj]  1i. Here, 0 < 1i < 2i < 1 and Pr[Y = 

yj] > 0.   

 

We say that (1i, 2i)-privacy holds if the above upward and downward 

privacy breaches are eliminated. 

5.2.2 Utility Requirement 

We measure two types of utility in Section 5.4. The first is the standard 

utility metric used in evaluating perturbation algorithms in data mining, which we 

call reconstruction error in Definition 2. This metric is appropriate for many 

aggregate data mining applications, where the distribution of SA-values, instead 

of the exact SA-value in a record, is the research target. 

The second type of utility, we argue, is more appropriate for Privacy 

Preserving Data Publishing. We propose a new utility metric, called record utility, 

which measures the expected percentage of records in T whose SA-values are 

unchanged in T*. This utility is useful when the truthfulness of data at the record 

level is important. For example, records may be published for human reading, 

where a published value differing from the original value is considered an error. 
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Definition 7 (Record utility): The record utility is defined as 

 
  

   
        

 

   

 (62) 

where F = (f1,…,fm) are the actual SA-value frequencies from an original table T 

and P[i][i] are the retention probabilities of SA-values xi, located along the main 

diagonal in P.  

 

We argue that record utility is a better utility metric than reconstruction 

error for privacy preserving data publishing because (a) it is not instance specific, 

so it is useful for measuring the quality of P, not just a specific instance T*, (b) it 

measures utility for an ad-hoc task, not just an aggregate data mining task and 

(c) we expect it to have a positive impact on reconstruction error, since retaining 

more SA-values helps reconstruct the distribution on SA. We will evaluate this 

impact experimentally in Section 5.4. 

5.2.3 Problem Definition 

We can now formally define our problem.  

 

Definition 8 (Optimal Fine-Grain Perturbation Problem): Given the microdata 

T and privacy parameters (1i, 2i), for all xi in SA, 0 < 1i < 2i < 1, i = 1,…,m, we 

want to find an optimal fine-grain perturbation matrix P, such that  i = 1,…,m,  

(i) (1i, 2i)-privacy holds on any T* generated by P and  
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(ii) record utility is maximized under (i).  

 

The problem in Definition (8) has a linear objective function and a set of 

linear interdependent privacy requirements. In the next section, we present a 

linear program solving the Optimal Fine-grain Perturbation Problem. 

5.3 Algorithm 

Figure 23 shows our algorithm for finding the optimal Fine-grain 

Perturbation Operator, called Fine-grain. Given the microdata T and privacy 

parameters (1i, 2i) for each value xi in SA, i = 1,…,m, Fine-grain computes the 

frequencies fi of all SA-values xi in Step 1. In Step 2, the i values are computed. 

These values represent how sensitive the SA-values are; a high i means xi is not 

very sensitive. In Step 3, a linear program is solved, which determines the 

optimal probabilities pi for xi. In Step 4, a fine-grain perturbation operator P is 

constructed.  

By rewriting the privacy constraint in Figure 23 as (m  1) × pi + i × pj  i 

 1, we have a linear program with a global maximizer. There always exists one 

solution satisfying the privacy constraints (i.e., pi = 0, for i = 1,…,m). Since 0 < 1i 

< 2i < 1, we have 1 < i < ; therefore, (1  pj)/m can never be zero, i.e., P never 

has zero entries. 

Uniform Perturbation is a special case of fine-grain perturbation, where all 

probabilities pi, i = 1,…,m, are equal, say to p. Therefore, the main diagonal 
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entries are p + q and all other entries are q = (1 - p)/m. Also, the privacy 

constraints in Figure 23 simplify to (p + (1 - p)/m) / ((1 - p)/m) ≤ , where  = min 

i, which corresponds to the most restrictive constraint in Figure 23. The objective 

function is maximized when p = ( - 1) / (m - 1 + ), so, P becomes the matrix 

given in Equation (5). 

Figure 23. Pseudocode for the Optimal Fine-grain Perturbation Algorithm 

 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

Example 11 (Fine-Grain vs. Uniform). Continuing from Example 10, Step 1 of 

our Fine-grain algorithm in Figure 23 determines the following relative SA-value 

frequencies for T: 

1. Determine relative SA frequencies fi/|T| from T; 

2. i = (2i(1-1i))/(1i(1-2i)), i=1,…,m; 

3. Solve the program for pi: 

         Objective function: 
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4. Construct P following Equation (61); 

5. Return P; 
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HD: 4/14 

Cancer: 4/14 

AIDS: 3/14 

Malaria: 2/14 

H1N1: 1/14 

Step 2 computes the i values,  i = 1,…,m, using i = (2i  (1 − 1i)) / (1i  (1 − 2i)): 


HD

 = (12/14  (1 – 4/14)) / (4/14  (1 – 12/14)) = 15 


Cancer

 = (12/14  (1 – 4/14)) / (4/14  (1 – 12/14)) = 15 


AIDS

 = (9/14  (1 – 3/14)) / (3/14  (1 – 9/14)) = 6 3/5 


Malaria

 = (6/14  (1 – 2/14)) / (2/14  (1 – 6/14)) = 4 1/2 


H1N1

 = (3/14  (1 – 1/14)) / (1/14  (1 – 3/14)) = 3 6/11 

Step 3 sets up the following Linear Program, which has an objective function on 

5 variables p
HD

, p
Cancer

, p
AIDS

, p
Malaria

, p
H1N1

, and a set of m × (m − 1) = 5 × 4 = 20  

privacy constraints.  

Maximize: 
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Subject to: 

                    

                  

                     

                  

     

           

  
       

  
 

           

  
           

  
 

           

  
         

  
 

           

  
            

  
 

Step 3 returns 

p
HD

  0.53 

p
Cancer

  0.53 

p
AIDS

  0.53 

p
Malaria

  0.28 

p
H1N1

  0.17 

Step 4 uses the result of Step 3 to construct P following Equation (61) as follows: 

P[1][1] = p
HD

 + (1 – p
HD

)/5  0.53 + (1 – 0.53)/5  0.624 

P[2][2] = p
Cancer

 + (1 – p
Cancer

)/5  0.53 + (1 – 0.53)/5  0.624 
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P[3][3] = p
AIDS

 + (1 – p
AIDS

)/5  0.53 + (1 – 0.53)/5  0.624 

P[4][4] = p
Malaria

 + (1 – p
Malaria

)/5  0.28 + (1 – 0.28)/5  0.424 

P[5][5] = p
H1N1

 + (1 – p
H1N1

)/5  0.17 + (1 – 0.17)/5  0.336 

All the non-diagonal entries P[j][i], j  i are computed by qi = (1 – pi)/m. For 

example, P[2][1] = (1 – p
HD

)/5  (1 – 0.53)/5  0.094. The resulting matrix P is 

given in Figure 22 (b). 

 Now, for comparison, let us compute the objective function (i.e., record 

utility) for both the Fine-grain and Uniform Perturbation operators given in Figure 

22. The record utility for Fine-grain 

  
 

  
        

 

  
        

 

  
        

 

  
        

 

  
        

  
 

  
        

 

  
        

 

  
        

 

  
        

 

  
        

      

As discussed earlier, Uniform is forced to use the smallest gamma,  = 3 

 

  
, to compute its diagonal entries P[i][i] =  / (m – 1 + ) = (3  

  
) / (5 – 1 + 3  

  
)  

0.470 (Equation (5)). Therefore, the record utility for Uniform 
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A 10% increase in record utility is due to the increased retention probability on 

the main diagonal. This is possible because Fine-grain perturbs less of the less-

sensitive SA-values.  

 

5.3.1 Analysis 

We now prove that Fine-grain‟s privacy constraints in Figure 23 guarantee 

(1i, 2i)-privacy as stated in Definition 8. Recall from Chapter 3 that in [31], a -

amplification condition is proposed to guarantee (1, 2)-privacy. The idea is to 

bound the ratio Pr[xk  y] / Pr[xi  y] by some  value derived from the privacy 

parameters 1 and 2. Intuitively, this says that if the probability of any SA-value 

being perturbed to the same value y differs by a factor not more than , (1, 2)-

privacy will hold. We now extend this approach to (1i, 2i)-privacy. First, we 

extend the -amplification condition to (1i, 2i)-privacy. 

 

Definition 9 (j-amplification condition). For yj  SA, let j be a (finite) real 

greater than 1. We say that a perturbation operator P is at most j-amplifying if  

.,...,1,,
]][[

]][[
mki

ijP

kjP
j    (63) 

  

In this condition, j is associated with the perturbed value yj because xi and 

xk are universal quantifiers for the condition. The derivation of  from 1 and 2 in 
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[31] cannot be directly applied to our case because j is associated with the 

perturbed value yj in Equation (63), whereas (1i, 2i) is a privacy requirement for 

the original value xi. To solve this problem, we first simplify the j-amplification 

condition. To do that, we first prove several useful properties of our fine-grain 

perturbation operator. The next lemma says that for a fine-grain perturbation 

operator, every entry on the main diagonal is the largest on its column and its 

row. 

 

Lemma 6 (Properties of fine-grain perturbation operator). For a fine-grain 

perturbation operator P, 

(i) P[j][i]  P[i][i] (largest in column i),  

(ii) P[i][k]   P[j][k] for i  k, 

(iii) P[j][j] ≥ P[j][k] (largest in row j). 

 

Proof: For P defined in Equation (61), every entry on the main diagonal is the 

largest on its column. This implies (i) and (ii). Property (iii) says that every entry 

on the main diagonal is the largest in its row. To see this, suppose, for the 

purpose of contradiction, that P[j][k]  P[j][j] > 0. From Equation (61), P[j][j] = pj + 

(1  pj)/m and P[j][k] = (1  pk)/m for k  j. We have (1  pk)/m – (pj + (1  pj)/m) > 

0. By rewriting, we get pj(1  m) > pk. This is a contradiction because m > 1 and 

pj and pk are non-negative, therefore (iii) must hold.  
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Now, using properties in Lemma 6, we simplify the j-amplification 

condition in Equation (63) so that it accommodates our notion of (1i, 2i)-privacy, 

which is a privacy requirement for the original value xi. 

 

Lemma 7 (j-amplification). A fine-grain operator P is at most j-amplifying if and 

only if  

.,,...,1,
]][[

]][[
jimi

ijP

jjP
j    (64) 

Proof: Compared to the general form in Equation (63), here we consider only the 

restricted case of k = j and i  j. From Lemma 6 (iii), we have P[j][j] ≥ P[j][k]; 

therefore, it suffices to consider only the case of k = j. We consider only i  j 

because, in the case of i = j and k = j, the condition in Equation (63) degenerates 

to P[j][j] / P[j][j] = 1  j, which holds trivially.  

 

Unlike in Equation (63), j in Equation (64) is associated with the original 

value xj through the same index j. Now since both i and (1i, 2i) are associated 

with the original SA value xi, we can derive the i-amplification condition for (1i, 

2i)-privacy from the (1i, 2i) parameters. This is stated in the next theorem. 
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Theorem 7 (Fine-grain privacy guarantee). Let P be a fine-grain operator. Let 

0 < 1i < 2i < 1 be the privacy parameters for xi, i = 1,…,m. Assume that P is at 

most j-amplifying for j = 1,…,m. Revealing Y = yj causes neither upward (1i, 2i)-

privacy breaches nor downward (2i, 1i)-privacy breaches if the following 

condition is satisfied: 

i

i

i

i

i 














2

1

1

2

1

1
 (65) 

 

Proof: The proof is similar to Statement 1 in [31], but it makes use of the 

properties in Lemma 6 and the simplified i-amplification condition in Equation 

(64) for a fine-grain perturbation matrix. Since Pr[X = xk] is nonzero on at least 

one xk, we have Pr[Y = yj]  Pr[X = xk]  P[j][k] > 0. P[j][k] > 0 because otherwise 

j will be infinite. By way of contradiction, we assume that there is an upward (1i, 

2i)-privacy breach: Pr[X = xi | Y = yj]  2i > 0.  

]Pr[

]Pr[
]][[

]Pr[

]][[]Pr[
]|Pr[

j

i

j

i
ji

yY

xX
iiP

yY

ijPxX
yYxX









  

The inequality follows from Lemma 6 (i). Let xq be an original SA value such that 

q  i and P[i][q] is as small as possible. From Lemma 6 (ii), P[i][k]  P[j][k] for i  

k. We have 
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]Pr[

]Pr[
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We know Pr[X = xi | Y = yj]  2i > 0, and it follows from the above that Pr[X = xi] > 

0. Therefore, we can divide the lower inequality by the upper inequality:  

]Pr[

]Pr[

]][[

]][[

]|Pr[

]|Pr[

i

i

ji

ji

xX
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iiP

qiP
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Since P is at most i-amplifying (Lemma 7), we have 

]Pr[

]Pr[11

]|Pr[

]|Pr[1
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It remains to notice that  

]|Pr[

]|Pr[11

2

2

ji

ji

i

i

yYxX

yYxX











;  

i

i

i

i

xX

xX

1

11

]Pr[

]Pr[1









 

So we arrive to a contradiction with the condition in Equation (65). To prove the 

statement for downward (2i, 1i)-privacy breaches, as in [31], we represent them 

as upward (1i‟, 2i‟)-privacy breaches with 1i‟ = 1 - 2i and 2i‟ = 1 - 1i, and then 

note that the condition in Equation (65) stays satisfied: 
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i
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With Theorem 7, the most relaxed i-amplification condition for (1i, 2i)-

privacy is derived by choosing the maximum i satisfying Equation (65), i.e., 

i

i

i

i
i

2

1

1

2

1

1













  (66) 

Following Theorem 7 and Lemma 7, the next theorem establishes the 

correctness of our algorithm in Figure 23. 

 

Theorem 8 (Correctness of Fine-grain). Fine-grain returns an optimal fine-grain 

perturbation operator P defined in Definition 8.  

 

So far, we have ignored the QI attributes in the definition of (1i, 2i)-

privacy. One question is whether background knowledge on QI will affect (1i, 

2i)-privacy. Consider (only) two SA values, lung cancer and breast 

cancer and suppose the adversary has background knowledge that a male is 

very unlikely to have breast cancer. Upon seeing a record in T* with Sex = M 

(a QI attribute), the adversary can immediately tell the original SA value for this 

record is lung cancer. However, this inference is not due to data publication; 

the adversary already knows that any record with Sex = M has SA = lung 

cancer before seeing the perturbed SA value. Thus, the impact of QI is on prior 

probability, not on posterior probability.  
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In general, we can show that background knowledge on QI does not affect 

our approach as long as the perturbation operator P is independent of QI, which 

is true in our case. To see this, we can model any background knowledge on QI 

by Z = z for an instance z of some random variable Z that depends on the QI 

value in a record. In Definition 6, the prior and posterior probabilities are now 

modified to Pr[X = xi | Z = z] and Pr[X = xi | Y = yj, Z = z], respectively. Therefore, 

all perturbation probabilities Pr[xi  yj] remain the same, so the amplification 

condition remains unaffected and Theorem 8 still applies. Depending on the 

background knowledge Z = z (such as Sex = M vs. Sex = F), each xi now may 

have several (1i, 2i) parameters. In this case, we will use the minimum i value 

for xi over the Z = z related to xi (computed by Equation (66)). 

5.4 Experimental Evaluation 

In this section, we evaluate the effectiveness of our new strategy for 

improving utility, namely, Fine-grain Perturbation. 

5.4.1 Experimental Setup 

To our knowledge, [86] is the only randomization work on data publishing 

that addresses corruption and duplicate attacks (see Chapter 2). Their least 

distorted case is when there is no sampling (i.e., k = 1) and no generalization on 

QI. In this case, their perturbation is exactly the same as Uniform Perturbation. 

We compare the following algorithms: UP – uses Equation (5) and Fine-grain – 

uses Figure 23. 
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We set 1i to the frequency fi, i = 1,…,m, and we use a tolerance 

parameter  > 1 to set 2i for the posterior probability. If 1i  1/, we set i to a 

large value so that there is no privacy concern on xi. If 1i
 < 1/, we set 2i =   

1i and compute i using Equation (66). We collect both record utility and 

reconstruction error (we refer to this as error) using inverse reconstruction [45] 

over 10 instances T*.  

Recall from Definition 7 that record utility is a function of retention 

probabilities and therefore only applies to randomization approaches; partition-

based approaches do not have retention probabilities. For this reason, we do not 

compare Fine-grain Perturbation to partition-based algorithms like Anatomy [95]. 

Our algorithms are written in C++ and we use Soplex (http://zibopt.zib.de) 

to solve our linear program. Soplex is a good simplex solver for pure linear 

programs (LP). It is an implementation of the revised simplex algorithm (see 

Chapter 5 of [49] for a detailed description of the algorithm). It features primal 

and dual solving routines for linear programs and is implemented as a C++ class 

library that can be used with other programs.  We ran all experiments on a 

Pentium IV 3.0 GHz PC with 2.0GB of RAM. 

We again use the real-life CENSUS dataset first described in Section 

4.4.1. Recall the CENSUS dataset has 8 discrete attributes (domain size in 

brackets): Age (77), Gender (2), Education (14), Marital (6), Race (9), Work-class 

(7), Country (70), and Occupation (50). We used two datasets of varied 

cardinality |T| downloaded from [95]. OCC denotes the dataset with Occupation 

as SA (m = 50) and all other attributes as non-sensitive attributes. EDU denotes 

http://www.zib.de/Optimization/Software/Soplex
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the dataset with Education as SA (m = 14) and the remaining attributes as non-

sensitive attributes. OCC-|T| and EDU-|T| denote the samples of OCC and EDU 

with the size |T|, where |T| ranges over 100k,…,500k. Figure 15 shows that OCC-

300K has a more balanced SA distribution, whereas EDU-300K has a much 

more skewed SA distribution. The distributions are very similar for other values of 

|T|. The choice of these datasets enables us to evaluate the utility for different 

data characteristics. 

To evaluate what effect the number of SA-values and the skewness of the 

data have on our approach, we also experiment with the synthetic dataset that 

has relative frequencies fi/|T| following the Zipfian distribution, also described in 

Section 4.4.1. Recall that  determines the amount of skewness of this 

distribution. We use  = 1, 2, 3, 4. We denote this distribution as ZIP use it to 

experiment with different values of |T| = 100k to 500k and m = 20 to 50. Figure 

16 shows the ZIP distribution is even more skewed than that of the EDU dataset, 

especially for larger values of . The distributions are very similar for other values 

of |T| and m. 

5.4.2 Publishing Balanced Data 

Our goal is to evaluate whether fine-grain privacy leads to better retention 

of data. In this section we consider the real life balanced OCC-|T| datasets, which 

have SA (i.e., Occupation) with domain size m = 50. The results comparing Fine-

grain and UP are shown in Figure 24, with record utility on the left and 

reconstruction error of the most frequent SA-value on the right. The top row 
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shows the results for decreasing privacy (i.e., increasing ) and the bottom row 

shows the results for increasing dataset size |T|.  

Figure 24. OCC: Utility vs.  (|T| = 300K) and vs. |T| ( = 20) 

  

  

 

Several findings are observed. First, as desired, Fine-grain has a much 

higher record utility than UP, with an expected percentage of retained records of 

almost 60% for more relaxed privacy settings. That is very high, considering that 

100% record utility could only occur when it is not necessary to guarantee 

privacy at all. Unlike with a utility metric like error, where we expect to get results 

near 0% error (or 100% accuracy), we do not expect to get near 100% record 

utility for reasonable privacy settings.  
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The second observed finding from Figure 24 is that Fine-grain incurs less 

reconstruction error than UP on the most frequent (i.e.,. least sensitive) SA-

value. This is expected because Fine-grain favors the retention of highly frequent 

SA-values in order to maximize the objective function shown in Figure 23.  

An interesting point is that, although our algorithm optimizes record utility, 

a better record utility translates into a better reconstruction error. For example, 

look at the top row of Figure 24; as record utility increases on the left, error 

decreases on the right. 

Another interesting point is that record utility does not change as |T| 

increases in the bottom-left corner of Figure 24. This makes sense, as record 

utility is not a function of |T| (see Definition 7); record utility is a function of the 

distribution and retention probabilities. Since OCC-100k, …, OCC-500k all have 

very similar distributions, the only way record utility could be different for 

increasing |T| is if the retention probabilities differ. However, we know from the 

Fine-grain pseudocode given in Figure 23 that the optimal retention probabilities 

will only differ for different distributions when privacy requirements and m remain 

the same. Therefore, record utility is independent of |T|.  

Figure 25 compares the overall reconstruction error for increasing 

selectivity s = 0.1%, 0.5%, 1%, where selectivity is defined as the minimum SA-

frequency considered. This error is computed as the average error for all SA-

values, not just the most frequent SA-value.  

We see all the expected trends in Figure 25. As selectivity increases, error 

decreases because an increased selectivity implies a decreased privacy risk, 
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since only SA-values with high enough frequencies (i.e., the non-sensitive SA-

values) pass a high selectivity. We also observe that as  increases or |T| 

increases, error decreases. 

Notice when all SA-values are considered, there is no significant 

difference in reconstruction error between Fine-grain and UP. This is because 

reconstruction error is more robust to data distortion at the record level. As 

expected, both utilities improve as the privacy tolerance  increases.  

Figure 25. OCC: Error vs.  (|T| = 300k) and vs. |T| ( = 20) for varying selectivity   
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ZIP-|T|. First let us consider EDU-|T|, where SA (i.e., Education) has domain size 

m = 14. The results for EDU-|T| are shown in Figure 26. Note that we use larger 

 values than in the previous experiment. This is to accommodate privacy 

settings for extremely small relative frequencies (i.e., 1i values) in this skewed 

dataset. 

Fine-grain again has better record utility and reconstruction error on the 

most frequent SA-value than UP. We also see the same trend as before: when 

the privacy tolerance  or dataset size |T| increases, record utility improves. 

However, as depicted in Tables 9 and 10, we find an unexpected trend: Fine-

grain has a higher reconstruction error than UP when we consider all SA-values. 

Moreover, Fine-grain has cases of intolerable reconstruction error (i.e., > 20%) 

when we consider all SA-values (indicated by unshaded cells in Tables 9 and 

10). 

On one hand, we are not surprised, since we optimized our algorithm for 

record utility, not reconstruction error. We succeeded, in the sense that our new 

perturbation operator always retains 5 to 20% more data, compared to the 

traditional Uniform Perturbation operator (left-hand side of Figure 24 and Figure 

26); however, a high record utility is a sufficient condition for a high 

reconstruction error, but it is not a necessary condition. For instance, consider an 

operator which transforms the original dataset T by randomly swapping the SA-

values of pairs of records so that every record in T* ends up with another 

record‟s SA-value. Since this operator did not alter the distribution of SA-values, 
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reconstruction error is maximized, while record utility is very low (imagine a 

researcher trying to use such a scrambled publication for ad-hoc analysis).  

On the other hand, it is interesting that a correlation between record and 

reconstruction error appears to hold for more balanced datasets like OCC-|T|, but 

not for more skewed datasets like EDU-|T|. A key difference in skewed datasets  

Figure 26. EDU: Utility vs.  (|T| = 300k) and vs. |T| ( = 30) 

  

  

Table 8. EDU: Error vs.  (|T| = 300k) for Varying s (shaded cells = tolerable error) 

  s 

  Fine-grain UP 

 0.10% 0.50% 1% 0.10% 0.50% 1% 

15 234.66% 82.96% 28.26% 2.75% 2.24% 1.87% 

20 126.55% 44.22% 21.35% 2.50% 1.77% 1.39% 

25 4.22% 2.20% 1.55% 1.77% 1.41% 1.17% 

30 95.10% 33.46% 7.45% 1.59% 1.26% 1.06% 
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Table 9. EDU: Error vs. |T| ( = 30) for Varying s (shaded cells = tolerable error) 

  s 

  Fine-grain UP 

|T| 0.10% 0.50% 1% 0.10% 0.50% 1% 

100k 183.73% 69.90% 11.97% 3.21% 2.22% 1.96% 

200k 83.72% 29.66% 8.97% 2.08% 1.50% 1.23% 

300k 95.10% 33.46% 7.45% 1.59% 1.26% 1.06% 

400k 71.65% 27.60% 5.95% 1.42% 1.00% 0.83% 

500k 73.38% 28.10% 5.26% 1.10% 0.86% 0.66% 

 

is that low-frequency SA-values only occur in a small number of records, which 

makes reconstruction unstable. Moreover, our Fine-grain algorithm is optimized 

for record utility, so it prefers the distortion of these low-frequency SA-values 

(small number of records overall) when it is globally optimal to retain more of the 

high-frequency SA-values (large number of records overall). Since data mining 

tasks generally use aggregate information shared by a large number of records, 

we do not see this as a negative result; rather, it highlights the orthogonal need 

for research that optimizes utility for aggregate data mining tasks, such as the 

work we presented in Chapter 4. 

The results for varying  and |T| were similar for the synthetic ZIP 

datasets. We examine what effect m has on utility in Figure 27. 

We observe several interesting trends in Figure 27. First, record utility 

decreases as m increases. Intuitively, this makes sense, since a larger m means 

there are more constraints that must be satisfied in the Fine-grain algorithm in 

Figure 23. Moreover, no probability in the perturbation matrix P in Equation (61) 

can be zero and each column must sum to 1; therefore, as the size of a column 

grows (i.e., as m increases), the retention probability on the diagonal will be 



 

 155 

forced to be smaller to accommodate the growing number of perturbation 

probabilities.  

Figure 27. ZIP: Utility vs. m ( = 30, |T| = 300k) 

  

 It is easy to see why retention probability is “dragged down” by a large m 

for UP (as m increases in P[i][i] = /(m – 1 + ), retention probability P[i][i] 

decreases). Let us reconsider Example 11 to see why retention probability is 

“dragged down” by a small m for Fine-grain as well. Not only will the retention 

probability P[1][1] = p
HD

 + (1 – p
HD

)/5 decrease if (1 – p
HD

) is divided by a larger m 

than 5, but p
HD

 will decrease in this case as well. The least sensitive SA-value 

Heart Disease (HD) participates in 2(m – 1) = 2(5 – 1) = 8 privacy constraints 

because for every pair of SA-values (e.g., least sensitive HD and most sensitive 

H1N1) there are 2 privacy constraints. One constraint involves the privacy 

parameter for HD (
HD

 = 15) and the other involves the privacy parameter for H1N1 

(
H1N1

 =   

  
): 
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Notice that these constraints place the following bounds on the least sensitive 

p
HD

: 

      
          

 
 

       
  

  
       

  
  

 

Both bounds decrease as (m – 1) = 4 increases; a larger (m – 1) would increase 

4 to a larger number, making the denominator larger in the first bound and the 

numerator smaller in the second bound. This is why record utility decreases as m 

increases. 

The second interesting trend in Figure 27 is that the reconstruction error of 

the most frequent SA-value remains about the same for increasing m for Fine-

grain, but increases significantly for UP (when m = 50, Fine-grain has almost six 

times less error). The reason for this is because the Fine-grain solution is 

optimized by making the retention probabilities of high-frequency SA-values high. 

In our experiment, the retention probability of the most frequent SA-value, P[1][1], 

is about 90% for m = 20, 30, 40, 50. However, the UP solution returns the same 

retention probability P[i][i] = /(m – 1 + ) for all SA-values xi, including the most 

frequent SA-value x1.  

We notice the same trend in  

Table 10 that we did in Tables 9 and 10; Fine-grain has a higher 

reconstruction error than UP when we consider all SA-values.      
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Table 10. ZIP: Error vs. m ( = 30, |T| = 300k) for Varying s (shaded cells = tolerable error) 

 s 

 Fine-grain UP 

m 0.10% 0.50% 1% 0.10% 0.50% 1% 

20 1.73% 1.73% 1.73% 1.16% 1.16% 1.16% 

30 4.80% 4.80% 3.38% 2.29% 2.29% 1.87% 

40 9.52% 9.52% 4.19% 3.52% 3.52% 2.23% 

50 39.93% 33.74% 11.04% 5.04% 4.54% 2.28% 

 

However, unlike Tables 9 and 10, which display the results for high m = 

50, here we see there is a tolerable level of error for small m. This is because the 

retention probabilities are not “dragged down” by a small m (see discussion 

above). 

To investigate how skew influences utility in a principled way, we show 

how record utility correlates with the skewness parameter  of the Zipf 

distribution in Figure 28, using  = 30, |T| = 300k, m = 20. 

Figure 28. ZIP: Utility vs.  ( = 30, |T| = 300k, m = 20) 
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Figure 28 shows that as skewness increases, Fine-grain‟s record utility 

increases to near 100%, i.e., we expect almost 100% of the original data to be 

retained. This occurs because as the data becomes more and more skewed, the 

privacy requirements for the more frequent SA-values become more and more 

relaxed. We see the opposite trend for UP, because UP‟s privacy requirement is 

based on the privacy requirement of the least frequent (or most sensitive) SA-

value. As the data becomes more and more skewed, the privacy requirement for 

the least frequent SA-value becomes more and more strict. 

5.4.4 Runtime 

The runtime of our optimal Fine-grain perturbation algorithm is directly 

dependant on the runtime of the simplex algorithm we use to solve our linear 

program. Although the simplex algorithm is not even guaranteed to run in linear 

time [49], we see in Figure 29 that for all datasets, Fine-grain‟s runtime is nearly 

constant for increasing |T|. This is a nice feature, especially when the constant 

time is always less than one second.   

Figure 29. Fine-grain and UP: Runtime vs. |T| 
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 After further investigation, we observe in Figure 30 that the Fine-grain‟s 

runtime does appear to be linear in m according to our correlation analysis; the 

equation for the line that best fits the X-points for Fine-grain is shown in the lower 

right-hand corner of the graph in Figure 30. It is indeed linear and we judge the 

goodness of fit with the given R2 value; R2 x100 gives us the percent of the 

variation of the y-variable that is explained by the variation of the x-variable (a 

perfect fit has R2 = 1). This result makes sense, since an increase in m implies 

an increase in the number of linear program variables and constraints. While UP 

outperforms Fine-grain in terms of runtime, all of Fine-grain‟s runtimes are 

acceptable at no more than one second.  

Figure 30. Fine-grain and UP: Runtime vs. m (ZIP-300k,  =30) 
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approach, limitations of our proposed approach, any outstanding challenges, and 

areas for future work. 

Summary. In this chapter, we propose a new perturbation operator, called 

Fine-grain, that overcomes several of the limitations of our Perturbation 

Partitioning algorithm from the previous chapter (see “Limitations” in Section 4.5 

and “Advantages” below). Our key observation is that not all SA-values are 

equally sensitive; therefore perturbing less-sensitive SA-value to the same extent 

as more-sensitive SA-values overprotects (and over-distorts) the dataset. Our 

algorithm generates a perturbation operator that can handle privacy requirements 

that are specified at a fine granularity and is optimized to retain as much original 

data in T*, the published version of dataset T, as possible.  

On the CENSUS datasets, our new perturbation operator always retains 

5% to 20% more data, compared to the traditional Uniform Perturbation operator 

(left-hand side of Figure 24, Figure 26, and Figure 27). Not only is this beneficial 

for ad-hoc data analysis, we show under certain conditions that it is useful for 

specific data mining tasks as well. Specifically, the increase in retention of data 

has a positive effect on reconstruction error for the most frequent SA-value (right-

hand side of Figure 24, Figure 26, and Figure 27) and when the original dataset 

is balanced (Figure 25), or when the size of the SA domain, m, is small ( 

Table 10).  

Our studies indicate that, while our new approach provides better utility for 

ad-hoc tasks, more work is needed in optimizing utility for aggregate data mining 
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tasks (i.e., reducing reconstruction error), especially for highly skewed datasets 

and large SA domain sizes. 

Alternatives. As discussed in Section 2.1, there are two alternatives to 

our proposed perturbation operator: Uniform Perturbation (Equation (5)) and 

OptRR [45]. Uniform Perturbation is used by previous randomization-based 

approaches to Privacy Preserving Data Publishing (PPDP), such as our 

Perturbation Partitioning algorithm in Chapter 4 and Perturbed Generalization 

[86], because it is known to maximize retention probability for ensuring (1, 2)-

privacy [10]. While Uniform Perturbation may increase retention probability when 

retention probabilities P[i][i] are identical, we show in Section 5.4 that our Fine-

grain operator can retain more data overall because it has the capability of 

trading off small low-frequency (more sensitive) SA-value frequencies for large 

high-frequency (less sensitive) SA-value frequencies (see record utility on the 

left-hand side of Figure 24, Figure 26, and Figure 27). 

Unlike Uniform Perturbation, the second alternative, OptRR [45], does not 

place any restrictions on the matrix, except that all columns must sum to 1 (i.e., 

sum of the ith column = the probability of retaining SA-value xi + sum of 

probabilities of perturbing xi to another SA-value = 1). While this alternative offers 

a very flexible solution, it has several undesirable properties for PPDP: (i) no 

built-in privacy guarantee, (ii) optimized for data mining, not publishing, and (iii) is 

a heuristic (see Section 2.1 for more details). We also discuss a couple of 

challenges using a general perturbation operator under “Challenges” below. 
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Advantages. There are several advantages of our proposed algorithm, 

Optimal Fine-grain Perturbation (Fine-grain): 

 Fine-grain increases record utility, which is very useful, since it retains as 

much data as possible. This is important for ad-hoc analysis, where it is 

unknown before publication what the analyst will be doing with the data. 

 Fine-grain is fast; it takes less than 1 second to run on a dataset size of 

500k records. Therefore, it does not add much time to any publication 

algorithm that uses it. 

 Fine-grain overcomes several limitations of our Perturbation Partitioning 

algorithm in Chapter 4. Perturbation Partitioning‟s limitations are 

discussed in detail in Section 4.5. Fine-grain overcomes several of these 

limitations as it (i) protects against both upward and downward privacy 

breaches, (ii) does not place any restriction on property Q(X) in prior 

knowledge Pr[Q(X)], (iii) optimizes record utility instead of data mining 

metric, reconstruction error, and (iv) is an optimal algorithm. 

Limitations. While Fine-grain has many desirable traits, there are a 

couple of limitations. 

 Fine-grain has an objective function that maximizes the retention of 

frequent SA-values. We used an interpretation of sensitivity for ease of 

algorithm motivation and description; however, it may not always be true 

that less frequent values are the most sensitive. For example, under ICD-

9, the detailed medical code E925 stands for “accident caused by electric 



 

 163 

current,” but there may not be as many patients diagnosed with E925, as 

say HIV, because most physicians may opt to use the more general code 

E800-E999, which stands for “injury and poisoning.” It perhaps does not 

make sense in this case to classify “accident caused by electric current” 

as more sensitive than HIV, just because it is less commonly used.  

As we mentioned at the beginning of this chapter, we can get 

around this problem by asking the data publisher to provide the sensitivity 

scores rather than deriving them from the frequency distribution. Then, the 

objective function of our Fine-grain linear program in Figure 23 can be 

modified using general weights on each SA-value instead of weighting by 

frequency. Therefore, our utility results need not depend on the correlation 

between frequency and sensitivity. A more general weighting scheme 

would also facilitate researchers who find less frequent SA-values more 

interesting, like those building classifiers.   

 Fine-grain is limited to uniform replacement; when perturbing SA-value x 

to another SA-value y, y is chosen uniformly at random from the domain of 

SA. Notice from the above discussion on OptRR [45] that P[j][i], i  j, can 

be chosen arbitrarily, so long as the column entries sum to 1; however, we 

force all P[j][i], i  j, to be the same in the jth column. Without this limitation, 

the nice properties in Lemma 6 that help prove the privacy guarantee in 

Theorem 8 would not hold. It is not obvious how to prove privacy 

guarantees without this restriction. We discuss this limitation more below 

under “Challenges.” 
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 Fine-grain has poor reconstruction error on skewed datasets. There are 

good reasons for this: (i) we optimize for record utility, not reconstruction 

error and (ii) reconstruction error depends on the average accuracy of 

reconstruction over all SA-values, but we opt for higher accuracy for high 

frequency (less sensitive) SA-values at the expense of lower accuracy for 

low frequency (more sensitive) SA-values. 

Challenges. There are two major challenges we face when we try to find 

optimal fine-grain perturbation operators: 

 Integration with Perturbation Partitioning. In Section 4.4.3 we showed 

Fine-grain performs better on small SA domain sizes. Recall that large SA 

domain sizes are handled nicely by our Perturbation Partitioning approach 

in Chapter 4. This provides justification for an integrated approach. It 

would be nice to see the combined effect of Fine-grain Perturbation on 

sub-tables generated under Perturbation Partitioning; however, the more 

complicated Fine-grain Perturbation operator makes proving correctness 

of Perturbation Partitioning very difficult (more details below under “Future 

Work.”) 

 Trade-off between simplicity and generality. Recall that one of Fine-grain‟s 

“limitations” is that it adopts a uniform replacement strategy, so the matrix 

P in Equation (61) is not as general as a matrix returned by OptRR [45]. 

We chose this replacement strategy for simplicity, instead of generality. 

Not only does a more general matrix require more sophisticated privacy 

guarantees than our (1i, 2i)-privacy defined in Definition 6, it also 
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increases storage requirements (for reconstruction purposes) and makes 

deployment more complex. We summarize why in Table 11. 

In the storage row of Table 9, we are given the absolute minimum 

amount of information required to build a perturbation operator P. The 

amount of storage increases as we move from Uniform Perturbation (UP) 

to a completely general perturbation operator. 

Table 11. Complexity of UP, Fine-grain, and General Perturbation Operators 

  Least complex  Most complex  

 UP Fine-grain General 

Storage 1 value: p m values: pi, i m
2
 values: P[i][j], i, j 

Deployment 

1. Get uniform random r1, 0 ≤ 
r1 ≤ 1;  

2. If (p  r1) then 

3.    Retain; 

4. Else 

5.    Get uniform random r2, 1 
≤ r2 ≤ m; 

6.    Perturb to SA-value xr2; 

  

 

1. Get index i of record‟s SA-
value xi;  

2. Get uniform random r1, 0 ≤ 
r1 ≤ 1; 

3. If (pi  r1) then 

4.    Retain; 

5. Else 

6.    Get uniform random r2, 1 
≤ r2 ≤ m; 

7.    Perturb to SA-value xr2; 

1. Get index i of record‟s SA-
value xi; 

2. Get random r1, 0 ≤ r1 ≤ 1, 
from prob. dist. defined by 
column i in P; 

3. If (P[i][i]  r1) then 

4.    Retain; 

5. Else 

6.    Get uniform random r2, 1 

≤ r2 ≤ m, r2  i, from prob. 
dist. defined by column i in P; 

7.    Perturb to SA-value xr2; 

 

In the deployment row of Table 9, we are given snippets of perturbation 

code that randomization-based algorithms use to perturb one record. Fine-grain 

Perturbation is only slightly more complex than the basic UP, where the only 
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extra step required by Fine-grain is to retrieve the index of the given record‟s SA-

value.  

General Perturbation, on the other hand, presents a real challenge. Not 

only does it require extra code in Step 6 to exclude SA-value xi as a candidate for 

perturbation (because pi and qi are not defined for arbitrary matrices), but it is not 

known how to generate a random number from an arbitrary probability 

distribution function in Steps 2 and 6. Uniform random number generators are 

well studied and can be called from libraries of most programming languages like 

C++. While other known distributions (e.g., Normal Distribution), can be modelled 

using a uniform random number generator via quantile functions9, it is not 

straightforward how one would do this for an arbitrary distribution.   

Future Work. This chapter raises several interesting questions that open 

avenues for future work, including: 

 Simplicity vs. generality. Can we find a perturbation operator between 

Fine-grain and General in Table 11 that has reasonable storage 

requirements and that can be deployed in practice? If so, are utility gains 

worth the added storage and complexity in deployment? See a discussion 

of these issues under “Challenges.” 

 Objective functions. We proposed a new objective function, record utility, 

for randomization-based approaches for Privacy Preserving Data 

Publishing; however, there is no reason why other objective functions 

cannot be used in our linear program in Figure 23, provided they are 

                                            
9
 http://en.wikipedia.org/wiki/Quantile_function 
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linear. Do other objective functions lead to higher retention of useful data? 

Is there a linear objective function for optimizing reconstruction error? 

 Non-sensitive SA-values. In this chapter, we assumed every SA-value in 

the SA domain was sensitive, with some values possibly being more 

sensitive than others. It would be interesting to study non-sensitive SA-

values, since they will likely occur in practice. For example, datasets often 

contain unknown (“?”), missing (“ ”), or non-applicable (“N/A”) values. 

Another example is when datasets are generated automatically from 

online surveys, where web users can enter nonsense values like “-1” for 

salary. Should non-sensitive values play a role in perturbation operators, 

or is it more advantageous to take care of them in a pre-processing step? 

Previous discussions in this thesis suggest the inclusion of extra records 

could only increase utility wrt to reconstruction error (recall the Law of 

Large Numbers discussed under “Algorithms” in Section 2.1.2). Can the 

presence of non-sensitive values actually increase utility?     
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6: CONCLUSIONS 

We conclude this thesis on Randomization Approaches for Privacy 

Preserving Data Publishing by summarizing our findings (Section 6.1), discussing 

open problems (Section 6.2), and suggesting areas for future work (Section 6.3). 

6.1 Summary 

In this thesis, we discussed the Privacy Preserving Data Publishing 

problem, which involves protecting individual privacy, while at the same time, 

extracting useful knowledge from collections of personal information that may 

benefit society as a whole. In particular, we proposed ways to elevate the utility 

of randomization approaches for Privacy Preserving Data Publishing.  

We presented two new perturbation algorithms called Perturbation 

Partitioning and Fine-Grain Perturbation. Empirical evaluation of Perturbation 

Partitioning on real American CENSUS datasets showed improvement of more 

than 200% in the reconstruction error for count queries compared to the 

conventional randomization-based algorithm, Uniform Perturbation, and even 

showed improvement over the popular partition-based algorithm, Anatomy. We 

showed that Fine-Grain Perturbation always retains 5% to 20% more data than 

Uniform Perturbation, and being biased towards the retention of highly-frequent 

(i.e., less sensitive) data values allowed Fine-Grain Perturbation to have 
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significantly lower distribution reconstruction error (up to six times) than Uniform 

Perturbation for these data values.  

6.2 Discussion 

Randomization for privacy preserving data publishing is not perfect, 

making it ideal to study. Besides the several undesirable traits of current PPDP 

algorithms that use randomization (see Chapter 2), there are several open 

problems: 

 Numeric Attributes: Randomization-based schemes which add noise to 

numeric SA-values have been criticized because the SA-values of 

individuals may be derived using attacks on the reconstructed distribution, 

e.g., [41][48] and on attribute correlations [44].  To our knowledge, no 

such attacks exist on categorical SA-values studied in the randomization 

PPDP literature to date.  In this thesis we focused on categorical SA-

values, noting that in some cases discretization can be used to categorize 

continuous numeric domains. 

 Clinical Profiles: Usually a patient has a clinical profile of more than one 

disease. One can represent this profile in tabular data as multiple sensitive 

attributes, one for each separate view. We described in Section 1.1 how 

our techniques can be applied by treating several sensitive attributes as 

one compound attribute that is derived from the cross-product of individual 

sensitive attributes. This approach, however, may not be acceptable for 

clinical profiles, since perturbing a compounded set of diseases will 
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destroy any correlation that may exist between diseases. For example, we 

know obesity and Type 2 Diabetes are correlated. Suppose Alice 

has the compounded SA-value Obesity-Type2Diabetes-Flu and it is 

perturbed to HeartDisease-Flu-Cancer. There is no way to ensure 

that the Obesity-Type2Diabetes correlation will persist in the 

perturbed data.   

 Utility: Looking at Figure 31, indeed, before this thesis, there were huge 

gaps in the literature. Some PPDP researchers consider the partition-

based approaches to be more useful for the data analyst because the 

publication is always semantically correct. For example, the k-anonymous 

publication in Figure 2 (a) is useful for health surveillance agencies, who 

can warn the public who live in the vicinity 4800* that 50% of the 40-

something-year-olds have contracted H1N1, so other people in that age 

bracket and location should get tested. 

We discussed that we cannot ethically use the partition-based 

approaches due to their susceptibility to background knowledge attacks, 

so we were motivated to try to move the randomization point in Figure 31 

towards the top-right corner. We succeeded; however, there is room for 

improvement. 
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Figure 31. Trade-off Between PPDP Approaches Prior to Thesis (adapted from [87]) 

 

 
 

6.3 Future Work 

We provided arguments why this small field of research, in its infancy, is 

worthwhile studying. We proposed new research ideas, with a major focus on 

maximizing utility, since it has so far been ignored by existing privacy preserving 

data publishing work.  As was the case for the partition-based modification 

algorithms, research on static tabular datasets can be extended to other types of 

data, such as query logs [2], data streams [101], graphs [22][42][100], set-valued 

data [88], and biomedical data [67], as well as to incremental or re-published 

datasets [16][34][90][97]. We expect our partitioning approach to be especially 

attractive to researchers who use randomization for privacy preserving data 

publication of graphs like social networks, where the domain size is huge (i.e., 

millions of people).   

We conclude this thesis with two interesting research problems that 

require immediate attention: 

 Incremental publication. Although each publication may meet some 

privacy guarantee, by examining a history of publications, the guarantee 
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will not hold. For example, suppose Bob regularly visits a hospital for 

cancer treatments and this hospital publishes perturbed patient records for 

research on a regular schedule (say weekly). This means each time Bob 

appears in a publication, his SA-value (i.e., cancer) is subject to 

perturbation. A person with knowledge of the perturbation algorithm and 

the history of publications could look at the distribution of perturbed SA-

values for Bob and deduce his actual disease. Under Uniform 

Perturbation, for instance, cancer would appear in the history for Bob 

more often than any other disease by a factor of  (see Equation (5)). 

Maintaining a record of what has already been disclosed and fixing the 

result to be the same in future publications may be a solution; however, in 

that case careful storage algorithms should be developed.  

 Tuple correlations. Most work, including ours, is restricted to tuple-

independent adversaries; however, it is possible for adversaries to have 

knowledge of tuple correlations. For example, if Mary has H1N1 in a 

publication, it may be known that her husband also has H1N1 in the same 

publication, since Mary and her husband are correlated by living in the 

same house and they are quite likely to contract a virus from one another. 

One group of researchers suggest that if an adversary knows arbitrary 

correlations like this one, then no algorithm can achieve both privacy and 

utility [78]. This is a strong claim and deserves further research. Especially 

since a special type of tuple correlation is the self-correlation described in 

the point above on incremental publication. Solutions to this problem may 
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call for perturbation of both the sensitive and non-sensitive attributes; 

however, in that case the algorithms should be developed to retain as 

much information as possible.  
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