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ABSTRACT

Management of patients with chronic conditions is a long-standing challenge for health
care organizations. These conditions include diabetes, chronic heart failure, asthma,
HIV/AIDS, and cancer. Patients are required to adopt lifelong diet and drug control to
maintain optimal health and avoid the complications of the disease. These complications
can arise suddenly and can be life threatening. Therefore, the health condition of patients
with chronic diseases should be reported frequently.

We propose to implement the data reporting into a single stationary device that transmits
health information for physicians via internet connections. Our solution, Remote Health
Monitor (RHM), measures a patient’s medical conditions and sends the measurements to
the hospital database through internet. The design of a stationary device ensures
consistency of the environment under which measurements are taken. The database can
be accessed either by the physicians or patients with specific login identifications to keep
information confidential.

This document, the design specification, describes in detail the implementation of our
health monitoring system. Hardware mechanisms used to obtain the health data,
firmware methods used to process the health data, and the software algorithms used to
manage the health data are discussed.

Remote Medical Inc. i
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Application Program Interface, the interface application programs use
for accessing services provided by some lower-level module

Fundamental of digital information with possible values of 0 and 1.
A collection of 8 bits

Electrically Erasable Programmable Read-Only Memory, the memory
that store the operating system and user programs for a chip, and can
be erased and reprogrammed with an external device. It saves data
even when power is loss.

The suspension of normal program execution to perform a higher
priority task as requested by a peripheral device. After completion of
the task, the execution of the interrupted program is resumes from the
point where it was left off.

Input and output ports, which is used along with connection cable to
link one device to the other and allow communication.

Internet protocol, the basic network transmission protocol of the
Internet.

An address with 4 numbers separate by periods that uniquely
identifies a certain computer on the internet.

Interrupt service routine, a piece of code that the processor executes
when an external event, such as a timer, occurs.

The column in a database table.

Light-emitting diode, a semiconductor device that produces light
when conducting currents.

An open-source SQL database developed at www.mysqgl.com. It is
common used for small business.

Operation code, computer instruction word that designates the
function performed by a specific instruction, for example, “ADD” and
llSUB11.

A column that uniquely defines a row in a database table.

Standard procedure for regulating data transmission.

Remote Medical Inc.
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A memory device that has a specific address and is used to hold
temporary data.

A database used by Microsoft Windows to store configuration
information.

Remote Health Monitor, the name of our product.

An 8-bit microprocessor that is made by Rabbit Semiconductor Inc.
and is commonly used in embedded systems.

Serial peripheral interface, a method of communication between host
processor and peripheral device with data sending one bit at a time
through a single channel.

Structured Query Language, a standard interactive and programming
language for getting information from and updating a database.

Transmission control protocol/internet protocol, a protocol that
computer used to communication and exchange information over the
internet.

Remote Medical Inc.
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1. INTRODUCTION

The goal of the Remote Health Monitor (RHM) is to collect a patient’s health data and
manage them. Patients can be monitored from anywhere there is internet access. The
RHM measures parameters such as temperature and pulse, and transmits the
information to the database located in the hospital. The database can be accessed through
a software application that will be provided along with the purchase of RHM. The
application can be logged in to either as a doctor or as a patient, thus allowing the care
providers to monitor a patient’s health condition and the patients to review their own
medical history.

Our goal in implementing RHM is to provide chronic disease patients with an easy to use
device that will help them track health information without going to the hospital, and to
allow doctors to review the patient data with a software application that organizes and
updates information automatically.

This document describes in detail the implementation of the remote health monitoring
system. It provides high level design overview and the specific features and tasks of each
module. Hardware mechanisms used to obtain the health data, firmware methods used
to process the health data, and the software algorithms used to manage the health data
are discussed and explained. Hardware circuitries and software flowcharts are also
provided.

Remote Medical Inc. 1
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2. SYSTEM OVERVIEW

Figure 1 shows the high level structure of the system. The database server is located in
the hospital; the Microcontroller — Rabbit 3000, and measuring devices are installed in the
patient’s house; the user can access from any PC with the client software installed and
internet access, and can log in either in doctor or patient mode.

- e e e S e e — —

, _ |
Hospital : Patient's House | Measuring Device :
| |
| | I_L“ ut | Pulse |, MD9745 :
Server TCP/IP : Rabbit | capture| Interface APA-1 |
Database 1 | 3000 I
SPI |Temperature I
| | 4
| [ Interface B ietel |
I [ |
| | |
| e o e e e e e .
I
[
I
| User .
[ Access wire

| internet

Figure 1: System Block Diagram

Figure 2 presents the basic functionality of RHM in a graphical manner.

7

TCP/IP Health
Database Monitor
server inside
hospital =

User Access from
any PC with client
software

Figure 2: Graphical Diagram of the System

Remote Medical Inc. 2
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3. DESIGN OF THE FIRMWARE

3.1 User Interface Handler

User interface handler is used to efficiently and correctly obtain user’s health data. The
figure shown below is the interface board connected to the I/0 of the Rabbit 3000. It
consists of four push buttons, four LEDs, and a buzzer. The first set of push button (SW1)
and LED (LEDZ1) corresponds to pulse measurements, and the second set of push button
and LED corresponds to temperature measurements. After the user set up the monitoring
device, the push button will be pressed to indicate the start of measurements. If the data
obtained is not within a reasonable range, the corresponding LED would flash to indicate
a non-successful data acquirement, and the user should restart the measurement by
pressing the push button again. User can stop the measurement by pressing the same
push button.

"Z-WORLD ENGINEERING
;v 'g=—~DEMO BOARD

——

Figure 3: The Demo Board of Rabbit 3000

User interface handler is implemented using the two external interrupts, one for pulse
measurement and one for temperature measurement. Two similar interrupt service
routines are designed for each of the measurement, and the flow chart of them are shown
in Figure 4.

Remote Medical Inc. 3
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< Start of the ISR >

Start or Stop Stop measurement
Measurement?
Start measurement A
\ 4 Process collected
Obtain readings data and obtain
final result

from the health
Flash the LED to monitors
indicate errors

A

A
Send data to the
server

Is data within the
reasonable range?

Save temporary
data and continues

END

Figure 4: User Interface Handler Flowchart

3.2 Temperature Data Acquirement

3.2.1 SPI Protocol

To obtain the temperature reading, we utilize the serial communication protocol, SPI, to
communicate with the infrared thermometer module. The thermometer module has a
built-in digital interface that is SPI compatible, and will always work as a slave device. It
can be used to access the on-chip EEPROM and all internal registers. The format of any
command is always 32 bits: 8 bits for the operation code, 8 bits for the address and 16 bits
of data. Every write command starts with a high to low transition of CS (chip select) and
ends by a low to high transition of CS after 32 periods of the serial data clock (SCLK). The
thermometer module reads the data present on pin SDI (serial data in) on the rising edge
of the clock. With a delay of 8 periods of the serial clock, the SPI will repeat the opcode,
address and the first 8 bits of data on pin SDO (serial data out). This allows the
microcontroller, Rabbit 3000, to check command and address, and terminate the

Remote Medical Inc. 4



REMOTE
‘ IQ MEDICAL

(-/. INC. Design Specification

operation in case of an error by forcing CS high before the end of the complete command
cycle, i.e. before the end of the 32 clock periods. The read command is build up similarly,
except that no data has to be passed. On SDO, the opcode will be followed directly by the
requested data, the address is not returned in this case. The data on SDO is valid on the
rising edge of the clock. In case of a read command, the SPI will output the data on SDO
starting on the 25th rising edge of the clock (after CS is pulled low).

3.2.2 Timing/Speed

The timing requirement of the thermometer module is illustrated in Figure 5 and Table 1.

1 t=clk

SDO X i

Figure 5: Timing Diagram for SPI

Table 1: Timing Requirement for SPI

Symbol Parameter Value Unit
tsclk Sclk period min 8 us
tcls CS low to SCLK high min 50 ns
tsch SCLK low to CS high min 50 ns
tsu Data in setup time min 200 ns
thd Data in hold time min 200 ns
tdv Data out valid min 1 us

Remote Medical Inc. 5
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3.2.3 Operation Codes and Internal Registers

A list of the operation codes and addresses of internal registers are shown in Table 2 and

3 respectively.

Table 2: Operation Codes

Symbol Parameter Command

WR X101X0XX Write internal register
RD X10010XX Read internal register
WEPR 0001XXXX Write EEPROM

ER 001XXXXX Erase EEPROM
REPR X0001XXX Read EEPROM
BLWR 1001XXXX Block write EEPROM
BLER 10IXXXXX Block erase EEPROM

Table 3: Address of Internal Registers

Register  Function Address
Irout Tobject (lin) 09h
Tout Tambint (lin) 0Ah

3.2.4 Implementation Using Rabbit 3000

To implement the SPI interface between the thermometer module and Rabbit 3000, we
use the 170 pins PD2 (port D, pin 2) for CS, PBO (port B, pin 0) for serial clock (75 kHz),
PC4 (port C, pin 4) for MOSI (master out, serial in), and PC5 (port C, pin 5) for MISO
(master in, serial out). After the start measurement button is pressed, CS is pulled low
and required command and clock signals are sent to the thermometer module. CS is
pulled high after the data is successfully obtained and saved into the register of Rabbit
3000. The flow chart of this implementation is shown in Figure 5.

Remote Medical Inc.
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Configure the
serial port

v

Configure the
serial clock

v

Pulled the CS low

v

Send the
command signals

Valid data?

Pulled CS high

v

Save the valid
data

END

Figure 6: Flowchart for SPI

3.3 Pulse Measurement

For the pulse measurement, we utilize the on-chip input capture channel, which
simplifies the solution to software only. Basically, after proper setup, the input capture
channel will wait for certain action that is happening on an input pin. There are two
conditions defined for the use for the input capture channel: starting condition and
ending condition. When the starting condition occurs, the timer is started; after the
ending condition is caught by the processor, the time difference between start and end is
saved in one register. For our application, since we are measuring the pulse rate, the
duration of the square pulse will give us the duration of the pulse, provided that the
pulse sensor will produce a square pulse in accordance to the patient’s heart beat, namely,

Remote Medical Inc. 7
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a rising edge for one beat of heart. In our situation, the starting condition and ending
condition should both be the rising edge of one pulse. Thus, the time difference will give
us the duration for the pulse, from that the heart beat rate can be calculated.

There is one difficulty introduced due to the overflow of the timer. Every time the timer
overflows, a roll-over condition is generated to signal this fact, and the client program
has to catch this condition to perform appropriate processing to make sure the accuracy
of the measurement. To tackle this problem, we setup a variable to keep track of how
many times the timer counter has rolled over, and then we add the duration
corresponding to the timer required for the roll-overs to track the duration exactly.

Figure 7 below illustrates an example for calculating the duration when roll-over occurs,
and the flow chart of the implementation is shown in Figure 8.

starting condition ending condition

Pulse Sensor
Cutput

Timer
Waveform

T

roll-over roll-oeeer roll-oeeer roll-ove
previous_reading current_reading

Figure 7: Calculating Roll-Over Duration

Remote Medical Inc. 8
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Wait for pin action

Yes Increment the roll

ing?
SRzl over flag

Roll over occurs?

Calculate duration

according to the
roll over flag

Average over 10
pulse values

]

Figure 8: Pulse Measurement Flowchart

3.4 Data Transmission using TCP/IP
3.4.1 TCP Connection

To use reliable transport services, TCP hosts must establish a connection-oriented session
with one another. Connection establishment is performed by using a "three-way
handshake" mechanism. A three-way handshake synchronizes both ends of a connection
by allowing both sides to agree upon initial sequence numbers. This mechanism also
guarantees that both sides are ready to transmit data and know that the other side is
ready to transmit as well. This is necessary so that packets are not transmitted or
retransmitted during session establishment or after session termination. Each host
randomly chooses a sequence number used to track bytes within the stream it is sending
and receiving. Then, the three-way handshake proceeds in the following manner:

o The first host (Host A) initiates a connection by sending a packet with the initial
sequence number (X) and SYN (synchronous) bit set to indicate a connection request.

« The second host (Host B) receives the SYN, records the sequence number X, and
replies by acknowledging (ACK) the SYN (with an ACK = X + 1). An ACK =20 means
the host has received bytes 0 through 19 and expects byte 20 next.

o Host B includes its own initial sequence number (SEQ = Y). This technique is called
forward acknowledgment.

Remote Medical Inc. 9
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« Host A then acknowledges all bytes Host B sent with a forward acknowledgment
indicating the next byte Host A expects to receive (ACK =Y + 1). Data transfer then
can begin.

3.4.2 Implementation Using Rabbit 3000 - Client

For our project, we use the server-client mode to implement the data transmission
through the internet using TCP/IP. After the measurement is done, Rabbit 3000, the
microcontroller, will initiate a connection to the Database Server and start the
transferring of data. The flowchart of the implementation is shown below.

Open Socket

v

Wait for connection

Connection
established?

Write to data buffer
and send buffer

Ll

A
End

Figure 9: Flowchart for Sending Data between Microcontroller and Database Server

Remote Medical Inc. 10
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3.4.3 Implementation Using C# - Server

On the Database end, we implement a server written in C# to receive the data sent by
Rabbit 3000 and store the data into the database. The flowchart of the implementation is

Start of the
database thread

Establish
connection

v

Save the received
data

v

Connection to the
/ database

shown below.

Listen to a specific
port

Any connecting
client?

// Search for the
Create a thread to - . Correzﬁgﬂf e
write the datato |[-——— :
the database
Save the data to

the corresponding
place

Thread ends

Figure 10: Server Flowchart

Remote Medical Inc. 11
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4. DESIGN OF PULSE SENSOR

4.1 Architecture Overview

The pulse measurement device consists of a microphone, signal acquisition circuit, and
signal detection and amplification circuit. The signal from the device is to be fed into the
input capture of our microcontroller for the calculation of the patient’s heart beats per
minute. The flow of the signal is shown in the following block diagram.

Signal Signal Input
Microphone Acquisition » Detection & >
. e L. Capture
Circuit Amplification

Figure 11: Pulse Measurement Block Diagram

4.2 Microphone

After exploring different possible methods for pulse measurement, including utilizing
reflective sensor or pressure sensor, we found using microphone for obtaining the heart
beat is most feasible and cost effective. The instrument we have chosen for the
measurement of pulse rate is an electret condenser microphone, MD9745APA-1. The
microphone will be placed on the patient’s chest to sense the heart pumping sound. The
pin assignment and their location on the microphone are shown in Figure 12.

2.0 mm
Term. 1 Output

Term. 2 Ground

Figure 12: Electret Condenser Microphone Structure

Both pins are connected to the signal acquisition circuit through wiring with length of 1
meter to ensure its mobility when patients attempt to place the microphone on their
chests.

4.3 Signal Acquisition

To interpret the signal obtained through the electret condenser microphone, we use the
circuit shown in Figure 13.

A resistor of 10kQ is used to limit the amount of current entering the microphone, which
has a maximum current rating of 0.6mA. The output signal acquired would stay at
ground level when no sound is detected, and would generate a pulse reaching voltage

Remote Medical Inc. 12
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level of at least £200mV when a beat is detected. However, the £200mV pulse generated
is not a square wave, and the voltage level is too lower for the input capture of our

microcontroller to detect. Therefore, we need additional circuitry to establish the
interface.

Term. 1
A, W55
10k
microphone I} Cutput
100n
Term. 2 ground

Figure 13: Signal Acquisition Circuit

4.4 Detection and Amplification

Detection of the pulse and the amplification of the detected signal are achieved by

passing the acquired signal into a comparator and an inverting amplifier. The overall
circuit diagram is shown in Figure 14.

Wes

I

§1Dk Wos

Wss
Term 1 n 11
J— 7| 1k
microphane 100n - 1 5 Inout
Tertm 2 7 — Capture
W+
1 Tk 3 4 LM330 74HCO4

&6k - 100n

Figure 14: Pulse Sensor Overall Circuit Diagram

The hystersis included in the comparator allows us to eliminate jittering in the output
waveform. The upper and lower voltage levels are set at £200mV, and the open collector
output of our comparator allows us to pull the voltage of our square pulse output to the
desired level. With the comparator alone, output stays at its maximum voltage when no
sound is detected and drops to zero when a heart beat is detected. However, the input
capture is activated on the rising edge of the waveform, thus an inverted output is
desired. Therefore, an inverter is introduced after the signal had been cleaned and

digitized by the comparator to generate an output waveform that can be successfully
detected by our microcontroller.

Remote Medical Inc. 13
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5. DESIGN OF TEMPERATURE SENSOR

This section details the acquisition of the user’s body temperature, and the interfacing
logic between the temperature sensor and the Rabbit 3000 microcontroller. As shown in
the design overview, the temperature sensor consists of the MLX90601 IR Thermometer
Module, and a control signal amplifier interface for communication with Rabbit 3000.
This sector is shown again in Figure 15.

Rabbit _ SPI | Temperature |_

< MLX90601
3000 Interface

Figure 15: Temperature Measurement Block Diagram

5.1 MLX90601 IR Thermometer Module

In the interest of building a feasible prototype in our limited timeline, we choose to use an
IR thermometer module to acquire temperature measurements. The specific module is
MLX90601KZA-BKA with SPI interface available for communication. Since an analog to
digital converter (ADC) is not included in the Rabbit 3000, the SPI interface is a
convenient solution for successful communication. In addition, the flexible sensor design
of the thermometer module, the sensor can be easily placed into the patient’s ear for
measurement. A detailed description of the module is provided in this section.

5.1.1 Architecture Overview

The internal circuitry of MLX90601 is shown in Figure 16, and the pin-out and pin
descriptions are shown in Table 4.

As shown in Figure 16, the IR module consists of an IR sensor called MLX90247, which
converts the heat flow into a proportional voltage output. The microcontroller MLX90313
then converts this voltage into a temperature reading through the embedded algorithm.
The SPI ports, namely pins 7 through 10, allow Rabbit 3000 to obtain the temperature
information from the module. The SPI protocol is discussed in detail in section 3.2.1.

Remote Medical Inc. 14
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Figure 16: MLX90601 Internal Circuitry

Table 4: Pin-out and Pin Descriptions

Pin Name Function

1 VSS Ground connection

2 REL1 Relay output

3 IROUT Analog output infrared temperature
4 TEMPOUT  Analog output ambient temperature
5 VREF Reference voltage output

6 VDD Supply voltage

7 SDIN SPIl data in

8 SCLK SPI clock

9 SDOUT SPI data out

10 CSB SPI chip select

5.1.2 Power Supply

The power is connected to pin 6 — supply voltage, and is drawn from the outlet from the
wall with an AC adaptor to obtain a 5V power supply.

Remote Medical Inc.
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5.2 Control Signal Amplification

As described in previous section detailing our microcontroller, the SPI control output
level of the microcontroller is at 3.3V. The voltage range is not high enough for the
MLX90601 to interpret the control signals; therefore, we need to amplify the signal going
into the SPI port of the temperature sensor module. The signal amplification circuit
utilizing an open collector op-amp, LM339, is shown in Figure 17.

2.8
33 /‘\\
MLH30601 SR ik
3.3 Rahkhit 3000 5P
A
10K
10k

T|1EIEIH

Figure 17: Signal Pull-Up Circuit Diagram
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6. DESIGN OF DATABASE

Our database will be located in a server inside the hospital, and allows access from both
client software (described in section 7) and the Rabbit 3000 microcontroller. The design
the implementation of the database will be detailed in this section.

6.1 Choice of the Database

We choose to use MySQL 4.0 as our server database. The reason of choosing this database
instead of writing our own is to save time and concentrate more on the hardware and
client software components. Also, choosing an existing database helps the product to be
more standardized as the format is compatible with many of the existing databases the
hospital, and also the ease of manage, transfer, and merge data within the database.

6.2 Database Tables and Columns

In order to store all data needed for our product efficiently, we use four different tables.
The first table is used to store the personal information of the doctor or patient, the
second table stores the temperature data of all patients, the third table stores the pulse
data for all patients; and the final table stores the patient-doctor association. The keys in
these tables are described in detailed in Table 5-7 for the four tables [4].

Table 5: Keys of the User Detail Table

Key Type Attributes Description

patient_id  unsigned int primary, auto increment Unique identifier for each user

type bit - Determine user as doctor or patient
password  char(128) - Password for the user, encrypted
first char(128) - First name

middle char(128) - Middle name

last char(128) - Last name

machine char(32) (unique) ID of currently associated machine
address char(512) - Mailing address

hphone char(32) - Home phone number

hfax char(32) - Home fax number

ophone char(32) - Office phone number

ofax char(32) - Office fax number

mobile char(32) - Mobile phone number

email char(64) - E-mail address

emergency char(512) - Emergency contact information

sin char(32) - Social Insurance Number for patient
notes char(10240) - Additional notes

! For this key, use 0 for patient and 1 for doctor

Remote Medical Inc. 17
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Table 6: Keys for Data Tables (Temperature and Pulse)

Key Type Attributes Description

entry unsigned int  primary, auto increment Entry ID

patient_id  unsigned int - The unique identifier for the patient

time timestamp - Time when the data is stored?

machine int - The machine that is used for
measurement

value int - The value for the measurement

2 Stored automatically when the data is written into the database

Table 7. Keys for Doctor-Patient Association Tables

Key Type Attributes Description

entry unsigned int  primary, auto increment Entry ID

patient_id  unsignedint - The unique identifier for the patient
doctor_id unsigned int - The unique identifier for the doctor

The design for the data tables allows a large amount of measurement data to be stored in
the database without making it too complex. The design for doctor-patient association
table allows many-to-many associations with ease in implementation.
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7. DESIGN OF CLIENT SOFTWARE

Our client software, MediNet, written in C, allows both doctors and patients to access to
database and view the measurement data. The design and implementation of the
software is detailed in this section.

7.1 Basic User Interface Layouts

The user interface for the main windows will utilize the standard design used by most
other software operating under Microsoft Windows, namely, it contains a menu bar,
toolbar, workspace, and status bar. Menu bar contains access to all features, and the
features are characterized into the categories: File, Edit, View, and Help. The toolbar
gives quick access to the key features. The workspace displays all information for the
windows, for example, a list of patients for doctor or a list of measurement data for the
patient. The status bar displays the operating condition, including database connection
status and data loading status. A sample user interface of the patient list for doctors is
displayed in Figure 18.

EE* kest, keskt - MediNet Client - Patient List

&M@%&&%% Iﬁ @@ Tool bar

Patient I Firsk Mame = Last Name Machine IO Skatus \

ﬂ 000009 Marian Zhang 199 Data unavailable

,":':, Qoo01e  Lotus i 225 Korrnal

L. 000005 Dang zhang 73 Dwving

E m Zhe Mormal

> Workspace

Loading completed, 4 patient(s) loaded 4 Patient(s) } Status bar

Figure 18: Main Interface for MediNet Software
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7.2 Operation Modes

MediNet can operate under doctor or patient mode, and each mode has a different access
privilege and operating functions. The determination of the mode is done by using the
login ID to retrieve the user type from database (see section 6.2, Table 5).

In doctor mode, a list of patients will be displayed after login, and the doctor can view the
data for all of his/her patients. Doctors can also edit their own personal information, as
well as manage their list of patients. On the other hand, patients only have access to view
their own measurement data and change their own personal information.

7.3 Database Access

All database access from MediNet will be done using the C API included in MySQL
installation package. This API includes all functions that are necessary for database
access, and no additional feature is required. All database access will be placed inside a
thread so there will be no lock-up of the program due to network delay.

7.4 Description of Key Operating Features

7.4.1 Password Encryption (patient and doctor)

All passwords sent from the MediNet client will be encrypted by Md5 algorithm so the
chance of exposure of personal privacy is decreased. This encryption is implemented by
using pre-written codes.

7.4.2 Network and Program Options (patient and doctor)

The program allows user to change the address of the database server as well as many
settings that govern the operation of the program. Both before login and inside the
program, user is free to set the server address and connecting port, so that moving and
changing of the server will produce minimum effect on the user. Other options include
setting the time in between the automatic update of new data from server, as well as
changing the default amount of historical measurement data to display. All settings are
kept in a configuration file under program directory instead of using Windows registry
to make the program clean and portable.

7.4.3 Patient Status (doctor mode only)

Once logged in, doctors can view a quick summary of measurement data of all their
patients. This summary is displayed in the “Status” column on the patient list, as well as
the patient icon. The status text is generated by comparing the last measurement data for
both temperature and pulse with the typical value, and determining whether the data
falls within the normal range. Texts such as “Body temperature too high” will be
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generated if an outbound data is observed. The color of the patient icon change according
to this summary information, with green indicating normal, yellow indicating warning,
red indicating critical condition, and blue indicating data unavailable.

7.4.4 Patient List Management (doctor mode only)

Doctors can modify the doctor-patient association table (section 6.2, table 7) by adding,
removing, and transferring patients to or from their list. Adding patient creates new
entry in the table, which involves searching the database by specifying patient ID or
name, and all matching result will be displayed in a separate dialog. The similar method
applies to transferring the patient with the targeting doctor ID or name, and this involves
modifying the association table entry. Removing patient from the list is done by simply
deleting the corresponding entry in the association table.

7.4.5 Edit of User Information (patient and doctor)

Both doctor and patient are free to change their personal information. The “Edit
Information” dialog will first load all information from the server database in order to
keep the information current, and will replace all information fields with the new data
regardless if it is changed or not. All modification of personal information requires user
password to access to prevent others from modifying the data.

7.4.6  Changing of Machine Association (patient and doctor)

The association between patient and machine can be changed in order to share a machine
between two or more patients. Each microcontroller is pre-loaded with a machine 1D
with their firmware, and will use this ID to access the database. As described in section
3.4.3, in order to successfully write the new data into the database, the server software
must find a matching ID to retrieve the patient ID for updating the value.

To change this association, a direct connection between the client software and
microcontroller board is required, and is implemented using the double handshake
algorithm, and is illustrated with Figure 19. This connection is made to obtain machine ID,
and also serves as a way to prevent user associate him/herself to the wrong machine
leading to false writing of data. Furthermore, the machine and patient is a 1-to-1
association, which means that once a new association is created, the old one will be
removed.
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MediNet (Patient 1D #1) Microcontroller
User enter IP address of new
machine, and press OK to connect - :
o machine Request Idle, TCP listening...

Received request and reply with
Machine 1D machine 1D

Waiting for reply...

i . Idle, TCP listening...
Received 1D, connecting to

database, find the patient ID
associated to the machine ID

Database
. Request

------------------ Idle...

Waiting for replv... _ Search for patient associated
g Py Patient ID #2 __ with the machine 1D
Remove old association and add | o Idl
new association . Request €
I Set Patient 1D #2 to machine “0”
Waiting for reply... Set Patient ID #1 to the new
Reply . machine 1D
Donel |V Idle...

Figure 19: Mechanism for Changing Machine Asociation

7.4.7 \Viewing Measurement Data (doctor and patient)

The measurement data for each patient can be retrieved from the server and displayed in
two lists: temperature and pulse. The lists will contain three columns: time of
measurement, the ID of the machine used for measurement, and the actual measurement
value. The amount of data to be retrieved can be specified in the option, and can be set to
retrieve a fixed amount of most recent data, or all the data that are taken within the past
few days. Both doctor and patient have no permission to modify any of these data in
order to retain its accuracy.
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8. CONCLUSION

The main objective for our design is to maximize efficiency as well as flexibility. From the
user’s perspective, an efficient health measuring device will ensure the accuracy and
responsiveness to any measurement, which is a crucial aspect to any medical instruments.
As designers, we are striving to conceive a device that is as flexible as possible in terms of
desired future enhancement, which will be built on top of the current prototype. Either
from the hardware or software point of view, our design approach ascertains that the
product will remain feature enriched, thus competitive in the market. We are confident
that, by employing the design specifications outlined in this document we can achieve a
balance between user satisfaction and the effort required in implementation, in other
words, these design procedures maximize the performance cost ratio.
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